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Study of Research Gaps in Climate Change

Risk Assessment Methods and Tools:
A Case Study of Railway Systems
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Quantitative Risk Assessment
Flood — Baseline nsk data entered for training scenario

A‘-’-set Threat Pair Baseline consequences, threat likelihood, and vulnerability
[ Puumm
Online Water ;?é“ﬂﬂ';‘“’““
Guality Flood - F1 - Fatalities: 0 Reaional Arnual Basefine  Bassfne
Monitoring Flood — 100 Year Injuries: 0 z - Estimate: 0.01 Estimate; 72%
Sensars

580,944,600
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Perform Quantitative Risk Assessment (Enter Assets)
Enter specific azsets beneath Asset Categories, as applicable.

High Risk Assal Categories
oy MaiTe

~  Stomgs and Distribution Faciities ) #4d fAaset ® Fregrna -]

Famp siation m Carcs w Baseine . 8 E

Ebsctrrede, Compirier, o ather Automated Systeme Ineleding the

seeurity of such spsbams| B A el e a
Wonitoring Practes ) A Asset [T B
Financial infrastructure i) Add Aozl ok Siared 4]

) Aod Asaek Caiegory

FAL % R ¢ VSAT?
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Perform Quantitative Risk Assessment (Assign Threats)

High Risk Ass=t Calegarnies

& Hiziige ind Dbbributon Faciises (@ A0 sl A -]

B Puvpsatisn @ 501 .I\

Ebectranic, Compulsr, of ofad Aulcraieg
secanrty of sech synterma)

Bonitoring Practicen ) Asd Aasai
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Bl 2223 VSAT £ 1 b % =R P 5 2 %)
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SEPA

Threat Type

Assault on Linilivy - Physical

Intentional Contamenation of Finished ‘Water
Intentional Contamanation of Source Water
Thedt ar Diversion - Phaysical

Cyherattack

Directed/Sabotage - Physical

Custam Threat

Theat Category
Ialeychen Acrs
Threat Categories
and
Threat Types
Matral Hazards

Eanhquaks [PGA 0 - PGAxL])
Fhored {100 year or S00-year]
Hurricane [Category 1—-5)

o Seowrry (00 Lo 153

Tormadn {Fujita 0 - Fujita 5
Wildtire [FRGL — FRGS)
Cusram Threat

Dependency Thieals

D{C) - Key Customens
DME] = Ky Enniplopdes
DiZ) - Keyw Suppliers
DT} - Transpanation
DU}~ Urtilities
Custom Threat

Promimity Threats

DP) - Prasdenity
Custom Threat

Fﬁ#_l_ %k @ VSAT’

B 2224 VSAT £ ™ b % =G N 5 (5 T 8w 2240

Bl 2224871 piague s pRgdapy

S RTONE-LN VS LU
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SEPA
Quantitative Risk Assessment (Evaluate Consequences)
Evaluate the public health and economic e 4.
consequences of the threat occurring S
* Fatalities A o
* Injuries. Public health consequence
» 1 Iili ; is caloulated by multiplying
Ut"rl_y financial . fatalties and injuries by
* Regional economic WSL and V51 values.
|
|

T kR 1 VSAT?

Bl 2225VSAT £ it b %= p 3 (32HE % %)

Bt T T AL B T (Asset/Threat) e &2 (7 A B R "G T F o B
Bl 2225 B F 67 » Bk M AR Kbl (77 ¥18-7 ¢ 38 2 4
R~ 2B RAR KB FEFE2 25632910 § 2 2oy
Wedf %2 A2 0 E A0 F F AR BEAP T AL ERERIA S
# @ (Value of Statistical Life, VSL) fr 33+ § T % @& (Value of
Statistical Injury, VS)e3g 2k 3£ 38 > 1% 5*= & € § A fiefk W H B
VSL fv VST & » i (7 f 1 b % i 326 -
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Quantitative Risk Assessment (Evaluate Consequences)
WHEAT Calculator agsists with order of magnitude estimates of consequences.
Different scenarios
» LOEE [’m"gm Biicsidivad Pzl Aschicisamiani
~ Relegse of hazardous ga6 T
+ Drniking water cantzmination -~

Tipmsling Baorl Bernari

TR kR ¢ VSAT?

Bl 2226 VSAT £ it b "3 p Z(F8E )

Foplhr Y EF AN L H B

R rEFAE T ELE A1 B3P ¢k
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SEPA —t
Enter Potential Countermeasure Costs

* Capital cost (total financed)
* Dperations and maintenance

Fatenityl Countermassure Cosie

s @ @ @

T kR 1 VSAT?

B 2227 VSAT £ it h "= M 3 (Bl &= )

B 2227 #FFMEAFLPEHL S 20 S HTEBRLEK
BT A E AT FART RN g~ AR O AL
A (Capital Cost) 14 2 4 i& &2 a3 & & (Operation &Maintenance) > ]
2227 %% IR ERFTALNL 21,0002~ ERFEFS G
EAADPE0FE = o
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Risk and Resilience Summary Report

* Report summarizes all data entered for the assessment
* Provides analysis of quantitative risk, qualitative risk, and countermeasures

. 'r‘,\:

H'\"\J\}-‘fn\_l"\- Rk L ol
i LRI

Go to Final Report =

Risk And Resillence Summary Report

Risk Assessment Summary Report for
Spiring View Watler Uistrict

[ L]

TR kR VSAT?
] 2.2.2.8 VSAT &
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Exposure Indicators
(e.g., 10-yearor 100-year
flood inundation)

- Sensitivity Indicators
Vulnerability (e.q., past impact/failure)

Adaptive Capacity
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Adaptive
Capacity
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