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Preliminary discussion on Cybersecurity
Issues of Unmanned Aircraft Systems in
the Transportation Sector
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56 Security Aspect UAS Component Benefiting

Subscriber identifier privacy (Subscription Concealed Identifier (SUCI))

UA and GCS cellular identifier protection

Updated key establishment procedures (Authentication and Key
Agreement (AKA))

Strong authentication of UA and GCS to the network

Data integrity and confidentiality protection over the air interface

Security of the traffic exchanged between the UA and the radio and
core network, and the GCS and the radio and core network

Increased home network control

Security of roaming UAs

Detection of false base stations

Security of the UA attaching to the network

Secondary and additional authentication to third-party providers

Authentication/authorization of UA to the UTM

Use of millimeter wave radio

UA communication jamming resistance (closer proximity is required)

FAL kR [22]
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o
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