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6.12 BESWBR ZAEEZER
SR ZERP P ELEGE FEZAAPELESD TR 2 o
PR EREALESTZLAIME R UT R IR E LGS TE 2R
- C R EEKFE AN
1. AES/# &2
AES & 52 7 RT3V 2 A B v > B E PlAeT
Input :
Diversification ID (1D)
Master Key (M) (128 bit AESKey)



Output :
Diversified Key (D)

Algorithm :
O =AES ENC(M, IDI 0128-[ID])  # &_128bit = &_128bits
D =[D] leftmost bitsof O B % e[D] left bits

PS: MifareKey is6 bytes

2. TripleDES /% & i
TripleeDES % p v R} * fRixenZ F 0 7 % - e 3@ % 2 Fojiv
A o FEE R AT
Input :
Diversification ID (1D)
Master Key (M) (16 bytesTripleeDESKey)
Output :
Diversified Key (D)
Algorithm:
O =TripleDES(M, IDII 0128-[ID]) # &_128bit s &_128bits
D =[D] leftmost bitsof O B~% % «7[D] left bits
PS. MifareKey is 6 bytes

3. DES#&
DES 5 54 kg * 24 B84 > J@ B2 Pl4e™ ¢
Input :
Diversification ID (ID)
Master Key (M) (8 bytesDESKey)
Output :
Diversified Key (D)
Algorithm :
O =DES(M, DIl 0128-[ID]) % X_128bit ¢4 &_128bits
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D =[D] leftmost bits of O B~& = [ D] left bits
PS. MifareKey is6 bytes
T e NI ESLE 3
FHEHITAWT PHERBE AP LFEZ LB REKTEER
ot 2 R Bk AT R AL e 2
1. AESi# %2
(1) wxaE kB
(2) it A bR KF AR LS DESHE £ 0 0t TripleDES
% >3
(3) #7714 12002 £ 5 % WB FIRIE > P W 5 LRz $HAE £ e B
2. TripleDES /% & i#
(1) wh#ER R
(2 W% K DES;FE % >
() #7471t 5 DESiH ¥ 2 %3] > 2 AESH R # AL ofF# > 2R
B 73 B - TripleDES AR 5 iF 8 2. 4v B 238
3. DESH & iz
(1) whER R
(2) it wE S R
(3) ATF L 1 1977 & & % BB IR
Z S RE R ER
ki AT 2 AES i B 2 o

6.1.3 L RIZER

TERFEZNNVTEIDERAEH 3 PHRFL-REIFH> 223 LT
2+ AN EFZ AR R oA IR REIRFLESF TR
ZHRF R R ANEFREBETE .

R S A
Q;gz;—k%zfﬁég;}f;zg PHROTEHFFAZFES > 4rB 6-1
P e o



N

«Zommon deduction
master key set

sCommon CAC G
master key

KMS

«Zommon deduction
master key set

sCommon CAC *Top-up
master key master key set

@1
prA B I2F

W61l =%+ v gEHi

S R B TE L
ERLERARES SR
BHE

FEFEAARETE PR 2FHET o f FEERIZRPE 45%

PO ELLL BT REPEZL BEHRFZY Aot > 2 2R+ Y
FARRR LR ARG FEL R TV RFBLEE LR oAt o
NP E FIRZ BRT F O fEAEKE

(1) # &2 £ 4 2 (Common deduction master key set)
(2) 2% EB/* £ 4 (Common CAC master key)

RS LS FAEY S R § Ew,%@wawg B

«-\

2R BRI BHERERSPTFRZ AL ER SfER L2
FETVREABLE (A2 IoHE BUEEST 2 b

BIRARL S c RN P HIL 2 4G 5 Av B2 £ 4 e (Top-up master key

FAARmE (SRR TAAEE e R
BURZ 1B REMLHE PR KT R YT AL Z RS 2

TR % if"r}\ °



S ST A=
SRR P ARF L - 2 2 e T mp g/
WA R AR
# 2 -

ARG AEFE L PR B OEIARET EgED (T
oL irEZT AL 2 Y TRE ZEEDN 2 £4¢ 7 Common
deduction master key set 2 Common CAC master key -

P 2=
u&ﬁgﬁ§+ﬁw o ofge 2 £ 4 B T ARAE T £ 4R~ IF
b 2 %}H BF RN TENLS #Fﬁﬁi%?'r'%q.’#*‘v?%
F =

FHEPEIRPAZRE R EKEIEF P IR LB bR
F AR R I FF 2 F P TV AAERI RIS LKL XFEFR S I

.
ah °

6.2 F R ERTEI

LDRDTHRY 0 AF - BRDFZBRARE PO RHRET
ﬁi Pyy+4_;§ﬁ¢ Mmoo A WEEF BN B 0 P E R

B3I AL o F R RE
m%%{f%ﬁ4’WW;&%%ﬁéﬂWﬁﬁ@ﬁifﬁ%’aﬁwﬁ%f
TR R R PR B RE Y AR o B T - F R R% D
Bl RIE RS A E T PR 2 AL - LRSS TR EF

d ™
XL o P AMA NPT RS
B 4

1T ki
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6.21 & @ EWERZIHBREBERNEERIE

PakEAY RESPAFEFITG A F B
o d kLRGP RREBLIESL -

D hAEE AR A

" éﬁéﬁi"x}’z’%ﬁ#a—# R ERER A R SIEs ] > H iRk L
iﬂﬁ%%” KAEPFRYP-F £GBFEAESHE 2 A4+ 7
T ﬁ’ﬁrf%4 Bk A BT PR THREd B R T -

FLARZ AL SHE -
- ~ A2 RRERIAE(A-F] 6-2)

ICC-ID
ICC-ID IO ICC-ID IO
Padding to 64 Bit Padding to 128 Bit
P Key
AES_ENC |« ICC_Sig_2
v 128 Bit
E1 (128 Bit)
64Bit | 64Bit
y y
64Bit | 64Bit
128 Bit
\ 4
P Key
AES ENC [« ICC_Sig_1
) l : ) 128 Bit
Anti-counterfeit (128 Bit)

B 62 BUETERLPGHREBAE NN



S NP (3 5% A (do ) 6-3)
ICC Signature (128bit) ICC-ID
l v | v
ey ICC-ID 11 0 ICC-ID 110
cc_sig 1 [ | AF%PF Padding to 64 Bit || Padding to 128 Bit

Equa —_— Not Equal ‘

|
Equa Q; Not Equal

128 Bit Input AES_ENC [¢—

64Bit | 64Bit Key
ICC_Sig_2
D2
Y 128 Bit
D1 D3 Output(E1) (128 Bit)
l 64Bit 64Bit
\4 I

Accept Reject
Signature Signature

Accept
Sianature

Reject
Sianature

Bl 6-3 B TIERLP GRANE

T EEW

Poo TEEANPEY 2 BT TR KA A F oL X RB 2 F R T
713 -

B CRERE S Rt F LR 2 R AR R R T e
BUALRY T - dr BRSNS B é‘lﬁ%‘%’j‘g‘%f&;ﬁ*mgg\
- BREE Flask I E"RTTRIE A A, A S s mR
FARHREXIEFDFR > FP g YT gﬁ?ﬂ%o
EHNE AL FRED GREA N FEF VL BREGLBEEER
L idkrw Bwis 5o BEARA M j“'g"gfé‘?\',f‘ B D L

FEEE B LP RREBMEEEELL LY PP FE B
com® BIE - BRE TG VR A R E A S ks

FAREERFF IR P - EGANP BREH MG T - RERE
‘#ﬁ—%"?ﬁz%j"ﬁl’ékﬂngﬁ‘%ﬂ + OB FR T A ik SRR o
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6.2.2 Bfiﬁﬁwﬂ’ﬁ%ﬁwﬂﬁ%*ﬂnjnm E%%E

SR RHREMBLAWNUIKREN LD FEEFT > LEESTNHITE R
DAR B2 RUE 0 RALFE IR 4T

:ERCE S A S
@’§$;%C%ﬁ#ﬁ$f”%’%?A‘Bﬁ

HEERSERE
iﬁﬁm%#&%wgiﬁﬁié%¢$%§€m¢J£9M4’u
fer F2 R CEF L RREMANUEG (AT » FEFENCE
HEEHFR T 6 SAM + B2 =k o

2. FRAEAFEFFFIRT AR LD GREMAS £4f 0 SAM + Lt
b REREBE LR PRt P2 BT RERI KRB ERA
% % SAM + Lﬁig?l > GBOR e g iF o P B (issure code) o A i B

=%
T

o

3. ERFAFEFEFYR Y AR L BHREBAL S W IELEEE
ZFEF R T F A 2 G PRI o

A DEKEBLREZ TAVD CRERA S LA RS0 By B I6
Sod FERRE T SER RS G -



=~ A2 GERERERIAL(4-F 6-4)

ICC-ID

Issuer Code

A 4

ICC-ID + Issuer Code I1 O
Padding to 128 Bit

AES_ENC

!

Issuer's CAC Key
(128 Bit)

Anti-counterfeit (128 Bit)
P~ 1#8byes i B 2 % EAG

B 64 A3I:FNhiER2ZP GHRESE LA

T~ BRFRF GRS E R IAR

S1B2 Data (128 Bite)

ICC-ID

P2 1#8byes i [ & H%H G |

Issuer Code

A 4

ICC-ID + Issuer Code Il O
Padding to 128 Bit

AES_ENC

'

Issuer's CAC Key
(128 Bit)

Anti-counterfeit (128 Bit)
B~ % 1#8byestr % 5 A5

'

A\ 4

LA REBLTIF
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6.2.3 PH ARSI ER NG AIEEERER
- BRI ERE

ERE O RE Tk 2 AESiHEE 2 o

SRR A WA E R

1.

AEEROD GREMA LR SR B A RE RS PR AT
ol 2R EFIELSY RS A YRS
LY ERREAT R LD BREBLY BT AR E”‘ i
- PRREATREI U REREF L ST f R
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Description: R iE L £4&2 7 < fh4te
File Format: DKS [yyyymmddvv].DAT
Sample: DKS_2004060701.DAT

Header Record
No. | Field Name Length | Attribute | Description
1. Rec_flag 1 a, MF R
i L= H
2. Separator 1 a, MF “(aways)
3. Key Counter 4 NMFRJIL | & Siilr
z
4. Record Separator 2 h, MF 0x0d, Ox0a
Total Length 8
Detail Record(1)
No. | Field Name Length | Attribute Description
1. Rec flag 1 aMF TR
il & =D
2. Separator 1 a, MF “(aways)
3. | Sector_Number 2 NMFERILZ | 5l
4, Separator 1 a, MF “”(always)
5. Key Type 1 aMF EWER
‘A FR KeyA
‘B : & KeyB
: Separator 1 a, MF “”(always)
7. | Key Value 32 aMF Bl
Reserved 6 aFS l'ﬁa"?’f
[l L fifi= space
9. Record Separator 2 h, MF 0x0d, Ox0a
Total Length 47
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Detail Record(2)

No. | Field Name Length | Attribute Description
10. | Rec flag 1 aMF TR
il ="M
11. | Separator 1 a, MF “(always)
12. | Reserved 2 aFS l'ﬁa"?’f
il = space
13. | Separator a, MF “”(always)
14. | Key Type aMF EWPER
‘C :CACKey
15. | Separator 1 a, MF “”(always)
16. | Key Value 32 aMF Bl
17. | Reserved 6 aFS l'ﬁa"?’f
i i = space
18. | Record Separator 2 h, MF 0x0d, Ox0a
Total Length 47
Trailer
No. | Field Name Length | Attribute Description
1. Rec flag 1 a, MF PRk
=T
2. Record Separator 2 h, MF 0x0d, Ox0a
Total Length
Field Attributes:
MF: must befill LJ left justify
TS: trailing space RJ: right justify
LZ: leading zero FS. fill spaceif not available

LS. leading space
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A2 T b ol

H, 0010

D, 00, A, AOAOAOAOAOAOAOA00000000000000000
D, 01, A, AIATATATATATATATT111111111111111
D, 02, A, A2A2A2A2A2A2A2A22222222222222222
D, 03, B, B3B3B3B3B3B3B3B33333333333333333
D, 04, B, BABAB4B4BAB4BABA44444444444444444
D, 05, B, B5B5B5B5B5BAB5B55555555555555555
D, 09, B, B9BIBIBIBIBIBIBIIII9I99999999999
D, 10, B, BABABABABABABABAAAAAAAAAAAAAAAAA
D, 11, B, BBBBBBBBBBBBBBBBBBBRBBBEBEBBERRR
M, C,33333333333333333333333333333333

T
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2.3 REFFRFREMZETIIENREN
% sk g1 CDAT3V _setup\T3VWnd_setup.exe

i'.E‘ Card validation program - Installfhield Wizard EI

Welcome to the InstallShield Wizard for Card
validation program

The InstallShield (R Wizard will install Card walidation program
on wour computer. To conbinue, click Neaxdt.

WARNING: Thiz program iz protected by copyright lawe and
infernational treaties.

[ Next = i [ Cancel

B2L:% next

i'.g!;'* Card walidation program - InstallShield Wizard

License Agreement

Please read the following hicense agresment carefully.

To add your own license text o this dialog, supply wour license agreement: file in the Dialogs
Wi,

1. Mavigate to the Dialogs view.
2, Select the License Agreement dialog,
3. Set the License File property by browsing to your license agreement RTF File,

Afker you build wour release, yvour license text will be displayed in the License Agreement dialog,

(%) accept the terms m the licenw agreement

{31 do not accept the terms in the license agreement

Tnztallihield

[ < Back ” Next = l [ Cancel

7 3% | accept fs » ZRiE next
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i'-_,w!;l Card validation program - InstallShield Wizard

Customer Information

Pleaze enter your infonmation.

eer Name:

JCEl]

Cirganization:

Install thiz application for:

(%) Ayone whi vses this computer (1l vsers)
() Ol for me facer)

TInztallZhield

< Back

I

Wext =

J

Cancel

2L:% next

i'-‘wlgl Card validation program - InstallShield Wizard

Ready to Install the Program
The wizard iz read v to begin installation.

exit the wizard .
Current sethings:

If wow want to reviews or change any of wour mstallation sethings, click Back. Click Cancel to

Zetup Twpe:

Diestination Folder:
CAT3V Wnd

Teer Information:
Wame: acex

COimpany:

InztallShield

< Back

|

Install Cancel

||

2L:% |nstall
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i',% Carnd validation program - InstallShield Wizard

InstallShield Wizard Completed

The Instellihield Wizard haz successfully inztalled, Caxd
validation progran. Click Finish to exit the wizand .

BLE Finish = = % %
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