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NXPAH 44 4; % -Key Features

2 or 4 kbyte EEPROM

MIFARE Plus X with full feature set, or MIFARE Plus S
with simplified feature set.

Unique serial number: 7 byte (optional 4 byte during
migration)

Delivery types: Wafer or MOA4

Simple fixed memory structure compatible with MIFARE
Classic

Access conditions free configurable
Multi-sector authentication / Multi-block read & write
Anti-tear function for writing AES keys

Keys can be stored as MIFARE Classic keys (2 x 48 bit
per sector) or AES keys (2 x 128 bit per sector)

Privacy features
Typical number of single write operations: 200.000
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NXPAH i % - i 4 = MIFARE Plus

State of the art use of Advanced Encryption Standard
(AES) instead of CRYPTO1

AES is approved by the US government authorities for secret
documents beyond 2030

True Random Number Generator (TRNG) tested against AlS 20
Composite Common Criteria EAL 4+ certification

Anti tear function for consistent deployment of changing keys and
access conditions

State of the art transmission security using Cipher Message
Authentication Code (CMAC) according to NIST Special
Publication 800-38B

Optional Random ID in anti-collision to protect privacy

MIFARE SAM, for secure storage of AES keys and AES
encryption on the reader side.

Proximity detection as countermeasure against relay attacks.

SCIE il asaa R s B I FL B VTSR =iam FIHTER e | 415)

NXP-{ 4 ##H % - MIFARE Plus#] 7R84

Key features
per layer

« AES for authentication, data encryption
and integrity

+ Random ID possible

« Encrypted transfer of UID possible

« Same data model as MIFARE Classic

« Proximity Check

« Anti-tearing for keys & sector trailers

* Multi sector authentication

« Mandatory AES for Authentication

 AES key update with anti tearing
* MIFARE Crypto for data
« Same data model as MIFARE Classic

+ Multi block read / write
 Multi sector authentication

« Full compatibility with MIFARE Classic .

« Optional AES auth possible with
upgrated readers and Level 1 cards
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