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DECLARE (@day Date

set @day = '2012-03-12"

/* Main */
SELECT rtrim(r.StationNameC) as [From],rtrim(r2.StationNameC) as

[To], [Count] from (

SELECT top 10000 [StationFrom], [StationTo],COUNT (*) as Count
FROM [RDSP].[dbo}.[TICKETiTiCket} WITH (NOLOCK)
where DateSet=@day

and service in(

select top 2000 rtrim(m.Service) as Service from
[RDSP].[dbo].[SERVICE_Mission] as m WITH

(NOLOCK) , [RDSP] . [dbo] . [SERVICE Service] as s WITH (NOLOCK)
where m.DateSet=@day and (m.Service=s.Number and
m.ServiceDateSet=s.DateSet)

and s.Remark like '$%' and m.Mission = 'HFIEVA " group by m.Service

) group by StationFrom, StationTo order by StationFrom, StationTo) as list,
[RDSP].[dbo].[RAIListation] as r WITH

(NOLOCK) , [RDSP] . [dbo] . [RAIL Station] as r2 WITH (NOLOCK)

where list.[StationFrom]=r.CodeTicket and

list.[StationTo]l=r2.CodeTicket
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2420 FRaEwT By FH
ID Station Direction LocalPoint
null null Null null
%423 F g sbien
ID Link IsHome MainSignal SignalAspect Description
0 1164 0 2RA GY,R 3-SW
1 1164 0 2RA YFE,R 3-SE
10 1164 0 3LA YER 3-NE
11 1164 0 3LB GY,R 4-NW
12 1164 0 3LB GY,R 4-NE
13 1164 -1 4L YFE,R SE-3
14 1164 -1 4L GY,R SE-2
15 1164 -1 3R GY,R NW-3
16 1164 -1 3R YER Nw-4
17 1164 0 1L GY,R 2-NE
18 1164 0 3LA GY,R 3-NW
19 1164 -1 IR GY,R NE-2
2 1164 0 4R GY,R 2-SE
20 1164 -1 IR YFE,R NE-3
21 1164 -1 IR YE,R NE-4
3 1164 0 4R YER 2-SW
4 1164 -1 2L YE,R SW-2
5 1164 -1 2L YE,R SW-4
6 1164 -1 4L YFE,R SE-4
7 1164 -1 2L GY,R SW-3
8 1164 -1 2RB GY,R 4-SE
9 1164 0 2RB GY,R 4-SW
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%424 F % ebier2 g LY

ID Route TrackCircuit Order
0 0 12AT 1
1 0 2T 2

10 4 12AT 1

11 4 14AT 2

12 4 IRT 3

13 5 12AT 1

14 5 2LBT 2

15 6 14AT 1

16 6 12AT 2

17 6 2LBT 3

18 7 12AT 1

19 7 2LAT 2
2 1 12AT 1

20 8 12AT 1

21 8 14AT 2

22 8 (4L)T 3

23 9 12AT 1

24 9 2L)T 2

25 10 13T 1

26 10 11AT 2

27 10 (1IR)T 3

28 11 13T 1

29 11 (BR)T 2
3 1 14AT 2

30 12 13T 1

31 12 11AT 2

32 12 (1R)T 3

33 13 14AT 1

34 13 12AT 2

35 13 2LAT 3

36 14 14AT 1

37 14 1IRT 2

38 15 13T 1

39 15 2LAT 2
4 1 4L)T 3

40 16 13T 1

41 16 2LBT 2

42 17 11AT 1

43 17 (1IR)T 2

44 18 13T 1

45 18 (BR)T 2

46 19 11AT 1

47 19 IRT 2
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%424 FF bk pug TP E (F)

ID Route TrackCircuit Order
48 20 11AT 1
49 20 13T 2
5 2 14AT 1
50 20 2LAT 3
51 21 11AT 1
52 21 13T 2
53 21 2LBT 3
6 2 4T 2
7 3 14AT 1
8 3 12AT 2
9 3 2L)T 3

20425 F skl bl

1D TrackCircuit
0 11AT
1 11AT
10 2LBT
11 14AT
12 12AT
13 14AT
14 12AT
15 12AT
16 12AT
17 12AT
18 14AT
19 14AT
2 IRAT
20 14AT
21 12AT
22 14AT
23 1IRAT
24 IRAT
25 11AT
26 14AT
27 13T
28 12AT
29 14AT
3 2LAT
30 12AT
31 2LBT
32 13T
33 1IRAT
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30425 TR TR E (F)

ID TrackCircuit

34 13T

35 2LAT

36 11AT

37 2LAT

38 11AT

39 13T

4 2LBT

40 13T

5 2LAT

6 11AT

7 2LAT

8 1RAT

9 13T

%0426 F ¥ s TR LA

1D Segment LocalPoint
0 0 36
1 0 19
10 5 30
11 5 29
12 6 18
13 6 36
14 7 30
15 7 14
16 8 13
17 8 28
18 9 40
19 9 15
2 1 19
20 10 31
21 10 15
22 11 8
23 11 10
24 12 1
25 12 5
26 13 8
27 13 0
28 14 2
29 14 1
3 1 11
30 15 9
31 15 38
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%426 F g TRACFE (F)

1D Segment LocalPoint
32 16 9
33 16 2
34 17 2
35 17 7
36 18 7
37 18 8
38 19 32
39 19 10
4 2 11
40 20 10
41 20 34
42 21 34
43 21 9
44 22 25
45 22 27
46 23 37
47 23 23
48 24 3
49 24 37
5 2 13
50 25 22
51 25 20
52 26 27
53 26 0
54 27 21
55 27 16
56 28 4
57 28 1
58 29 0
59 29 3
6 3 29
60 30 5
61 30 6
62 31 6
63 31 33
64 32 12
65 32 40
66 33 23
67 33 28
68 34 14
69 34 12
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%426 F g TRACFE (F)

1D Segment LocalPoint
7 3 24
70 35 35
71 35 4
72 36 22
73 36 17
74 37 24
75 37 35
76 38 19
77 38 22
78 39 16
79 39 12
8 4 33
80 40 17
81 40 16
9 4 31
3427 F Rt
ID SignalName Link Type LocalPoint Object Direction
0 040283-4RA 1164 1 3 -1
1 040283-2RA 1164 1 -1
10 040283-3R 1164 0 21 -1
11 040283-1LB 1164 1 18 0
2 040283-2L 1164 0 38 0
3 040283-2RB 1164 1 6 -1
4 040283-4L 1164 0 32 0
5 040283-1LA 1164 1 11 0
6 040283-3LA 1164 1 14 0
7 040283-3LB 1164 1 15 0
8 040283-4RB 1164 1 25 -1
9 040283-1R 1164 0 20 -1
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%428 TRyl

Circuit Platform Can Effective | Current | Current
Link | Platform Track | Type Object
Name Side Stop Length In Out
11AT | 1164 0 0 0 0 20 11
12AT | 1164 0 0 0 0 38 26
13T 1164 0 0 0 0 21 39
14AT | 1164 0 0 0 0 32 0
IRAT | 1164 3 0 -1 0 11
2LAT | 1164 2 0 -1 0 14 4
2LBT | 1164 0 0 0 0 15 6
3 04-20 F F s UE T R M
ID TrackCircuit InsulatedJoint Link
0 2L)T 0 1164
1 12AT 0 1164
10 12AT 5 1164
11 2LAT 5 1164
12 14AT 6 1164
13 12AT 6 1164
14 12AT 7 1164
15 2LBT 7 1164
16 11AT 8 1164
17 8 1164
18 IRT 9 1164
19 11AT 9 1164
2 14AT 1 1164
20 2LAT 10 1164
21 13T 10 1164
22 2LBT 11 1164
23 13T 11 1164
24 11AT 12 1164
25 (1IR)T 12 1164
26 13T 13 1164
27 (BR)T 13 1164
28 11AT 14 1164
29 13T 14 1164
3 12AT 1 1164
4 4T 2 1164
5 14AT 2 1164
6 14AT 3 1164
7 3 1164
8 14AT 4 1164
9 IRT 4 1164
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30430 F Rk AFE

Turnout Local Track StraightTrack | Narrow | Speed
ID Station Type | Number Object

Name Point Circuit Circuit End Limit
0 14A 040283 8 0 12 14AT 40)T IRAT 45
1 12B 040283 10 0 12 14AT 1RAT 4T 45
2 12A 040283 9 0 12 12AT 2LAT DT 45
3 13 040283 12 0 12 13T 2LAT BR)T 45
4 040283 0 0 12 14AT IRAT “4n)T 45
5 16 040283 1 0 12 12AT 2LAT 2D)T 45
6 14B 040283 2 0 12 12AT DT 2LAT 45
7 11A 040283 | 22 0 12 11AT IRAT (IR)T 45
8 11B 040283 16 0 12 13T (BR)T 2LAT 45
9 040283 19 0 12 11AT IRAT (1IR)T 45

%431 Ryt

ID Link X Y Track MileageA MileageB

0 1164 726.6277 368.9617 -1 0

1 1164 745.7056 405.9061 1 0

10 1164 802.781 370.1025 -1 0

11 1164 355.6696 367.7504 -1 0

12 1164 301.983 403.9877 1 0

13 1164 375.1234 367.7218 -1 0

14 1164 364.5357 404.4745 1 0

15 1164 364.5357 440.2537 2 0

16 1164 273.2624 403.9877 1 0

17 1164 255.1324 386.8283 0 0

18 1164 381.7123 332.0173 -2 0

19 1164 338.7115 367.7504 -1 0

2 1164 755.5506 405.5698 1 0

20 1164 219.0964 368.3561 -1 0

21 1164 218.1879 403.4835 1 0

22 1164 237.5686 367.7504 -1 0

23 1164 629.35 368.9388 -1 0

24 1164 638.7207 404.7179 1 0

25 1164 681.8625 332.9669 -2 0

26 1164 737.2959 414.5754 0 0

27 1164 690.9899 332.8655 0 0

28 1164 425.3846 367.9652 -1 0

29 1164 435.312 404.392 1 0

4-45




# 431 Ryt edd ()

D Link X Y Track MileageA MileageB
3 1164 700.2821 368.6589 -1 0
30 1164 383.2265 404.0892 1 0
31 1164 383.7639 440.4971 2 0
32 1164 855.1692 369.8338 -1 0
33 1164 671.8168 441.0336 2 0
34 1164 818.9754 387.5281 0 0
35 1164 673.9365 404.9977 1 0
36 1164 373.663 332.0644 0 0
37 1164 679.993 368.9617 -1 0
38 1164 854.419 406.5117 1 0
39 1164 310.3802 412.5066 0 0
4 1164 691.1974 405.3005 1 0
40 1164 337.3971 440.2537 0 0
5 1164 710.0356 441.349 0 0
6 1164 690.8946 441.0336 2 0
7 1164 773.8681 388.0396 0 0
8 1164 789.9177 369.8702 -1 0
9 1164 836.6216 406.1884 1 0

4-46




51 s g

GREA IR AR ERA Y BRI R R PR AT
GORLILPBEY PREC S KA MBI EF CAY AR B T A PR L A% 3
PEEL 0 A AT
1 A U p g3 R g

E@%%?%ﬁﬁ%imgﬁ%?Wﬁ’E%ﬁ%iﬁﬁwiw%ﬁﬁﬁ%ﬁ

o AL R RO S R ST AR R R
BABRR A AR FAEE A T 0 ¢ GRREBOTRRE § 0 ITh

8L %4 ~CTC/ATP (78 R4~ MASHIE > 7 NEH P EFT RO BB LA
FTHRE AT oE2p @ﬂéﬁ%ﬁ#ﬁﬁﬁﬁd:mmqrﬂpikzﬁ Fop ARk e
"~ F]RDSP AT k5L ¥ TR AEELE L PR Y EE2B LR M FEDITT Ko
RABBTFEEY R RESAME A Y > A 3 57 c SRF T 2 A EH
WhH B X B RACC A ES N FRFTHAZIIRDSP L L8 ST BT
dopt - KT OUEATE AT FR Y O ATHRF R A %ﬁfiﬁ‘aﬁ i ¥ s B R

JehipM Y LR

P
Jodes
&
Rk
>4
ois)
=
:{
e
3
=R
dy
)
K}
=1
gl
NS
=
-
-!-1,\,
!
&
R
(ﬂ}
T
ﬁ:
N

BT AR R RRE - TR AR H R Q7R
ATp b R R TR M- 2R SR TR BRI 8 SE PR < RDSP JTip §
ALenF LK > ¥ - 3 5 ¥ 2k & RDSP m&@P od AR A P FAF AL AR IFL S
BLEWET R AR AR A 5 d AP A RDSP T S G ks
PEFTE mRAAEIATREA M TERAT LR A PGP A Y ETE o

& RDSP 46 G » = 2 6 R4 f a8 P § o Tt cnFRERHE » 50 3

Bt BB I ol TR LA hT R BBRTH AR S R
BB a2l PRELF O 2 F ek k RDSP T 53 5 d 4k K& fﬁ—?ﬁii
SF R G $eh s fEP B o RDSP %R (oW 4.1) 2 Hwp

[}
ﬂ\_y}
5!
s
—l
pitd
7y
e

5-1



% RDSP T ( fui7 0 o 4 45 FRUF S 5 00 PfF £ LenFRT 50 4 B (78 R 4 Rk
L
jd

@ROF Fo £ ¥ U DMZ % (FR4EF ) 20 VR EHD 0 & RRT 2P

Client Site . Cloud site

Data GIS
Exchange Eneine
System g

system

e,

:mﬁrrmﬂ"

9 DMZ G RaiwayDecisionSuppont
i N\ ( N Nilm :
: .. |iim H -— -
GIS Web Application |:i= App i
i - ; H :
Clients Clients Clients  :i: Server oo Po—m—
J : = Data Data
; o g
T . Web Tl
) i Server Historical [~= == Support
Internet Clients ; Data

~

Mobile Internet
Clients Clients ERE: 347 A B HEHE

%4 % 4 Other DSSs

(

...........................................................................

FS1 EHPE: TBEARARTET S, 2%

3. B T A B IIRT L
FARIE 2 PERE A AR L8R A IS OTRE KR TE BT
oA 4k e RDSP 44T S Afdk - @ § RDSP  steivih i
PEEpAHERY L) A IARFIEEFRADTHE S REME R FIE T LG T
EE R AN - REEREER S o R AR AR A AR A RS R
#4f® RDSP T o o AR 300G e kSt IR e & M-k SR ) RT <D

\(“b

[}

,\‘

=y

,An

NN
¢

P

\'ﬁ.
45

RDSP F#L L 5 » #7112 3 RDSP & 5 (S8 ({FIvE > popFrig ¥ 02 i * 5 k5
e AR MR FIE 2 B AR Rk BT R RS R g

D
e

/

F’T?/i/ﬁ/ °



52 s 33,
52.1RDSP X = R k| kB
BAEFE Y W RDSP FALT & o d MR TR KA AT - Y E
BB TR AR AEAM TR E BT PR RS B TRE 6 o

F
F 07 & 1 RDSP £ § A4 A& 2 & dlisedn b ™ ke F AR 0 4 0 4 3R RDSP T

BE A kRG340 - FERNTRET Shw e A RET 1 F M T

Bl AP R R AIRDSP FHET 5 AL A RS T LRSS BN
TR E TR S 2 E - FRT S ERG AL S ks AL EES A

PR TR IR % o

Bl et 0L P PP BB HLRDSP L Ly LR L R T R
3 5
CR IR - &1

T2 hr REALAEATREFLA LS54T 2 - BEE DTS

RETR A RS k3 B L TR A TR o o~ F A 35k

@ %=
::

FA A E TR B2 R T RER R f AN

s

Tl o TR R EE - BEEET R ER KR ZHP HEIE P P e
1. &I T AR A ATHRE \%}‘L@%;‘i@’]ﬁ’."li#;%ii—%f;i#}%,f A
e R EE TSR AR AFTRE ) A4 AR nEET ENE

R #ﬁ’”%ﬁﬁﬁﬁﬁ‘ﬂ%%§~? CRFR SR P A o FRY

2. B GABBPFHRIT Senfic o TR EARTHET SHAR SR PIRE NP2
g BB AR MR f S BB s - A B BT ST AT E

217 L2

FE 28 Bk bR S Py e

~m

3. RAXY PHRESTHEER R UTFRIAFE A A E N a2 B
B AR S o T TR R T 0k o

4, WHFF T HANASFHAL pE IS A URERTA® N 2 T AR

5. A RABAMA AT S D HEE TR EY ¢k h

FEEA-ZFHRELOEFTABETN TN ORER T EANRE TR

5-3



e REAAR AR fAR{RET LFEPE- R TR RFS PR

o

BYPHEL A phpl i PELME RPEM TR 5 8 L TR i

hN
TR A ER I BRI RIENPTRANROFEFTH, T2z g e
PEAFER Y p R A P EAM AR ERAL Y A BR T AR SRR

oM A R A B PFIEAE - 3 E AR 54 RDSP T AT

o HFER A B 5.2 47 0 HE AP HRIE B ORP T o

1.

Vel

TALE o RAIE 4 TR AAREAATHE ) A 5LS
R ki

-\R.

/
it
s

P
REREEL P P FEYE TR L B L BT RT AR o
Z XA B R RT DM N EE R TR 2 FE 2 A
BEE fth- BREL LR AT NGRS R ERG L ARE AP
L o REBARAERY fA{Rd Y (3R E- R TEAF SO ET
3o
1 T AR A AT | PR A e 2 L R R

Fok L bldhe e ELA R AR e BRI R LR S R

5-4



AryE ) BE
Uyl | [
k‘w&
A BERF | |, B _|
3 I
Tk #g | [ fTER_
%18 Eor
L _E‘rm —_
%R Fu || 82 |
%3 il
AR A5 3t #1286 P EEARE
|

522RDSP T = P @A FEFAHE

8 RDSP T Lacsg gl & 2 248 A &H - AR EFTHT L op e
Ao EP LY RABE RS T f N AR BAIRR 2 L R ST
F oA HAERDSP L L b h b PRI F RG] ¢ 7 RDSPE o ¥ & s

A EREE B AT R AMTIRE > 4ok 5-1 971 o #p 2 12 RDSP
TSR R SR RE B B AR PRI A SRE LKL R AR g

o A EMAT - RELBMT A AT SiE 2 gl A o

5-5



% 5-1RDSP T 5 o § -3

FARABREE T
RDSP <

RBFRIBBAFLIE LB
g

ARG EE

Farri F B s TR GUAL RY k SipaE
CTC 7 & % & DRl ki kg B
ATP {73 ' 4 B ook S G B B 3 FRAEE LR
DWH & £ ' & AL Tt A25 PR E

FH e bA 4T #F PIRE

L O EE Al
Méﬂ‘?# FLA PR G TP IR

,zL.

T 7 8 5L
HWITHEFT % 5L

Bgma R L AR
PR 1 (Fripte
TR A LRARA G

B> PR E
AR A K ARRE
KR AR
-

- REPMKA

o ® 250 IR B
% PR E

T pr R E

5-6




6.1 {7 FRE

T DR FARTE- HFE HrE o AT RN P LT E 27 K

FTHRERES P F2HRE - RBLEAH TR ¥
TFEFR L P R Y P A R VBT AR 4B
A S F A TREE T AL D BBk s T AT S R BE Rk 5 )0 % ¥ @ 7 RDSP
ToENBFHROES > RRLBHRG LB TR AOT R EBFREL - BR
thb P S e TR RARS AOF B R DR AT 1 2 B AR
A EL S N R ERTE BRI H wIFLF S RE
BB A RAR G IARTD - RRAL o At E i B 4 4B
Blagad R ARy fRipE 220 2 THERTHRARLET 2(RDSP) | £#7)
AFERAERIFHR 40T

1. Firap 2 %8 A i s prdcd

“H 100 £ R TR ‘xﬁﬁﬁﬁ?%ﬁ%ﬁiszﬁpzﬁ%’@ﬁpﬁ,
i SR P EFBE Y CF R FRER
FORFR SR E R R THA ORDSP FRET SR LR T E FHASHE
YA v B R ke E(DWH)» 78 £ 8+(CTC &ATP)E § B F 4 > 112 5 — B2 ¥ hE

FP s R S E - RS TR PBRAR AT 5 P L B

t\"

i ﬁﬁ—”/’?\“}'}ﬁ_l?xi SR R AN o

2. KR TRDSP ¥ o Ap R e & 5 5%
iiwﬁﬁﬂ’%ﬁfﬁﬁﬁﬁibiﬂ,igyﬁ% TABEL TR B BARAE

B TR RS R EER A AN A ETHAG S RDSPT SfrEL R oo b

Z17ETRDSPT 2 A KT gt e

F_k

AP EIREFTH '[?"r%’]é‘_m ;
AN AR A AR BE AR kR P T g?,a GIT 3 % hkE
CTC 72 M > e L2 3wl e il s il iRz 4397% .

5-7



3. ABERK 6 BLB TR~

fie & 11 Data View 3 PEA K360 T 37583k 5 A HRBEM) & so 0 A3 4 02 Java 7 187
BLOR A SLARRS 0 FOMILG A A TR L A R F I IFE g > 5% RDSP T 5 o
AW EY B 12 30 B kA BT R T R B A T A
5 E-HAL B~ T RDSP & & Aoz @B F ~ BIF &2 % 5% > K30~
138 2 =h27 04 b FR - it TR A RaRos g e L L8 ks do g v
FEORGFAAGTEL o

4. FRRFTHERR P §

Eaea Pl TN e S ﬁ%%lﬁwﬁﬁf%ﬁa’ﬁﬁﬂﬁﬁﬁ~#ﬁ\
PEAe 20 23 o TBE TP Sk k50, AT 05 RARBEW k5t P42
%iméiﬁ??ﬁ’ikﬁﬁ%ﬁ%ii,ﬁéﬁﬁﬁéi@ﬂ%é’ﬁiiﬁﬁﬁ

RAEBRHETRERY o AEFE 11 0 29 p T ENE ML 4052 R FIELM

ﬁ%iﬁ%?%??ﬁ’@ﬁgﬁiﬁmm%Pi;i$?¢B¢~wzﬁﬁﬁéwi
8 LRSS l~%7*ﬁﬁﬁ’jf%m2@3ﬂ&§ﬁ%ﬁ%aawﬁiﬁﬁ—
%th%»w5%%~Wﬁof%éﬁ?ww% PIRFA TR TR LR AP M

Bac d %7 ﬁ*RDSPp‘}'leP\g’x%féﬁg‘#a.f%{ﬁ“'ﬁﬂf

5. FyTRL S RAR M e @

AVEGR AR TARHTRELR RO ARE (RS e
MiE 2) e et SHIBRETHECESE LIS L HESBRAILA BT SFTHEESE
(Fip 2 3) MR 175 P 2 RIS P (i 4) BB TR Bk v S0 (o
BS)s BATN A R EELE R 2 p (i 6) THERR FRT VREM (F
% 9)o

6. F i

¥# 5 %~ 1 TRDSP: A Railway Decision Support Platform for Integrating and
Bridging Existed Legacy Systems ;> ¥ 4% >t Joint Rail Conference (JRC 2013)F 3¢ ¢ » 37
2013 E4 P FEARHT o

5-8



6.2 %3

-%;\7

FHHE AT - RN AR PR LA S R R kg R
PEo BRI LEEHR R BER AL BT BEL ) AL - BEETEBRT
ML 52 e 2 d SEBRRSTHENG > PRADFER 2D THBET
?Fiﬁﬁé’f%%-ﬁifbe & rﬁé’v FE A e o Vm%])‘ Am e ™ R TREE S )
ST O G EE R SRR 2.3 U El SRR s e R &

“%

<R
o B

BoBd TR h s AL G R AT R S et AP F RS

e

DTS MG EH L A BT AT B L~ B L MR T LT
Bt s ips A EFAHEERERE

g ¥ RDSP FHE o ko hyrde i RIEE & 7 ARG T b ind

WH & £ %45 CTC/ ATP {72 45~ 514 ~ (AA 2 HAL % FTALR » % % & RDSP

S F ARG AERRT L AE BRI RDSP X S e

'
A RDSP T 5 en MaBEE TAL A o ffidie k5 ) RAAB 3 0 - 30 7 I AR OT

RRE L EH 2 P FELIBHTEF IFA LRETHRFTE-P- 7 7 X2 F 0 F
A enpe g iR R Y /T Flagc g i g > ‘}f_ =% e *\“1@.‘% T - RM
FIHEE  E R o hmsd F AR M- - IR A K RDSP T 2 £ & 1 5 4~
BeiZ L et i e A S LT s B3 RITPFEon SRR T EHFR

FEEELEMB TN AATREE S B BB FET T RDSP T 55 ¢ 3§ ik # &

RDSP & [ b 4f BAT- R ib KA 2" o Sudop S 8E kb s L | 27 28 fmpar
HEZREYAORFINI DT H - TR L5 0 R BB AT R SR

4

PR FALT LA R T L P nFE A R LAY R MG E R S T LR

5-9



6.3 =

m

FMAH G- BFEER AR TREESRT B R FATL R ik
THR-FEOPRoAEE - BEGEEF BEAR AL DS BBRE TR,
oo 5 ARG HA RPRATL R Pl (T AR A O RDSP BT 2 AR

LR E I TR A % - o 5 T @ RDSP T T Sav sy R A S

Papbe § I ki siend R AT > AP ER DT A3 BEER > (T LA KRN EY .

o
s
e
g
wn

PTozddhFEEaidd

2 @4 mm%Pl‘gﬂ?ﬁ’gﬁﬁﬂﬁbiﬁ S TR
PR LA S - £ R o

‘éi?ﬂﬁ§~ﬁm TR B TR B

® RDSP T L% {4 iz = eh i iz 8 & % RDSP glﬂ?#_y_}il S A g

S SR A TR T e

3. BB KL PR § iR
© RIS B 8 T S R
[ ]

Fr RS e 2 L L S

gj.

5-10



340

[1] FERE Lo rﬁmz@%l GRFTAERAEN*FIR2ZFAY 0 2005 & o

[2] Zoeteman, A., “Asset Maintenance Management: State of the Art in the European
Railways”, International Journal of Critical Infrastructures, 2006. 2(2): p. 171-186.

[3] Carter, C.L. and Hamilton H.J., “Efficient Attribute-oriented Generalization for
Knowledge Discovery From Large Databases”, Knowledge and Data Engineering, IEEE
Transactions on, 1998. 10(2): p. 193-208.

[4] Inmon, W., “What is A Data Warehouse?”, 2000.

[5] 227 T FHAEI-ERP LB b 12 > p MEF G5 2000 & o

[6] % &% 4 T TS 2005 75%1‘%5: LG e @ 0 2005 £ o

[7] Sprague, R.H. and Carlson E.D., “Bulldlng Effective Decision Support Systems”,
Prentice-Hall Englewood Cliffs, NJ, 1982.

[8] Turban, E., “Decision Support and Expert Systems: Management Support Systems”,
Prentice Hall PTR, 1990.

[9] M- & E A TR A RR G A AFTHREZE 277 > L INE %I/FH”“ 15 2012
£ o

[10] Inmon, W., “Building the Data Warehouse”, Wellesley, MA, 1990.

[11] Gorry, GA. and Morton M.S., “A Framework for Management Information Systems”,
Sloan Management Review, 1971. 13: p. 56-70.

[12] Burstein, F. and Holsapple C., “DSS Architecture and Types Handbook on Decision
Support Systems”, 2008: p. 163-1809.

[13] Pick, A., “Benefits of Decision Support Systems”, 2008: Burstein.

[14] Power, D.J., “Decision Support Systems: Concepts and Resources for Managers”, 2002,
Westport, Connecticut: Quorum.

[15] Waller, S.T., et al., “Archiving, Sharing, and Quantifying Reliability of Traffic Data”,
Transportation Research Record, 2000. 1719: p. 77-84.

[16] Andersson, M., “Marginal Cost Pricing of Railway Infrastructure Operation”,
Maintenance, and Renewal in Sweden. Transportation Research Record, 2006. 1943: p.
1-11.

[17] Skarlatos, D., Karakasis K., and Trochidis A., “Railway Wheel Fault Diagnosis Using a
Fuzzy-Logic Method”, Applied Acoustics, 2004. 65: p. 951-966.

[18] Hugenschmidt, J., “Railway Track Inspection Using GPR”, Journal of Applied
Geophysics, 2000. 43: p. 147-155.

[19] Perfilievaa, L., et al., “Interpolation of Fuzzy Data- Analytical Approach and Overview”,
Fuzzy Sets and Systems, 2010.

[20] Chen, J., Roberts C., and Weston P., “Fault Detection And Diagnosis for Railway Track
Circuits Using Neuro-Fuzzy Systems”, Control Engineering Practice, 2008.
16(585-596).

[21] Payne, H., Helfenbein E., and Knobel H., “Development and testing of incident
detection algorithms, Volume 2: Research Methodology and Detailed Results”,
Technical Report FHWA-RD-76-201976.

[22] Chen, L. and May A.D., “Traffic Detector Errors and Diagnostics”, Transportation
Research Record, 1987. 1132: p. 82-93.

[23] Chen, C., et al., “Detecting Errors and Imputing Missing Data for Single-loop
Surveillance Systems”, Transportation Research Record, 2003. 1855: p. 160-167.

[24] Nihan, N.L., “Detector Data Validity”, Technical Report WA-RD 208.11990,
Washington State Transportation Center, U.S.A.

R-1



[25] Nihan, N.L., Zhang X., and Wang Y., “Evaluation of Dual-loop Error Using Video
Ground Truth Data”, 2002.

[26] Al-Deek, H.M. and Chandra C.V.S.R., “New Algorithms for Filtering and Imputation of
Real-time and Archived Dual-loop Detector Data in [-4 Data Warehouse”,
Transportation Research Record, 2004. 1867: p. 116-126.

[27] Coifman, B., “Using Dual Loop Speed Traps to Identify Detector Errors”,
Transportation Research Record, 1999. 1683: p. 47-58.

[28] Vanajakshi, L. and Rilett L.R., “Loop Detector Data Diagnostics Based on
Conservation-of-vehicles Principle”, Transportation Research Record, 2004. 1870: p.
162-169.

[29] Wall, Z. and Dailey D.J., “An Algorithm for the Detection and Correction of Errors in
Archived Traftic Data”, Transportation Research Board 2003. 185S: p. 77-84.

[30] Ona, J.d., Gémez P., and Mérida-Casermeiro E., “Bilevel Fuzzy Optimization to
Pre-process Traffic Data to Satisfy the Law of Flow Conservation”, Transportation
Research Part C, 2011. 19: p. 29-39.

R-2



4 FO B R
1 Pk






rﬁ&

P ks

P # B LR SR A rERHE L=
2/11 3% A4 Bl AL | . fi%ﬁiﬁﬁ—été‘t%%ﬁ‘] xﬂg L | TETH
EX] AP RRE T
2. FHLUABRALBREHE L L
RigE AF K RH K
3. mlgﬂﬁ*;{,uévp;ﬁggtﬁﬁ,e»p&,.aﬁ
}i 175 2 (—‘i o
2/16 3% FMhEENRE T e | 1. BE2012& A0 i CTC B4 FH o
£ ,
u ¥ 2. rﬁ"ry:}‘*%: S tﬁ—;"i—'—J 3 H*e
F=E PR AP L nrihmé*o
f3% kSt gt Ehl (PR L A& A
o pEERGRIEREG FER -
2/22 3 3% 1. E4 A AMRS | 1. B3 ATP k3t
G
2. R Tpm s akd ik 5
2. AMAHBTHAL R A
£ @
3/5 3% 1. A4 A AdRs | 1. B2 ATP 4o
CEIR) .
3 d g el 2. Brjat R PP 4B (viEAT -
2. 2 AhERE e D s prZe o A ook g s
%7 2 L SN g %
ﬁ—‘ix& fsﬁf\‘?JiJai 3. Bfﬁ: DWH %T“%r?‘i é’vﬁﬁvq/
4 ..vb.‘ﬁ~‘1\°
3/12 3% 1. £ 4B A idim A | 1. Bif3 ATP 4 %o
!
o= 2. A R AD PR T KR o
2. AR ER ARG R
£ o
3. AR ER I B
e f e K
317 33% FHASFEARNTEE | AP FE TR %P R AP ES %
L5 PR A S
4/9 3% L A4 aAdrs |1 52 ERF B2z
. fEx A S d 214 sl o s ki
FRE 2. B RS54 PE SN2 EfE
2. WIS -
L F %fﬁlkj =T 3. TP iadaikdi ) Hug
-~ U F ﬁ?ﬁo
3. Fpo P 1ARfF
4/13 %2 3% T A B E AT K T %ﬂDWH%%&&P?#ﬁo
S SRS

it 1-1




4/17

ot
o
N

TRt 718 2 B 235435 -

4/25

dok
A4
R s

.
pucd

% P~ DWH & L& S &5 4L o

5/2

do
HE
EN

5/23

o
o
S

5/30

do
EN

PRt
—2.1»

ot

?‘WQ.

et

.
pus

ROE AT 101 E TABREL AR E
THRBEEE 2 &2 TR R
“@iﬁkﬁﬁﬁﬁﬁﬁ%~Fi
I X ToR Ll )

[

6/11

o

NISTNY
A4

=

?‘WQ.

et

.
pu e

8/3

CN

dob
R
=

?ﬁ;.

gt

-
>

BELE R E S vt

8/14

do
EN

R
-

J4

Aok

;ﬂ‘.

et

—
s

BBEIRGE vtk

8/22

o

WP AR PR AR R AT
¥ 1 ¢ Email 1 1% ¢ ks %L ap ~

S
LU ol

8/23

ok

AT 8 gp

. MAFE kA - HPEFRIRIRT
FoABREATRHTET o

2 —ﬁ Fﬁ?ﬂé_%/;,J“ﬂ‘b‘*#?Fi?g,:‘ oL A
BEFATEFEFATE L L ¢

o o
WEe T e

8/31

Aok

MAFE i~ FR gyt

9/3

o

dob
PRt

=

?‘WQ.

et

.
pee

M RAIRETE S

it 1-2




ik 2 AR & SR P&






Nessus Report

Report
12/0c¢t/2012:12:13:04 GMT

HomeFeed: Commercial use of the report is prohibited

Any time Nessus is used in a commercial environment you MUST maintain an active
subscription to the ProfessionalFeed in order to be compliant with our license agreement:
http://www.nessus.org/products/nessus-professionalfeed

i 2-1



Vulnerabilities By Host

22



192.168.1.50
Scan Information

Start time: Fri Oct 12 12:13:04 2012

End time: Fri Oct 12 12:18:19 2012

Host Information

DNS Name: SQL-DEV

IP: 192.168.1.50

MAC Address: 00:0c:29:cb:cd:f0

OS: Microsoft Windows Server 2003, Microsoft Windows Vista, Microsoft Windows Server 2008,

Microsoft Windows 7, Microsoft Windows Server 2008 R2

Results Summary
Critical High Medium Low Info Total

0 0 0 0 37 37

Results Details

O/icmp
10114 - ICMP Timestamp Request Remote Date Disclosure

Synopsis
It is possible to determine the exact time set on the remote host.
Description

The remote host answers to an ICMP timestamp request. This allows an attacker to know the date that is set on
the targeted machine, which may assist an unauthenticated, remote attacker in defeating time-based authentication
protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 / 2008 R2 are deliberately incorrect, but
usually within 1000 seconds of the actual system time.

Solution
Filter out the ICMP timestamp requests (13), and the outgoing ICMP timestamp replies (14).
Risk Factor

None

References
CVE CVE-1999-0524
XREF OSVDB:94
XREF CWE:200

Plugin Information:
Publication date: 1999/08/01, Modification date: 2012/06/18

Ports
icmp/0

The ICMP timestamps seem to be in little endian format (not in network format)
The difference between the local and remote clocks is -256 seconds.

O/tcp
25220 - TCP/IP Timestamps Supported

Synopsis
The remote service implements TCP timestamps.

Description
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The remote host implements TCP timestamps, as defined by RFC1323. A side effect of this feature is that the uptime
of the remote host can sometimes be computed.

See Also
http://www.ietf.org/rfc/rfc1323.txt
Solution
n/a
Risk Factor

None

Plugin Information:
Publication date: 2007/05/16, Modification date: 2011/03/20

Ports
tcp/0
12053 - Host Fully Qualified Domain Name (FQDN) Resolution

Synopsis

It was possible to resolve the name of the remote host.
Description

Nessus was able to resolve the FQDN of the remote host.
Solution

n/a
Risk Factor

None
Plugin Information:

Publication date: 2004/02/11, Modification date: 2012/09/28

Ports
tcp/0

192.168.1.50 resolves as SQL-DEV.

20094 - VMware Virtual Machine Detection

Synopsis
The remote host seems to be a VMware virtual machine.
Description

According to the MAC address of its network adapter, the remote host is a VMware virtual machine.
Since it is physically accessible through the network, ensure that its configuration matches your organization's security

policy.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2005/10/27, Modification date: 2011/03/27

Ports
tcp/0

35716 - Ethernet Card Manufacturer Detection

Synopsis
The manufacturer can be deduced from the Ethernet OUI.

Description
Each ethernet MAC address starts with a 24-bit 'Organizationally Unique Identifier'.
These OUI are registered by IEEE.
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See Also
http://standards.ieee.org/faqs/OUl.html

http://standards.ieee.org/regauth/oui/index.shtml
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2009/02/19, Modification date: 2011/03/27

Ports
tcp/0

The following card manufacturers were identified :

00:0c:29:cb:cd:f0 : VMware, Inc.

11936 - OS Identification

Synopsis
It is possible to guess the remote operating system.
Description

Using a combination of remote probes, (TCP/IP, SMB, HTTP, NTP, SNMP, etc...) it is possible to guess the name of
the remote operating system in use, and sometimes its version.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2003/12/09, Modification date: 2012/04/06

Ports
tcp/0

Remote operating system : Microsoft Windows Server 2003
Microsoft Windows Vista

Microsoft Windows Server 2008

Microsoft Windows 7

Microsoft Windows Server 2008 R2

Confidence Level : 70

Method : HTTP

The remote host is running one of these operating systems :
Microsoft Windows Server 2003

Microsoft Windows Vista

Microsoft Windows Server 2008

Microsoft Windows 7

Microsoft Windows Server 2008 R2

54615 - Device Type

Synopsis
It is possible to guess the remote device type.
Description

Based on the remote operating system, it is possible to determine what the remote system type is (eg: a printer,
router, general-purpose computer, etc).

Solution

n/a
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Risk Factor
None
Plugin Information:
Publication date: 2011/05/23, Modification date: 2011/05/23

Ports
tcp/0

Remote device type : general-purpose
Confidence level : 70

45590 - Common Platform Enumeration (CPE)

Synopsis
It is possible to enumerate CPE names that matched on the remote system.
Description

By using information obtained from a Nessus scan, this plugin reports CPE (Common Platform Enumeration) matches
for various hardware and software products found on a host.

Note that if an official CPE is not available for the product, this plugin computes the best possible CPE based on the
information available from the scan.

See Also
http://cpe.mitre.org/
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2010/04/21, Modification date: 2012/09/30

Ports
tcp/0

The remote operating system matched the following CPE's :

cpe:/o:microsoft:windows 2003 server

cpe:/o:microsoft:windows vista

cpe:/o:microsoft:windows server 2008

cpe:/o:microsoft:windows 7

cpe:/o:microsoft:windows server 2008:r2 -> Microsoft Windows Server 2008 R2

56209 - PCI DSS Compliance : Remote Access Software Has Been Detected

Synopsis
A remote access software has been detected.
Description

Due to increased risk to the cardholder data environment when remote access software is present, please 1) justify
the business need for this software to the ASV and 2) confirm it is either implemented securely per Appendix C in the
ASV Program Guide, or disabled / removed. Please consult your ASV if you have questions about this Special Note.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2011/09/15, Modification date: 2012/08/28

Ports
tcp/0

An SMB server is running on the remote host.
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60020 - PCI DSS Compliance : Handling False Positives

Synopsis
Notes the proper handling of false positives in PCI DSS scans.
Description

Note that per PCI Security Standards Council (PCI SSC) standards, if the version of the remote software is known to
contain flaws, a vulnerability scanner must report it as vulnerable. The scanner must still flag it as vulnerable, even in
cases where a workaround or mitigating configuration option is in place. This will result in the scanner issuing false
positives by PCI SSC design.

It is recommended that any workarounds and mitigating configurations that are in place be documented including
technical details, to be presented to a third-party PCl auditor during an audit.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2012/07/18, Modification date: 2012/07/05

Ports
tcp/0

19506 - Nessus Scan Information

Synopsis
Information about the Nessus scan.
Description

This script displays, for each tested host, information about the scan itself :
- The version of the plugin set

- The type of plugin feed (HomeFeed or ProfessionalFeed)

- The version of the Nessus Engine

- The port scanner(s) used

- The port range scanned

- Whether credentialed or third-party patch management checks are possible
- The date of the scan

- The duration of the scan

- The number of hosts scanned in parallel

- The number of checks done in parallel

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2005/08/26, Modification date: 2012/10/02

Ports
tcp/0

Information about this scan :

Nessus version : 5.0.2

Plugin feed version : 201210111547
Type of plugin feed : HomeFeed (Non-commercial use only)
Scanner IP : 192.168.1.101

Port scanner(s) : nessus_syn scanner
Port range : 1-65535

Thorough tests : no

Experimental tests : no

Paranoia level : 2

Report Verbosity : 1

Safe checks : yes

Optimize the test : yes

Credentialed checks : no

Patch management checks : None
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CGI scanning : enabled
Web application tests : enabled

Web app tests - Test mode : single

Web app tests - Try all HTTP methods : yes
Web app tests - Maximum run time : 10 minutes.
Web app tests - Stop at first flaw : param

Max hosts : 20

Max checks : 4

Recv timeout : 15

Backports : None

Allow post-scan editing: Yes

Scan Start Date : 2012/10/12 12:13
Scan duration : 315 sec

0/udp
10287 - Traceroute Information

Synopsis
It was possible to obtain traceroute information.
Description
Makes a traceroute to the remote host.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 1999/11/27, Modification date: 2012/02/23

Ports
udp/0

For your information, here is the traceroute from 192.168.1.101 to 192.168.1.50
192.168.1.101
192.168.1.50

135/tcp
10736 - DCE Services Enumeration

Synopsis
A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) it was possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port.
Using this information it is possible to connect and bind to each service by sending an RPC request to the remote port/

pipe.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2001/08/26, Modification date: 2012/01/31

Ports
tcp/135

The following DCERPC services are available locally :

Object UUID : 6d726574-7273-0076-0000-000000000000

UUID : c9ac6db5-82b7-4e55-ae8a-ed64ed7b4277, version 1.0
Description : Unknown RPC service

Annotation : Impl friendly name

Type : Local RPC service

Named pipe : LRPC-e03clae527077ac5d9
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Object UUID : b08669ee-8cb5-43a5-a017-84£fe00000000

UUID : 76£f226c3-ecl4-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service

Type : Local RPC service

Named pipe : WindowsShutdown

Object UUID : b08669%ee-8cb5-43a5-a017-84£fe00000000

UUID : 76f226c3-ecl4-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service

Type : Local RPC service

Named pipe : WMsgKRpc084C10

Object UUID : 765294ba-60bc-48b8-92e9-89£fd77769d91

UUID : d95afe70-a6d5-4259-822e-2c84dalddb0d, version 1.0
Description : Unknown RPC service

Type : Local RPC service

Named pipe : WindowsShutdown

Object UUID : 765294ba-60bc-48b8-92e9-89£d77769d91

UUID : d95afe70-a6d5-4259-822e-2c84dalddb0d, version 1.0
Description : Unknown RPC service

Type : Local RPC service

Named pipe : WMsgKRpc084C1l0

Object UUID : 52ef130c-08£d-4388-86b3-6edf00000001

UUID : 12e65dd8-887f-41ef-91bf-8d816c42c2e7, version 1.0
Description : Unknown RPC service

Annotation : Secure Desktop LRPC interface

Type : Local RPC service

Named pipe : WMsgKRpc084E31

Object UUID : b08669%ee-8cb5-43a5-a017-84fe00000001

UUID : 76f226c3-ecl4-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service

Type : Local RPC service

Named pipe : WMsgKRpc084E31l

Object UUID : 73757274-6574-6964-6e73-74616c6c6572

UUID : c9ac6db5-82b7-4e55-aeB8a-e464ed7b4277, version 1.0
Description : Unknown RPC service

Annotation : Impl friendly name

Type : Local RPC service

Named pipe : LRPC-f92e817d0dbe3c25a9

Object UUID : 73757274-6574-6964-6e73-74616c6c6572

UUID : c9ac6db5-82b7-4e55-aeB8a-ed464ed7b4277, version 1.0
Description : Unknown RPC service

Annotation : Impl friendly name

Type : Local RPC service

Named pipe : OLE24EBF4FA7AC54A0BA6BCE86D399C

Object UUID : 708e2bb3-2d35-4cc0-8db6-36f£f138e7a22
uu [...]

11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open’' port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution
Protect your target with an IP filter.
Risk Factor
None
Ports
tcp/135
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Port 135/tcp was found to be open

139/tcp
11011 - Microsoft Windows SMB Service Detection

Synopsis
A file / print sharing service is listening on the remote host.
Description

The remote service understands the CIFS (Common Internet File System) or Server Message Block (SMB) protocol,
used to provide shared access to files, printers, etc between nodes on a network.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2002/06/05, Modification date: 2012/01/31

Ports
tcp/139

An SMB server is running on this port.

10736 - DCE Services Enumeration

Synopsis
A DCE/RPC service is running on the remote host.
Description
By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) it was possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port.
Using this information it is possible to connect and bind to each service by sending an RPC request to the remote port/
pipe.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2001/08/26, Modification date: 2012/01/31

Ports
tcp/139

The following DCERPC services are available remotely :

Object UUID : b08669%9ee-8cb5-43a5-a017-84£e00000000

UUID : 76f226c3-ecl4-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

Named pipe : \PIPE\InitShutdown

Netbios name : \\SQL-DEV

Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91

UUID : d95afe70-a6d5-4259-822e-2c84dalddb0d, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

Named pipe : \PIPE\InitShutdown

Netbios name : \\SQL-DEV

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 12345778-1234-abcd-ef00-0123456789%ac, version 1.0
Description : Security Account Manager

Windows process : lsass.exe

Type : Remote RPC service
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Named pipe : \pipellsass
Netbios name : \\SQL-DEV

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 12345778-1234-abcd-ef00-0123456789%ac, version 1.0
Description : Security Account Manager

Windows process : lsass.exe

Type : Remote RPC service

Named pipe : \PIPE\protected storage

Netbios name : \\SQL-DEV

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 1£f£f70682-0a51-30e8-076d-740be8cee98b, version 1.0
Description : Scheduler Service

Windows process : svchost.exe

Type : Remote RPC service

Named pipe : \PIPE\atsvc

Netbios name : \\SQL-DEV

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 378e52b0-c0a9-11cf-822d-00aa0051e40f, version 1.0
Description : Scheduler Service

Windows process : svchost.exe

Type : Remote RPC service

Named pipe : \PIPE\atsvc

Netbios name : \\SQL-DEV

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

Named pipe : \PIPE\atsvc

Netbios name : \\SQL-DEV

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : a398e520-d59a-4bdd-aa7a-3cle0303a511, version 1.0
Description : Unknown RPC service

Annotation : IKE/Authip API

Type : Remote RPC service

Named pipe : \PIPE\atsvc

Netbios name : \\SQL-DEV

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 552407 [...]

11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open' port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/139

Port 139/tcp was found to be open

1433/tcp
11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.

Description
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This plugin is a SYN 'half-open' port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/1433

Port 1433/tcp was found to be open

10144 - Microsoft SQL Server TCP/IP Listener Detection

Synopsis
A database server is listening on the remote port.
Description

The remote host is running MSSQL, a database server from Microsoft.
It is possible to extract the version number of the remote installation from the server pre-login response.

Solution
Restrict access to the database to allowed IPs only.
Risk Factor
None
Plugin Information:
Publication date: 1999/10/12, Modification date: 2011/04/29

Ports
tcp/1433

The remote SQL Server version is 10.50.2550.0.

5355/udp

53513 - Link-Local Multicast Name Resolution (LLMNR) Detection
Synopsis

The remote device supports LLMNR.
Description

The remote device answered to a Link-local Multicast Name Resolution (LLMNR) request. This protocol provides a
name lookup service similar to NetBIOS or DNS. It is enabled by default on modern Windows versions.

See Also
http://www.nessus.org/u?85beb421

http://technet.microsoft.com/en-us/library/bb878128.aspx
Solution

Make sure that use of this software conforms to your organization's acceptable use and security policies.
Risk Factor

None
Plugin Information:

Publication date: 2011/04/21, Modification date: 2012/03/05

Ports
udp/5355

According to LLMNR, the name of the remote host is 'SQL-DEV'.
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47001/tcp
11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open' port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/47001

Port 47001/tcp was found to be open

22964 - Service Detection

Synopsis
The remote service could be identified.
Description

It was possible to identify the remote service by its banner or by looking at the error message it sends when it receives
an HTTP request.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2007/08/19, Modification date: 2012/09/27

Ports
tcp/47001

A web server is running on this port.

10107 - HTTP Server Type and Version

Synopsis
A web server is running on the remote host.
Description
This plugin attempts to determine the type and the version of the remote web server.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2000/01/04, Modification date: 2012/08/02

Ports
tcp/47001

The remote web server type is :

Microsoft-HTTPAPI/2.0

43111 - HTTP Methods Allowed (per directory)
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Synopsis
This plugin determines which HTTP methods are allowed on various CGl directories.
Description

By calling the OPTIONS method, it is possible to determine which HTTP methods are allowed on each directory.

As this list may be incomplete, the plugin also tests - if 'Thorough tests' are enabled or 'Enable web applications tests'
is set to 'yes'

in the scan policy - various known HTTP methods on each directory and considers them as unsupported if it receives
a response code of 400, 403, 405, or 501.

Note that the plugin output is only informational and does not necessarily indicate the presence of any security
vulnerabilities.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2009/12/10, Modification date: 2011/07/08

Ports
tcp/47001

Based on tests of each method :

- HTTP methods ACL BASELINE-CONTROL BCOPY BDELETE BMOVE BPROPFIND
BPROPPATCH CHECKIN CHECKOUT CONNECT COPY DEBUG DELETE GET HEAD
INDEX LABEL LOCK MERGE MKACTIVITY MKCOL MKWORKSPACE MOVE NOTIFY
OPTIONS ORDERPATCH PATCH POLL POST PROPFIND PROPPATCH PUT REPORT
RPC_IN_DATA RPC_OUT_DATA SEARCH SUBSCRIBE TRACE UNCHECKOUT UNLOCK
UNSUBSCRIBE UPDATE VERSION-CONTROL X-MS-ENUMATTS are allowed on :

/
- Invalid/unknown HTTP methods are allowed on :

/

24260 - HyperText Transfer Protocol (HTTP) Information

Synopsis
Some information about the remote HTTP configuration can be extracted.
Description

This test gives some information about the remote HTTP protocol - the version used, whether HTTP Keep-Alive and
HTTP pipelining are enabled, etc...

This test is informational only and does not denote any security problem.
Solution

n/a
Risk Factor

None
Plugin Information:

Publication date: 2007/01/30, Modification date: 2011/05/31

Ports
tcp/47001

Protocol version : HTTP/1.1

SSL : no

Keep-Alive : no

Options allowed : (Not implemented)
Headers :

Content-Type: text/html; charset=us-ascii
Server: Microsoft-HTTPAPI/2.0
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Date: Fri, 12 Oct 2012 04:17:12 GMT
Connection: close
Content-Length: 315

49152/tcp
10736 - DCE Services Enumeration

Synopsis
A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) it was possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port.
Using this information it is possible to connect and bind to each service by sending an RPC request to the remote port/
pipe.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2001/08/26, Modification date: 2012/01/31

Ports
tcp/49152

The following DCERPC services are available on TCP port 49152 :

Object UUID : 765294ba-60bc-48b8-92e9-89£fd77769d91

UUID : d95afe70-a6d5-4259-822e-2c84dalddb0d, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 49152

IP : 192.168.1.50

11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open' port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution
Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/49152

Port 49152/tcp was found to be open

49153/tcp

10736 - DCE Services Enumeration
Synopsis

A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) it was possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port.
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Using this information it is possible to connect and bind to each service by sending an RPC request to the remote port/
pipe.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2001/08/26, Modification date: 2012/01/31

Ports
tcp/49153

The following DCERPC services are available on TCP port 49153

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : fobeaff7-1el19-4fbb-9f8f-b89e2018337c, version 1.0
Description : Unknown RPC service

Annotation : Event log TCPIP

Type : Remote RPC service

TCP Port : 49153

IP : 192.168.1.50

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 3c4728c5-f0ab-448b-bdal-6celleblabd6b, version 1.0
Description : Unknown RPC service

Annotation : DHCPv6 Client LRPC Endpoint

Type : Remote RPC service

TCP Port : 49153

IP : 192.168.1.50

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 3c4728c5-f0ab-448b-bdal-6cellebl0a6d5, version 1.0
Description : DHCP Client Service

Windows process : svchost.exe

Annotation : DHCP Client LRPC Endpoint

Type : Remote RPC service

TCP Port : 49153

IP : 192.168.1.50

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service

Annotation : NRP server endpoint

Type : Remote RPC service

TCP Port : 49153

IP : 192.168.1.50

11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open' port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/49153
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Port 49153/tcp was found to be open

9154/tcp
10736 - DCE Services Enumeration

Synopsis
A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) it was possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port.
Using this information it is possible to connect and bind to each service by sending an RPC request to the remote port/

pipe.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2001/08/26, Modification date: 2012/01/31

Ports
tcp/49154

The following DCERPC services are available on TCP port 49154

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 49154

IP : 192.168.1.50

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : a398e520-d59a-4bdd-aa7a-3cle0303a511, version 1.0
Description : Unknown RPC service

Annotation : IKE/Authip API

Type : Remote RPC service

TCP Port : 49154

IP : 192.168.1.50

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 552d076a-cb29-4e44-8bba-dl5e59%9e2c0af, version 1.0
Description : Unknown RPC service

Annotation : IP Transition Configuration endpoint

Type : Remote RPC service

TCP Port : 49154

IP : 192.168.1.50

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 98716d03-89%9ac-44c7-bb8c-285824e51cda, version 1.0
Description : Unknown RPC service

Annotation : XactSrv service

Type : Remote RPC service

TCP Port : 49154

IP : 192.168.1.50

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 201ef99%9a-7fa0-444c-9399-19ba84fl2ala, version 1.0
Description : Unknown RPC service

Annotation : AppInfo

Type : Remote RPC service

TCP Port : 49154

IP : 192.168.1.50

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 5f54ce7d-5b79-4175-8584-cb65313a0e98, version 1.0
Description : Unknown RPC service

Annotation : AppInfo

Type : Remote RPC service
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TCP Port : 49154
IP : 192.168.1.50

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : £d7a0523-dc70-43dd-9b2e-9c5ed48225bl, version 1.0
Description : Unknown RPC service

Annotation : AppInfo

Type : Remote RPC service

TCP Port : 49154

IP : 192.168.1.50

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 58e604e8-9adb-4d2e-a464-3b0683fb1480, version 1.0
Description : Unknown RPC service

Annotation : AppInfo

Type : Remote RPC service

TCP Port : 49154

IP : 192.168.1.50

11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open' port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/49154

Port 49154/tcp was found to be open

49155/tcp
10736 - DCE Services Enumeration

Synopsis
A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) it was possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port.
Using this information it is possible to connect and bind to each service by sending an RPC request to the remote port/
pipe.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2001/08/26, Modification date: 2012/01/31

Ports
tcp/49155

The following DCERPC services are available on TCP port 49155 :
Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 12345778-1234-abcd-ef00-012345678%ac, version 1.0
Description : Security Account Manager
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Windows process : lsass.exe
Type : Remote RPC service
TCP Port : 49155

IP : 192.168.1.50

11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open' port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/49155

Port 49155/tcp was found to be open

49156/tcp
10736 - DCE Services Enumeration

Synopsis

A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) it was possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port.

Using this information it is possible to connect and bind to each service by sending an RPC request to the remote port/
pipe.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2001/08/26, Modification date: 2012/01/31

Ports
tcp/49156

The following DCERPC services are available on TCP port 49156 :

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 367abb81-9844-35f1-ad32-98£038001003, version 2.0
Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 49156

IP : 192.168.1.50

11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open' port scanner.
It shall be reasonably quick even against a firewalled target.
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Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/49156

Port 49156/tcp was found to be open

49157/tcp
10736 - DCE Services Enumeration

Synopsis
A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) it was possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port.

Using this information it is possible to connect and bind to each service by sending an RPC request to the remote port/
pipe.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2001/08/26, Modification date: 2012/01/31

Ports
tcp/49157

The following DCERPC services are available on TCP port 49157 :

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 6b5bddle-528c-422c-af8c-ad4079%bedfed8, version 1.0
Description : Unknown RPC service

Annotation : Remote Fw APIs

Type : Remote RPC service

TCP Port : 49157

IP : 192.168.1.50

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-0123456789%ab, version 1.0

Description : IPsec Services (Windows XP & 2003)
Windows process : lsass.exe
Annotation : IPSec Policy agent endpoint

Type : Remote RPC service
TCP Port : 49157
IP : 192.168.1.50

11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open' port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution
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Protect your target with an IP filter.
Risk Factor
None

Ports
tcp/49157

Port 49157/tcp was found to be open

it 2-21



Hosts Summary (Executive)
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192.168.1.50

Medium Low Info Total

Summary
Critical High
0 0
Details
Severity

Plugin Id
10107
10114
10144
10287
10736
11011
11219
11936
12053
19506
20094
22964
24260
25220
35716
43111
45590
53513
54615
56209

60020

0 21 21

Name

HTTP Server Type and Version

ICMP Timestamp Request Remote Date Disclosure
Microsoft SQL Server TCP/IP Listener Detection
Traceroute Information

DCE Services Enumeration

Microsoft Windows SMB Service Detection

Nessus SYN scanner

OS Identification

Host Fully Qualified Domain Name (FQDN) Resolution
Nessus Scan Information

VMware Virtual Machine Detection

Service Detection

HyperText Transfer Protocol (HTTP) Information
TCP/IP Timestamps Supported

Ethernet Card Manufacturer Detection

HTTP Methods Allowed (per directory)

Common Platform Enumeration (CPE)

Link-Local Multicast Name Resolution (LLMNR) Detection
Device Type

PCI DSS Compliance : Remote Access Software Has Been Detected

PCI DSS Compliance : Handling False Positives
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Nessus Report

Report
12/0c¢t/2012:12:40:52 GMT

HomeFeed: Commercial use of the report is prohibited

Any time Nessus is used in a commercial environment you MUST maintain an active
subscription to the ProfessionalFeed in order to be compliant with our license agreement:
http://www.nessus.org/products/nessus-professionalfeed
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Vulnerabilities By Host
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192.168.1.106
Scan Information

Start time: Fri Oct 12 12:40:52 2012

End time: Fri Oct 12 12:46:32 2012

Host Information

DNS Name: WIN-7BA3T7HCJJE

IP: 192.168.1.106

MAC Address: 00:0c:29:fa:00:2f

OS: Microsoft Windows Server 2003, Microsoft Windows Vista, Microsoft Windows Server 2008,

Microsoft Windows 7, Microsoft Windows Server 2008 R2

Results Summary
Critical High Medium Low Info Total

0 0 0 0 45 45

Results Details

O0/icmp
10114 - ICMP Timestamp Request Remote Date Disclosure

Synopsis
It is possible to determine the exact time set on the remote host.
Description

The remote host answers to an ICMP timestamp request. This allows an attacker to know the date that is set on
the targeted machine, which may assist an unauthenticated, remote attacker in defeating time-based authentication
protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 / 2008 R2 are deliberately incorrect, but
usually within 1000 seconds of the actual system time.

Solution
Filter out the ICMP timestamp requests (13), and the outgoing ICMP timestamp replies (14).
Risk Factor

None

References
CVE CVE-1999-0524
XREF OSVDB:94
XREF CWE:200

Plugin Information:
Publication date: 1999/08/01, Modification date: 2012/06/18

Ports
icmp/0

The ICMP timestamps seem to be in little endian format (not in network format)
The difference between the local and remote clocks is -380 seconds.

O/tcp
25220 - TCP/IP Timestamps Supported

Synopsis
The remote service implements TCP timestamps.

Description
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The remote host implements TCP timestamps, as defined by RFC1323. A side effect of this feature is that the uptime
of the remote host can sometimes be computed.

See Also
http://www.ietf.org/rfc/rfc1323.txt
Solution
n/a
Risk Factor

None

Plugin Information:
Publication date: 2007/05/16, Modification date: 2011/03/20

Ports
tcp/0
12053 - Host Fully Qualified Domain Name (FQDN) Resolution

Synopsis

It was possible to resolve the name of the remote host.
Description

Nessus was able to resolve the FQDN of the remote host.
Solution

n/a
Risk Factor

None
Plugin Information:

Publication date: 2004/02/11, Modification date: 2012/09/28

Ports
tcp/0

192.168.1.106 resolves as WIN-7BA3T7HCJJE.

20094 - VMware Virtual Machine Detection

Synopsis
The remote host seems to be a VMware virtual machine.
Description

According to the MAC address of its network adapter, the remote host is a VMware virtual machine.
Since it is physically accessible through the network, ensure that its configuration matches your organization's security

policy.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2005/10/27, Modification date: 2011/03/27

Ports
tcp/0

35716 - Ethernet Card Manufacturer Detection

Synopsis
The manufacturer can be deduced from the Ethernet OUI.

Description
Each ethernet MAC address starts with a 24-bit 'Organizationally Unique Identifier'.
These OUI are registered by IEEE.
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See Also
http://standards.ieee.org/faqs/OUl.html

http://standards.ieee.org/regauth/oui/index.shtml
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2009/02/19, Modification date: 2011/03/27

Ports
tcp/0

The following card manufacturers were identified :

00:0c:29:fa:00:2f : VMware, Inc.

11936 - OS Identification

Synopsis
It is possible to guess the remote operating system.
Description

Using a combination of remote probes, (TCP/IP, SMB, HTTP, NTP, SNMP, etc...) it is possible to guess the name of
the remote operating system in use, and sometimes its version.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2003/12/09, Modification date: 2012/04/06

Ports
tcp/0

Remote operating system : Microsoft Windows Server 2003
Microsoft Windows Vista

Microsoft Windows Server 2008

Microsoft Windows 7

Microsoft Windows Server 2008 R2

Confidence Level : 70

Method : HTTP

The remote host is running one of these operating systems :
Microsoft Windows Server 2003

Microsoft Windows Vista

Microsoft Windows Server 2008

Microsoft Windows 7

Microsoft Windows Server 2008 R2

54615 - Device Type

Synopsis
It is possible to guess the remote device type.
Description

Based on the remote operating system, it is possible to determine what the remote system type is (eg: a printer,
router, general-purpose computer, etc).

Solution

n/a
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Risk Factor
None
Plugin Information:
Publication date: 2011/05/23, Modification date: 2011/05/23

Ports
tcpl/0

Remote device type : general-purpose
Confidence level : 70

45590 - Common Platform Enumeration (CPE)

Synopsis
It is possible to enumerate CPE names that matched on the remote system.
Description

By using information obtained from a Nessus scan, this plugin reports CPE (Common Platform Enumeration) matches
for various hardware and software products found on a host.

Note that if an official CPE is not available for the product, this plugin computes the best possible CPE based on the
information available from the scan.

See Also
http://cpe.mitre.org/
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2010/04/21, Modification date: 2012/09/30

Ports
tcp/0

The remote operating system matched the following CPE's :

cpe:/o:microsoft:windows 2003 server

cpe:/o:microsoft:windows vista

cpe:/o:microsoft:windows server 2008

cpe:/o:microsoft:windows 7

cpe:/o:microsoft:windows server 2008:r2 -> Microsoft Windows Server 2008 R2

Following application CPE matched on the remote system :

cpe:/a:microsoft:iis:7.5 -> Microsoft Internet Information Services (IIS) 7.5

56209 - PCI DSS Compliance : Remote Access Software Has Been Detected

Synopsis
A remote access software has been detected.
Description

Due to increased risk to the cardholder data environment when remote access software is present, please 1) justify
the business need for this software to the ASV and 2) confirm it is either implemented securely per Appendix C in the
ASV Program Guide, or disabled / removed. Please consult your ASV if you have questions about this Special Note.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2011/09/15, Modification date: 2012/08/28
Ports
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tcp/0

An SMB server is running on the remote host.

A Terminal Services server (remote display) is running on the remote host.

60020 - PCI DSS Compliance : Handling False Positives

Synopsis
Notes the proper handling of false positives in PCI DSS scans.
Description

Note that per PCI Security Standards Council (PCl SSC) standards, if the version of the remote software is known to
contain flaws, a vulnerability scanner must report it as vulnerable. The scanner must still flag it as vulnerable, even in
cases where a workaround or mitigating configuration option is in place. This will result in the scanner issuing false
positives by PCI SSC design.

It is recommended that any workarounds and mitigating configurations that are in place be documented including
technical details, to be presented to a third-party PCI auditor during an audit.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2012/07/18, Modification date: 2012/07/05

Ports
tcp/0

19506 - Nessus Scan Information

Synopsis
Information about the Nessus scan.
Description

This script displays, for each tested host, information about the scan itself :
- The version of the plugin set

- The type of plugin feed (HomeFeed or ProfessionalFeed)

- The version of the Nessus Engine

- The port scanner(s) used

- The port range scanned

- Whether credentialed or third-party patch management checks are possible
- The date of the scan

- The duration of the scan

- The number of hosts scanned in parallel

- The number of checks done in parallel

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2005/08/26, Modification date: 2012/10/02

Ports
tcp/0

Information about this scan :

Nessus version : 5.0.2

Plugin feed version : 201210111547

Type of plugin feed : HomeFeed (Non-commercial use only)
Scanner IP : 192.168.1.101

Port scanner(s) : nessus_syn_scanner

Port range : 1-65535

Thorough tests : no

Experimental tests : no
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Paranoia level : 2

Report Verbosity : 1

Safe checks : yes

Optimize the test : yes
Credentialed checks : no

Patch management checks : None
CGI scanning : enabled

Web application tests : enabled

Web app tests - Test mode : single

Web app tests - Try all HTTP methods : yes
Web app tests - Maximum run time : 10 minutes.
Web app tests - Stop at first flaw : param
Max hosts : 20

Max checks : 4

Recv timeout : 15

Backports : None

Allow post-scan editing: Yes

Scan Start Date : 2012/10/12 12:40
Scan duration : 340 sec

0/udp
10287 - Traceroute Information

Synopsis
It was possible to obtain traceroute information.
Description
Makes a traceroute to the remote host.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 1999/11/27, Modification date: 2012/02/23

Ports
udp/0

For your information, here is the traceroute from 192.168.1.101 to 192.168.1.106
192.168.1.101
192.168.1.106

80/tcp
11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open' port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/80

Port 80/tcp was found to be open

22964 - Service Detection

Synopsis

The remote service could be identified.
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Description

It was possible to identify the remote service by its banner or by looking at the error message it sends when it receives
an HTTP request.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2007/08/19, Modification date: 2012/09/27

Ports
tcp/80

A web server is running on this port.

11422 - Web Server Unconfigured - Default Install Page Present

Synopsis
The remote web server is not configured or is not properly configured.
Description

The remote web server uses its default welcome page. It probably means that this server is not used at all or is
serving content that is meant to be hidden.

Solution
Disable this service if you do not use it.
Risk Factor
None
References
XREF OSVDB:2117
Plugin Information:
Publication date: 2003/03/20, Modification date: 2011/08/12

Ports
tcp/80

The default welcome page is from IIS.

49704 - External URLs

Synopsis
Links to external sites were gathered.
Description
Nessus gathered HREF links to external sites by crawling the remote web server.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2010/10/04, Modification date: 2011/08/19

Ports
tcp/80

1 external URL was gathered on this web server :
URL... - Seen on...

http://go.microsoft.com/fwlink/?1inkid=66138&clcid=0x409 - /
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43111 - HTTP Methods Allowed (per directory)

Synopsis
This plugin determines which HTTP methods are allowed on various CGl directories.
Description

By calling the OPTIONS method, it is possible to determine which HTTP methods are allowed on each directory.

As this list may be incomplete, the plugin also tests - if 'Thorough tests' are enabled or 'Enable web applications tests'
is set to 'yes'

in the scan policy - various known HTTP methods on each directory and considers them as unsupported if it receives
a response code of 400, 403, 405, or 501.

Note that the plugin output is only informational and does not necessarily indicate the presence of any security
vulnerabilities.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2009/12/10, Modification date: 2011/07/08

Ports
tcp/80

Based on the response to an OPTIONS request :
- HTTP methods GET HEAD POST TRACE OPTIONS are allowed on :

/

Based on tests of each method :

- HTTP methods ACL BASELINE-CONTROL BCOPY BDELETE BMOVE BPROPFIND
BPROPPATCH CHECKIN CHECKOUT CONNECT COPY DEBUG DELETE GET HEAD
INDEX LABEL LOCK MERGE MKACTIVITY MKCOL MKWORKSPACE MOVE NOTIFY
OPTIONS ORDERPATCH PATCH POLL POST PROPFIND PROPPATCH PUT REPORT
RPC_IN_DATA RPC_OUT_DATA SEARCH SUBSCRIBE UNCHECKOUT UNLOCK
UNSUBSCRIBE UPDATE VERSION-CONTROL X-MS-ENUMATTS are allowed on :

/

- Invalid/unknown HTTP methods are allowed on :

/

10107 - HTTP Server Type and Version

Synopsis
A web server is running on the remote host.
Description
This plugin attempts to determine the type and the version of the remote web server.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2000/01/04, Modification date: 2012/08/02

Ports
tcp/80

The remote web server type is :

Microsoft-IIS/7.5

24242 - Microsoft .NET Handlers Enumeration
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Synopsis

It is possible to enumerate the remote .NET handlers used by the remote web server.
Description

It is possible to obtain the list of handlers the remote ASP.NET web server supports.
See Also

http://support.microsoft.com/kb/815145

Solution
None
Risk Factor
None
Plugin Information:
Publication date: 2007/01/26, Modification date: 2011/03/14

Ports
tcp/80

The remote extensions are handled by the remote ASP.NET server :

- .rem
- .soap

24260 - HyperText Transfer Protocol (HTTP) Information

Synopsis
Some information about the remote HTTP configuration can be extracted.
Description

This test gives some information about the remote HTTP protocol - the version used, whether HTTP Keep-Alive and
HTTP pipelining are enabled, etc...
This test is informational only and does not denote any security problem.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2007/01/30, Modification date: 2011/05/31

Ports
tcp/80

Protocol version : HTTP/1.1

SSL : no

Keep-Alive : no

Options allowed : OPTIONS, TRACE, GET, HEAD, POST
Headers :

Content-Type: text/html

Last-Modified: Tue, 15 May 2012 02:20:44 GMT
Accept-Ranges: bytes

ETag: "44ee37554132cdl:0"

Server: Microsoft-IIS/7.5

Date: Fri, 12 Oct 2012 04:44:54 GMT
Content-Length: 689

135/tcp
10736 - DCE Services Enumeration

Synopsis
A DCE/RPC service is running on the remote host.

Description
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By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) it was possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port.
Using this information it is possible to connect and bind to each service by sending an RPC request to the remote port/

pipe.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2001/08/26, Modification date: 2012/01/31

Ports
tcp/135

The following DCERPC services are available locally

Object UUID : 765294ba-60bc-48b8-92e9-89£fd77769d91

UUID : d95afe70-a6d5-4259-822e-2c84dalddb0d, version 1.0
Description : Unknown RPC service

Type : Local RPC service

Named pipe : WindowsShutdown

Object UUID : 765294ba-60bc-48b8-92e9-89£fd77769d91

UUID : d95afe70-a6d5-4259-822e-2c84dalddb0d, version 1.0
Description : Unknown RPC service

Type : Local RPC service

Named pipe : WMsgKRpc07CB80

Object UUID : b08669%ee-8cb5-43a5-a017-84£e00000000

UUID : 76f226c3-ecl4-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service

Type : Local RPC service

Named pipe : WindowsShutdown

Object UUID : b08669%ee-8cb5-43a5-a017-84fe00000000

UUID : 76f226c3-ecl4-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service

Type : Local RPC service

Named pipe : WMsgKRpc(07CB80

Object UUID : 6d726574-7273-0076-0000-000000000000

UUID : c9ac6db5-82b7-4e55-ae8a-ed464ed7b4277, version 1.0
Description : Unknown RPC service

Annotation : Impl friendly name

Type : Local RPC service

Named pipe : LRPC-467aa8e4d8af436904

Object UUID : b08669ee-8cb5-43a5-a017-84£fe00000001

UUID : 76f226c3-ecl4-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service

Type : Local RPC service

Named pipe : WMsgKRpc07CD91

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 3c4728c5-f0ab-448b-bdal-6celleblabd6, version 1.0
Description : Unknown RPC service

Annotation : DHCPv6 Client LRPC Endpoint

Type : Local RPC service

Named pipe : dhcpcsvc6

Object UUID : 69deb52cf-b6c9-4c83-9901-c908158e8671

UUID : 906b0ce0-c70b-1067-b317-00dd010662da, version 1.0
Description : Distributed Transaction Coordinator
Windows process : msdtc.exe

Type : Local RPC service

Named pipe : LRPC-6dcbal6b7£2949664e

Object UUID : e6148748-5b6c-45ed-b012-d94217fac4c5
UUID : 906b0ce0-c70b-1067-b317-00dd010662da, version 1.0
Description : Distributed Transaction Coordinator
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Windows process : msdtc.exe
Type : Local RPC service
Named pipe : LRPC-6dcbal6b7f2949664e

Object UUID : 168b675b-7469-4137-afd3-8cafd3 [...]

11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open' port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution
Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/135

Port 135/tcp was found to be open

139/tcp

11011 - Microsoft Windows SMB Service Detection
Synopsis

A file / print sharing service is listening on the remote host.
Description

The remote service understands the CIFS (Common Internet File System) or Server Message Block (SMB) protocol,
used to provide shared access to files, printers, etc between nodes on a network.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2002/06/05, Modification date: 2012/01/31

Ports
tcp/139

An SMB server is running on this port.

10736 - DCE Services Enumeration

Synopsis
A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) it was possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port.
Using this information it is possible to connect and bind to each service by sending an RPC request to the remote port/

pipe.
Solution

n/a
Risk Factor

None

Plugin Information:
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Publication date: 2001/08/26, Modification date: 2012/01/31

Ports
tcp/139

The following DCERPC services are available remotely

Object UUID : 765294ba-60bc-48b8-92e9-89£fd77769d91

UUID : d95afe70-a6d5-4259-822e-2c84dalddb0d, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

Named pipe : \PIPE\InitShutdown

Netbios name : \\WIN-7BA3T7HCJJE

Object UUID : b08669%ee-8cb5-43a5-a017-84£fe00000000

UUID : 76f226c3-ecl4-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

Named pipe : \PIPE\InitShutdown

Netbios name : \\WIN-7BA3T7HCJJE

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 12345778-1234-abcd-ef00-012345678%ac, version 1.0
Description : Security Account Manager

Windows process : lsass.exe

Type : Remote RPC service

Named pipe : \pipe\lsass

Netbios name : \\WIN-7BA3T7HCJJE

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 12345778-1234-abcd-ef00-012345678%ac, version 1.0
Description : Security Account Manager

Windows process : lsass.exe

Type : Remote RPC service

Named pipe : \PIPE\protected storage

Netbios name : \\WIN-7BA3T7HCJJE

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 1ff70682-0a51-30e8-076d-740be8cee98b, version 1.0
Description : Scheduler Service

Windows process : svchost.exe

Type : Remote RPC service

Named pipe : \PIPE\atsvc

Netbios name : \\WIN-7BA3T7HCJJE

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 378e52b0-c0a9-11cf-822d-00aa0051e40f, version 1.0
Description : Scheduler Service

Windows process : svchost.exe

Type : Remote RPC service

Named pipe : \PIPE\atsvc

Netbios name : \\WIN-7BA3T7HCJJE

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

Named pipe : \PIPE\atsvc

Netbios name : \\WIN-7BA3T7HCJJE

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : a398e520-d59a-4bdd-aa7a-3cle0303a511, version 1.0
Description : Unknown RPC service

Annotation : IKE/Authip API

Type : Remote RPC service

Named pipe : \PIPE\atsvc

Netbios name : \\WIN-7BA3T7HCJJE

[...]

11219 - Nessus SYN scanner

Synopsis

It is possible to determine which TCP ports are open.
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Description

This plugin is a SYN 'half-open' port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/139

Port 139/tcp was found to be open

3389/tcp
11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open’ port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/3389

Port 3389/tcp was found to be open

10940 - Windows Terminal Services Enabled

Synopsis
The remote Windows host has Terminal Services enabled.
Description

Terminal Services allows a Windows user to remotely obtain a graphical login (and therefore act as a local user on the
remote host).

If an attacker gains a valid login and password, he may be able to use this service to gain further access on the
remote host. An attacker may also use this service to mount a dictionary attack against the remote host to try to log in
remotely.

Note that RDP (the Remote Desktop Protocol) is vulnerable to Man-in-the-middle attacks, making it easy for attackers
to steal the credentials of legitimate users by impersonating the Windows server.

Solution

Disable Terminal Services if you do not use it, and do not allow this service to run across the Internet.
Risk Factor

None
Plugin Information:

Publication date: 2002/04/20, Modification date: 2012/03/30

Ports
tcp/3389

5355/udp

53513 - Link-Local Multicast Name Resolution (LLMNR) Detection
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Synopsis
The remote device supports LLMNR.
Description

The remote device answered to a Link-local Multicast Name Resolution (LLMNR) request. This protocol provides a
name lookup service similar to NetBIOS or DNS. It is enabled by default on modern Windows versions.

See Also
http://www.nessus.org/u?85beb421

http://technet.microsoft.com/en-us/library/bb878128.aspx
Solution

Make sure that use of this software conforms to your organization's acceptable use and security policies.
Risk Factor

None
Plugin Information:

Publication date: 2011/04/21, Modification date: 2012/03/05

Ports
udp/5355

According to LLMNR, the name of the remote host is 'WIN-7BA3T7HCJJE'.

47001/tcp
11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open' port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/47001

Port 47001/tcp was found to be open

22964 - Service Detection

Synopsis
The remote service could be identified.
Description

It was possible to identify the remote service by its banner or by looking at the error message it sends when it receives
an HTTP request.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2007/08/19, Modification date: 2012/09/27
Ports
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tcp/47001

A web server is running on this port.

10107 - HTTP Server Type and Version

Synopsis
A web server is running on the remote host.
Description
This plugin attempts to determine the type and the version of the remote web server.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2000/01/04, Modification date: 2012/08/02

Ports
tcp/47001

The remote web server type is :

Microsoft-HTTPAPI/2.0

43111 - HTTP Methods Allowed (per directory)

Synopsis
This plugin determines which HTTP methods are allowed on various CGl directories.
Description

By calling the OPTIONS method, it is possible to determine which HTTP methods are allowed on each directory.

As this list may be incomplete, the plugin also tests - if 'Thorough tests' are enabled or 'Enable web applications tests'
is set to 'yes'

in the scan policy - various known HTTP methods on each directory and considers them as unsupported if it receives
a response code of 400, 403, 405, or 501.

Note that the plugin output is only informational and does not necessarily indicate the presence of any security
vulnerabilities.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2009/12/10, Modification date: 2011/07/08

Ports
tcp/47001

Based on tests of each method :

- HTTP methods ACL BASELINE-CONTROL BCOPY BDELETE BMOVE BPROPFIND
BPROPPATCH CHECKIN CHECKOUT CONNECT COPY DEBUG DELETE GET HEAD
INDEX LABEL LOCK MERGE MKACTIVITY MKCOL MKWORKSPACE MOVE NOTIFY
OPTIONS ORDERPATCH PATCH POLL POST PROPFIND PROPPATCH PUT REPORT
RPC_IN_DATA RPC_OUT_DATA SEARCH SUBSCRIBE TRACE UNCHECKOUT UNLOCK
UNSUBSCRIBE UPDATE VERSION-CONTROL X-MS-ENUMATTS are allowed on :

/
- Invalid/unknown HTTP methods are allowed on :

/

24260 - HyperText Transfer Protocol (HTTP) Information

Synopsis
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Some information about the remote HTTP configuration can be extracted.
Description

This test gives some information about the remote HTTP protocol - the version used, whether HTTP Keep-Alive and
HTTP pipelining are enabled, etc...
This test is informational only and does not denote any security problem.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2007/01/30, Modification date: 2011/05/31

Ports
tcp/47001

Protocol version : HTTP/1.1

SSL : no

Keep-Alive : no

Options allowed : (Not implemented)
Headers :

Content-Type: text/html; charset=us-ascii
Server: Microsoft-HTTPAPI/2.0

Date: Fri, 12 Oct 2012 04:44:54 GMT
Connection: close

Content-Length: 315

49152/tcp
10736 - DCE Services Enumeration

Synopsis
A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) it was possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port.

Using this information it is possible to connect and bind to each service by sending an RPC request to the remote port/
pipe.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2001/08/26, Modification date: 2012/01/31

Ports
tcp/49152

The following DCERPC services are available on TCP port 49152 :

Object UUID : 765294ba-60bc-48b8-92e9-89£fd77769d91

UUID : d95afe70-a6d5-4259-822e-2c84dalddb0d, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 49152

IP : 192.168.1.106

11219 - Nessus SYN scanner

Synopsis

It is possible to determine which TCP ports are open.
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Description

This plugin is a SYN 'half-open' port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/49152

Port 49152/tcp was found to be open

49153/tcp
10736 - DCE Services Enumeration

Synopsis
A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) it was possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port.
Using this information it is possible to connect and bind to each service by sending an RPC request to the remote port/

pipe.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2001/08/26, Modification date: 2012/01/31

Ports
tcp/49153

The following DCERPC services are available on TCP port 49153

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : fobeaff7-1el19-4fbb-9f8f-b89e2018337c, version 1.0
Description : Unknown RPC service

Annotation : Event log TCPIP

Type : Remote RPC service

TCP Port : 49153

IP : 192.168.1.106

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23¢c, version 1.0
Description : Unknown RPC service

Annotation : NRP server endpoint

Type : Remote RPC service

TCP Port : 49153

IP : 192.168.1.106

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 3c4728c5-f0ab-448b-bdal-6celleblOa6d5, version 1.0
Description : DHCP Client Service

Windows process : svchost.exe

Annotation : DHCP Client LRPC Endpoint

Type : Remote RPC service

TCP Port : 49153

IP : 192.168.1.106

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bdal-6celleblabd6, version 1.0
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Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Remote RPC service

TCP Port : 49153

IP : 192.168.1.106

11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open' port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/49153

Port 49153/tcp was found to be open

49154/tcp
10736 - DCE Services Enumeration

Synopsis
A DCE/RPC service is running on the remote host.
Description
By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) it was possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port.
Using this information it is possible to connect and bind to each service by sending an RPC request to the remote port/
pipe.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2001/08/26, Modification date: 2012/01/31

Ports
tcp/49154

The following DCERPC services are available on TCP port 49154

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 86d35949-83c9-4044-b424-db363231£fd0c, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 49154

IP : 192.168.1.106

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : a398e520-d59a-4bdd-aa7a-3cle0303a511, version 1.0
Description : Unknown RPC service

Annotation : IKE/Authip API

Type : Remote RPC service

TCP Port : 49154

IP : 192.168.1.106

Object UUID : 00000000-0000-0000-0000-000000000000
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UUID : 552d076a-cb29-4e44-8b6a-dl5e59%9e2c0af, version 1.0
Description : Unknown RPC service

Annotation : IP Transition Configuration endpoint

Type : Remote RPC service

TCP Port : 49154

IP : 192.168.1.106

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 98716d03-89ac-44c7-bb8c-285824e51c4a, version 1.0
Description : Unknown RPC service

Annotation : XactSrv service

Type : Remote RPC service

TCP Port : 49154

IP : 192.168.1.106

Object UUID : 73736573-6£69-656e-6e76-000000000000

UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service

Annotation : Impl friendly name

Type : Remote RPC service

TCP Port : 49154

IP : 192.168.1.106

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 30b044a5-a225-43f0-b3a4-e060df91£f9cl, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 49154

IP : 192.168.1.106

11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open’ port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/49154

Port 49154/tcp was found to be open

49155/tcp
10736 - DCE Services Enumeration

Synopsis
A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) it was possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port.
Using this information it is possible to connect and bind to each service by sending an RPC request to the remote port/
pipe.

Solution
n/a

Risk Factor
None

Plugin Information:
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Publication date: 2001/08/26, Modification date: 2012/01/31

Ports
tcp/49155

The following DCERPC services are available on TCP port 49155 :

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 12345778-1234-abcd-ef00-0123456789%ac, version 1.0
Description : Security Account Manager

Windows process : lsass.exe

Type : Remote RPC service

TCP Port : 49155

IP : 192.168.1.106

11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open' port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/49155

Port 49155/tcp was found to be open

49156/tcp
10736 - DCE Services Enumeration
Synopsis

A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) it was possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port.
Using this information it is possible to connect and bind to each service by sending an RPC request to the remote port/
pipe.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2001/08/26, Modification date: 2012/01/31

Ports
tcp/49156

The following DCERPC services are available on TCP port 49156 :

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 367abb81-9844-35f1-ad32-98£f038001003, version 2.0
Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 49156

IP : 192.168.1.106
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11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open' port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/49156

Port 49156/tcp was found to be open

49157/tcp
10736 - DCE Services Enumeration

Synopsis

A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) it was possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port.
Using this information it is possible to connect and bind to each service by sending an RPC request to the remote port/
pipe.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2001/08/26, Modification date: 2012/01/31

Ports
tcp/49157

The following DCERPC services are available on TCP port 49157 :

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 6b5bddle-528c-422c-af8c-a4079%bedfed8, version 1.0
Description : Unknown RPC service

Annotation : Remote Fw APIs

Type : Remote RPC service

TCP Port : 49157

IP : 192.168.1.106

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 12345678-1234-abcd-ef00-012345678%ab, version 1.0
Description : IPsec Services (Windows XP & 2003)

Windows process : lsass.exe

Annotation : IPSec Policy agent endpoint

Type : Remote RPC service

TCP Port : 49157

IP : 192.168.1.106

11219 - Nessus SYN scanner
Synopsis
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It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open’ port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None

Ports
tcp/49157

Port 49157/tcp was found to be open

it 2-47



Hosts Summary (Executive)

it 2-48



192.168.1.106

Medium Low Info Total

Summary
Critical High
0 0
Details
Severity

Plugin Id
10107
10114
10287
10736
10940
11011
11219
11422
11936
12053
19506
20094
22964
24242
24260
25220
35716
43111
45590
49704
53513
54615
56209

60020

0 24 24

Name

HTTP Server Type and Version

ICMP Timestamp Request Remote Date Disclosure
Traceroute Information

DCE Services Enumeration

Windows Terminal Services Enabled

Microsoft Windows SMB Service Detection

Nessus SYN scanner

Web Server Unconfigured - Default Install Page Present
OS Identification

Host Fully Qualified Domain Name (FQDN) Resolution
Nessus Scan Information

VMware Virtual Machine Detection

Service Detection

Microsoft .NET Handlers Enumeration

HyperText Transfer Protocol (HTTP) Information
TCP/IP Timestamps Supported

Ethernet Card Manufacturer Detection

HTTP Methods Allowed (per directory)

Common Platform Enumeration (CPE)

External URLs

Link-Local Multicast Name Resolution (LLMNR) Detection
Device Type

PCI DSS Compliance : Remote Access Software Has Been Detected

PCI DSS Compliance : Handling False Positives
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AR (%) v e P i
ASSET _StandardClassificationTitleAB | {7 5cFutf 5 ¢ 340k | (7 scPaihif € 35 1E B4
P12 A HE F—38 AR DI 2
¥R -

WR D PRI § SRR A A B 0 T AHIE ) 2 Sadh G ALHE -

5L Wi L TS | B | geap
Code ¥ S CHAR() | PK

Title oy CHAR(20) | NN

R ir

ASSET_StandardClassificationTitleABC : {7 pefafid i € 34k p4 & & $g 4 —P

R EH (%) v PP % r
ASSET StandardClassificationTitleABC | {7 Fxfath2E ik § 35 | (7 Ptk € 3418
PAA s E—P PAA A% T HEHIE+
B 278 LHLEER -

Wl L R IRARE R A AN TR AR ) L S LAEHRR

W 5L W LA FHEES | B | HERR

Code o FB CHAR(8) | PK
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Title | o4 |

CHAR(20) | NN |

EE

ASSET_StandardClassificationTitleABCD: {7 pxfe -3 5 € 3+ p4 & A #f & — &

At o g (%) : s e # i
ASSET_StandardClassificationTitleABCD | 7 Fclatl 45 § 35 | (7 5caifif § 3515
TR P4 A A 5 A —a pAA &g o T IR
P+a ) 248 R
F}E o
WP AR R A A o THEIE D 8 2 Sl AR -
1 5 Ry FRRS | B | gERP
Code B - CHAR(S) | PK
Title “H CHAR(20) | NN
AL
ASSET MaintainHistory : B4 & 21 fF 4%
At b () s e i
ASSET MaintainHistory | P4 & 12 f 42
Wl AR AR AL - TFHIHE-TIMAEZL R - T
1 i 5L i LA R e B | HERP
=

AssetClassNo Pt A A5 CHAR(12) FK | M & %52 $57 P & - ex. “301010402002”

i 55 7] ASSET AssetList(AssetClassNo)
SerialNumber P A& Sk B CHAR(6) FK | 4 6 =#&%

B 25 3] ASSET AssetList(SerialNumber)
AssetName PAA LHE CHAR(20) NN
CreationDate vipaizE ¥ | DATETIME

2

MaintainStart aig4edsp ¥ | DATETIME
MaintainFinish aigdzdsp dp | DATETIME
MaintainCost AfZaig A~ | INT
MaintenanceOffice angE CHAR(8) AR AFRMEBIE S OE Al LA

AR
T
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[H4 8 @A B £ 4] @ PA_***

PA_INVENTORY: # & %

A B4 (%) i o #r
PA_INVENTORY HREE =

B e Wi L f SN B | fERp

INVT MATERIAL NO ¥ T S gL CHAR(10) | PK

INVT MATERIAL KIND 7L 1 CHAR(1)

INVT_INVENT_UNIT HLE H - CHAR(5) Ex. “MHY00”
INVT MATERIAL UNIT HLE = CHAR(2) Ex. “PC”, “ST”, ...
INVT LAST MON STOCK QTY | + B * B 5 & SHORTINT

INVT _THIS MON_REC QTY P SHORTINT

INVT THIS MON _ISSUE QTY | #* i»% 1 #c® SHORTINT

INVT THIS MON STOCK QTY | 4 ? (> p#ic® SHORTINT

INVT _TRAN _DATE ?2?2p DATETIME

INVT PUR DATE 29?00 DATETIME
INVT_AVERAGE_UNIT PRICE | T i5H i FLOAT

s

PR AR RE U SBATHERR L R
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PA_ MAST: 41 4

2f LA (%) ¢ 2 o =
PA_MAST A A

1 g = A TR B | &

MAST LAST JUNE STOCK VALUE | 2 &= ® R | FLOAT S LA E 9
MAST LAST JUNE STOCK QTY 2 &> 7 E5E | SHORTINT 4 L m e ?
MAST CONSUM_DATE AL p DATETIME " L4 ?
MAST PUR_DATE PEE P DATETIME = L4 ?
MAST TRAN DATE ER DATETIME " L m e ?
MAST OFTEN_USE oo CHAR(1) " L4 2
MAST STOCK LEVEL MONTH 'R F 4 i SHORTINT e L B ?
MAST EOQ EOQ i& FLOAT " L m e ?
MAST MATERIAL NO1 7 CHAR(2) " L4 ?
MAST NOI1_CATEGORY Nol &% CHAR(2) = ST
MAST KIND CATEGORY FEAE CHAR(1) Bl ERA RS ?
MAST MATERIAL NO HE S 5L CHAR(10) | PK

MAST_MATERIAL_KIND H a5 CHAR(1) NN

MAST MATERIAL UNIT HALE = CHAR(2) NN

MAST AVERAGE UNIT PRICE TiaH i FLOAT

MAST LAST MON_REC_VALUE + i ? REC & SHORTINT

MAST LAST MON _ISSUE VALUE L+ @2 gd & | SHORTINT

MAST LAST MON_PUR VALUE + i * PUR & SHORTINT

MAST LAST MON CONSUM VALUE | } B 7 j 4= & SHORTINT

MAST LAST MON STOCK VALUE FBEEGRE SHORTINT

MAST LAST MON _REC QTY + " REC# SHORTINT

MAST LAST MON_ISSUE QTY g g SHORTINT

MAST LAST MON PUR QTY 4% * PUR & SHORTINT

MAST LAST MON_CONSUM_QTY LR SHORTINT

MAST LAST MON_STOCK QTY FBrREEE SHORTINT

MAST THIS MON REC VALUE ~ 7 REC & SHORTINT

MAST THIS MON_ISSUE VALUE R AT SHORTINT

MAST THIS MON PUR VALUE ~7 PUR & SHORTINT

MAST THIS MON CONSUM VALUE | & * j'4£i& SHORTINT

MAST THIS MON STOCK VALUE > EGE SHORTINT

MAST THIS MON REC QTY ~7 REC # SHORTINT

MAST _THIS MON _ISSUE_QTY A gd g SHORTINT

MAST THIS MON PUR QTY ~7 PUR SHORTINT

MAST THIS MON_CONSUM QTY ENL e SHORTINT

MAST _THIS MON_STOCK QTY A EGE SHORTINT

MAST ACCU PUR QTY € HmE SHORTINT

MAST ACCU CONSUM_QTY e EE SHORTINT

MAST REQUISITION OBJECTIVE Y P SHORTINT

MAST REORDER POINT feitdp i SHORTINT

MAST SAFETY LEVEL Z2ruE SHORTINT

MAST _STOCK_OBJECTIVE ANER SHORTINT

MAST STOCK LEVEL BFoki SHORTINT
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MAST_REPLENISH_POINT Wt SHORTINT
MAST_LEAD TIME R CHAR(20)
MAST_OVERSEA g CHAR(1)
MAST BAD MATERIAL o CHAR(1)
MAST_WAR_MATERIAL &5 CHAR(1)
MAST WAR_SAFETY LEVEL IR SHORTINT
MAST WAR_SL _PERCENTAGE W& SLJ 4~ | SHORTINT
MAST_CONTROL_METHOD IR CHAR(1)
MAST _IMPORTANT MATERIAL €& AL CHAR(1)

s

PR L RS RN oA TR ERE S

PA_SPEC: 4Lt

R A (R P w R
PA_SPEC 7 A

AN it AL 5N Bt & wp
SPEC_MATERIAL NO AR5 | CHAR(10)

SPEC_CHINESE MATERIAL NAME R LA VARCHAR(50)

SPEC_ENGLISH _MATERIAL NAME A E =2 L4 | VARCHAR(50)
SPEC_SPECIFICATION 1R AR VARCHAR(100)

SPEC_MATERIAL UNIT HLE = CHAR(2)

SPEC_PUR_ORGAN PEYH CHAR(5)

SPEC_USAGE o H CHAR(20)

SPEC_CATALOG DATE DATE DATETIME

SPEC_REMARK VARCHAR2 VARCHAR(20)

s

PR Rt R S FREREN B TR S
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PA_TRAN: 2 %

L A (%) 2 e R it
PA TRAN 2

B e WL AL 5N B B
TRAN_CARD ID 2 4+ CHAR(1)
TRAN_ISSUE_UNIT PR Ry CHAR(5)
TRAN RECEIVE UNIT B H kg CHAR(5)
TRAN_INVOICE NO 23 B CHAR(4)
TRAN_INVOICE DATE 25 p g DATETIME
TRAN MATERIAL NO CHAR(10)
TRAN MATERIAL KIND CHAR(1)
TRAN ENTER DATE DATETIME
TRAN MATERIAL UNIT CHAR(2)
TRAN QUANTITY SHORTINT
TRAN UNIT PRICE FLOAT
TRAN AMOUNT SHORTINT
TRAN NO MISC FEE FLOAT
TRAN EXEC NO CHAR(15)
TRAN CASE NO CHAR(12)
TRAN FINANCIAL NO CHAR(6)
TRAN_EXCHANGE RATE = % FLOAT
TRAN_FEE RATE 7oy FLOAT
TRAN CONTRACT NO CHAR(12)
TRAN UNIVERSAL CODE CHAR(10)
TRAN BATCH NO CHAR(2)
TRAN OVERSEA CHAR(1)
TRAN PUR DEPT CHAR(5)
TRAN ENG NO CHAR(15)
TRAN WORK NO CHAR(12)
TRAN ACCOUNT NO CHAR(12)
TRAN CAR NO CHAR(10)
TRAN COST ITEM CHAR(6)
TRAN MATERIAL FROM CHAR(1)
TRAN USAGE TYPE CHAR(2)
TRAN N MATERIAL NO CHAR(10)
TRAN N MATERIAL KIND CHAR(1)
TRAN N EXEC NO CHAR(15)
TRAN N MATERIAL FROM CHAR(1)
TRAN N INVOICE NO CHAR(4)
TRAN N INVOICE DATE DATETIME
TRAN SU CARD ID CHAR(1)
TRAN SU ISSUE UNIT CHAR(5)
TRAN SU RECEIVE UNIT CHAR(5)
TRAN SU INVOICE NO CHAR(4)
TRAN SU INVOICE DATE DATETIME
TRAN SU MATERIAL NO CHAR(10)
TRAN SU MATERIAL KIND CHAR(1)
TRAN NO UNIT PRICE CHAR(1)
TRAN ABORT ITEM SHORTINT
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TRAN PROCESS FLAG CHAR(1)
TRAN TRAN YYMM CHAR(6)
TRAN AVERAGE UNIT PRICE SHORTINT
TRAN DATA DATE DATETIME
TRAN EMP NO CHAR(7)
PA TRAN DATA: 2 &

2 EH (%) ¢ 2 e "
PA TRAN DATA Th R

1 i 8k = L PR Bt Ewp
TRDA SU CARD ID VARCHAR?2 CHAR(1)
TRDA SU ISSUE UNIT VARCHAR?2 CHAR(S)

TRDA SU RECEIVE UNIT VARCHAR?2 CHAR(S)
TRDA SU INVOICE NO VARCHAR?2 CHAR(4)
TRDA SU INVOICE DATE DATE DATETIME
TRDA SU MATERIAL NO VARCHAR2 CHAR(10)
TRDA SU MATERIAL KIND VARCHAR?2 CHAR(1)
TRDA CONTROL TTL NUMBER SHORTINT
TRDA NO UNIT PRICE VARCHAR2 CHAR(1)
TRDA SIGN VARCHAR2 CHAR(1)
TRDA ABORT ITEM NUMBER SHORTINT
TRDR CARD ID VARCHAR2 CHAR(1)
TRDR ISSUE UNIT VARCHAR2 CHAR(1)
TRDR RECEIVE UNIT VARCHAR2 CHAR(1)
TRDR INVOICE NO VARCHAR?2 CHAR(1)
TRDR INVOICE DATE VARCHAR2 CHAR(1)
TRDR MATERIAL NO VARCHAR2 CHAR(])
TRDR MATERIAL KIND VARCHAR2 CHAR(])
TRDR MATERIAL UNIT VARCHAR2 CHAR(])
TRDR QUANTITY VARCHAR2 CHAR(1)
TRDR UNIT PRICE VARCHAR?2 CHAR(1)
TRDR AMOUNT VARCHAR?2 CHAR(1)
TRDR NO MISC FEE VARCHAR2 CHAR(1)
TRDR EXEC NO VARCHAR?2 CHAR(1)
TRDR CASE NO VARCHAR?2 CHAR(1)
TRDR FINANCIAL NO VARCHAR?2 CHAR(1)
TRDR EXCHANGE RATE VARCHAR?2 CHAR(1)
TRDR FEE RATE VARCHAR?2 CHAR(1)
TRDR CONTRACT NO VARCHAR?2 CHAR(1)
TRDR UNIVERSAL CODE VARCHAR2 CHAR(1)
TRDR BATCH NO VARCHAR?2 CHAR(1)
TRDR OVERSEA VARCHAR2 CHAR(1)
TRDR PUR DEPT VARCHAR?2 CHAR(1)
TRDR ENG NO VARCHAR?2 CHAR(1)
TRDR WORK NO VARCHAR2 CHAR(1)
TRDR ACCOUNT NO VARCHAR2 CHAR(1)
TRDR CAR NO VARCHAR2 CHAR(1)
TRDR COST ITEM VARCHAR2 CHAR(1)
TRDR MATERIAL FROM VARCHAR2 CHAR(1)
TRDR USAGE TYPE VARCHAR2 CHAR(1)
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TRDR N MATERIAL NO VARCHAR2 CHAR(1)
TRDR N _MATERIAL KIND VARCHAR2 CHAR(1)
TRDR N _EXEC NO VARCHAR2 CHAR(1)
TRDR N MATERIAL FROM VARCHAR2 CHAR(1)
TRDR N INVOICE NO VARCHAR2 CHAR(1)
TRDR N INVOICE DATE VARCHAR2 CHAR(1)
TRDR SU CARD ID VARCHAR2 CHAR(1)
TRDR SU ISSUE UNIT VARCHAR2 CHAR(1)
TRDR SU RECEIVE UNIT VARCHAR2 CHAR(1)
TRDR_SU INVOICE NO VARCHAR?2 CHAR(1)
TRDR SU INVOICE DATE VARCHAR?2 CHAR(1)
TRDR SU MATERIAL NO VARCHAR?2 CHAR(1)
TRDR SU MATERIAL KIND VARCHAR?2 CHAR(1)
TRDR CONTROL TTL VARCHAR2 CHAR(1)
TRDR SIGN VARCHAR2 CHAR(1)
TRDR_ABORT ITEM VARCHAR2 CHAR(1)
TRDA SEQ NO NUMBER INT
TRDA_STATUS ID VARCHAR2 CHAR(1)
TRDA _CARD ID VARCHAR2 CHAR(1)
TRDA_ISSUE_UNIT VARCHAR2 CHAR(5)
TRDA RECEIVE UNIT VARCHAR2 CHAR(5)
TRDA _INVOICE NO VARCHAR2 CHAR(4)
TRDA_INVOICE DATE DATE DATETIME
TRDA MATERIAL NO VARCHAR2 CHAR(10)
TRDA MATERIAL KIND VARCHAR2 CHAR(1)
TRDA ENTER DATE DATE DATETIME
TRDA MATERIAL UNIT VARCHAR2 CHAR(2)
TRDA QUANTITY NUMBER SHORTINT
TRDA UNIT PRICE NUMBER FLOAT
TRDA AMOUNT NUMBER SHORTINT
TRDA NO MISC FEE NUMBER FLOAT
TRDA EXEC NO VARCHAR2 CHAR(15)
TRDA CASE NO VARCHAR2 CHAR(12)
TRDA FINANCIAL NO VARCHAR2 CHAR(6)
TRDA EXCHANGE RATE NUMBER FLOAT
TRDA FEE RATE NUMBER FLOAT
TRDA_CONTRACT NO VARCHAR2 CHAR(12)
TRDA UNIVERSAL CODE VARCHAR2 CHAR(10)
TRDA BATCH NO VARCHAR2 CHAR(2)
TRDA OVERSEA VARCHAR? CHAR(1)
TRDA PUR DEPT VARCHAR?2 CHAR(5)
TRDA ENG NO VARCHAR2 CHAR(15)
TRDA WORK NO VARCHAR2 CHAR(12)
TRDA ACCOUNT NO VARCHAR2 CHAR(12)
TRDA_CAR NO VARCHAR2 CHAR(10)
TRDA COST ITEM VARCHAR2 CHAR(6)
TRDA MATERIAL FROM VARCHAR2 CHAR(1)
TRDA USAGE TYPE VARCHAR2 CHAR(2)
TRDA N_MATERIAL NO VARCHAR2 CHAR(10)
TRDA N_MATERIAL KIND VARCHAR2 CHAR(1)
TRDA N_EXEC NO VARCHAR2 CHAR(15)
TRDA N MATERIAL FROM VARCHAR2 CHAR(1)
TRDA N_INVOICE NO VARCHAR2 CHAR(4)
TRDA N _INVOICE DATE DATE DATETIME

R 3

WA ET AR i FRLHE 5 F
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[/2 £ #24ph 4 4] : CONDUCTOR_*¥**

CONDUCTOR Base: 7]#& £ 2 $

2t LA () v e %
CONDUCTOR Base )@ £ AL
(= 5 B = 4 PRt [ B | fERe
D% BB S5t LONGINT PK
Al
Station Bk CHAR(20) FK 3 > B B 3] Rail_Station.ID
AL
CONDUCTOR_Conductor: 7| & & i 4 3L
2R B Ckx) P S ey

CONDUCTOR_Conductor | 71| & & i 4 F 4l

BRI ABEBATHR e ARBEMBMIATTRE AAETHETBE G LM G

i o

A Wit f oL 50 B | gEEp
Driver ID & 75 e CHAR(8) PK

Name ¥ CHAR(20) NN

Email Address o ERE CHAR(60)

Hphone R CHAR(20)

Title BAL CHAR(20)

Mphone (S CHAR(20)

Address 3 hh CHAR(100)

AL
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CONDUCTOR Duty: »]# £ 3k i*

oA (%) | P e #3r

CONDUCTOR Duty | 7| & & 3%

WO B R R ARG - NIRRT

T W= FEES B [ BEAP

DutyID ¥ Fo g CHAR(20) | PK

Pairing Agir#tfp2 1 (f¥2 | CHAR(20) | FK | B % 3] CONDUCTOR Pairing.ID

Service AgFrerE B2 8 | CHAR(20) FK B¢ 755 3] Service_Service.Number ©
FARBAHED > blde T2
ZRLBY ) R
e

Type S CHAR(20) PERBPET AR L - &
T B R DR
B F HIXRLEY -

Mileage R AR AR LONGINT Hpoacx

Time RIrpER LONGINT HixAr4

NormalTime - AL pE R LONGINT H w4

ChecklInStation BTy B CHAR(20) FK B¢ 75 3] Rail_Station.ID

CheckInTime BripE LONGINT

CheckOutStation QT B CHAR(20) FK i# 2% 7] Rail_Station.ID

CheckOutTime QLTI LONGINT

Fre
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CONDUCTOR _Pairing: 7|# £ 1

Lt oA (%)

v

o %

CONDUCTOR _Pairing

>
7B £ 1 iFrL

% k4 (Duty)#r= 2 F A
22

L

[

WP 1B L3 (eFLe L farDuy) S 2 f AR £

T W= FEES B [ BEAP

PairingID 7 1 (FFL % CHAR(20) PK

Base 2 LONGINT FK * 1 EFTA 2 AR BB F
Conductor Base.ID

PairingName 1 iFrT2 LA CHAR(20)

DrivingTime R AEPER LONGINT Hi048

NormalTime - AL LONGINT Hi=r4

ShuntingTime md pE Ry LONGINT 048

WorkingDays a2 ivp # CHAR(7) EHPIEHS > I=HF 0=
W oe B 0111110=% #F - T T 3
72 pB o

DayBeforeHoliday Gl 1 (T CHAR(1) 0= i — p &M 5 1= 6]
- P HF S -1=h] R - p B

DayAfterHoliday B Bfs 1 1% CHAR(1) 0= G| B — P &M ; 1= 6
8- PRF;-1=0]EE - p By

Remark B3 CHAR(20) Can be any additional information

AL
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[#4% 3% mip 4 4] : DRIVER ¥+

DRIVER Base: # #% R zL#

Ife LRk | P 2 e %3

DRIVER Base PR A

T Wi AR B | HERP

D ¥ e SBh A 4 LONGINT PK
Al

Station B xh LONGINT FK A3 > B 5% ] Conductor Base.ID
NN

HRr

DRIVER Driver: % f # % 7

A ACELE o T

DRIVER Driver

PERE TR

PREM AR F TR

o

ARBEHIHL AFFRE AL EFEBE BRI IRM AL -

g Wi e A FREES | BE [ R ERP
Driver ID B PSR CHAR(S) PK

Name T CHAR(20)

Email _Address TR CHAR(60)

Hphone oRE CHAR(20)

Title BA CHAR(20)

Mphone < % CHAR(20)

Address IR CHAR(100)

KL
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DRIVER Duty:

ST

At of (x) |72 wp %3t

DRIVER Duty | # 1% f &%

e e

F R IEG - K AERFIE L 5T

T Wi oA FEES B [ BERP

DutyID ¥ Fo g CHAR(20) | PK

Pairing *f iz 1 ' 51 | CHAR(60) FK B¢ 75 3] Crew_Pairing.ID

Service AgFrerE B2 8 | CHAR(20) FK B¢ 755 3] Service_Service.Number ©
FAERBEHEDE S e T D
FRL BT PSR R
F=-

Type A 5% CHAR(20) PERBPET AR L - &
T B R DR
P E R IR ISR

Mileage Afir2Ae LONGINT B

Time 3k A3 pF R LONGINT Hrs4

NormalTime — g PR LONGINT ¥4

ChecklInStation BTy B CHAR(20) FK B¢ 75 3] Rail_Station.ID

CheckInTime BripE LONGINT

CheckOutStation EESE 13 CHAR(20) FK i# 2% 7] Rail_Station.ID

CheckOutTime LFIPEE LONGINT

ALt
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DRIVER Pairing: # # i 1 e ¥z

a2 TGN e %3t
DRIVER Pairing | 7 4% f 1 (¥5L = Fir(Duty) 7+ 2§ F &
&

W AR 1 rFL 2 faDuty) 2 A B S

T W= FEES B [ BEAP

PairingID 7 1 (FFL % CHAR(20) PK

Base 2 LONGINT FK * 1 EFTA 2 AR BB F
Conductor Base.ID

PairingName 1 iFrT2 LA CHAR(60)

DrivingTime R AEPER LONGINT Hi048

NormalTime — g LONGINT Hi=r4

ShuntingTime md pE Ry LONGINT 048

WorkingDays a2 ivp # CHAR(7) EHPIEHS > I=HF 0=
W oe B 0111110=% #F - T T 3
72 pB o

DayBeforeHoliday Gl 1 (T CHAR(1) 0= i — p &M 5 1= 6]
- P HF S -1=h] R - p B

DayAfterHoliday B Bfs 1 1% CHAR(1) 0= G| B — P &M ; 1= 6
8- PRF;-1=0]EE - p By

Remark B3 CHAR(20) Can be any additional information

AL
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[Rriiphf £ 2] : DS ***

DS Parameter: # R 1 1¥5T

'S

I EE p

DS Parameter PR BT g

PP 748 R #rionddic DS = DriverScheduling

TS W=t A FREES | BE [ RER
ParameterName 7 S b A CHAR(20) PK

Group Fie CHAR(20)

ParameterValue PSS Jik CHAR(20)

Remark e CHAR(20)

AL
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[ 4 a2 $2] 1 RAIL_***

RAIL_ATPSensor: ATP g &+

Il gl (k%) |92 o ey

RAIL ATPSensor ATP R s+

B E LR M ATP B -

T Wi L4 FRRS [ BE [ BERP

DE SBE CHAR(20) PK

SensorName BB+ D Lf CHAR(20)

Link i 2 CHAR(20) FK AT end sh s ME T
RAIL Link.ID

LocalPoint EXC0iN CHAR(20) ABRHBEF Y

Object FNE LONGINT FK B 75 3] Asset Object.ID

Order g B SHORTINT 1 85 FEvEkis- BRRBRF 208
2,3

Signal 82k CHAR(Q20) | FK | #r4fersizs o B o5
RAIL Signal

Direction FE e BOOLEAN AT F R E PER S e o g
=g {7 r % ] :@ 7

AT

it 3-30




RAIL Curve: #iig enT o &

IR efE (k) [ @@ o ey
RAIL Curve g en d AR

1 i 5L i - A T Bl | gEwp

N e SINGLE PK

TS % o CHAR(20) % P& LocalPoint

SC P CHAR(20) % P& LocalPoint

CS A v CHAR(20) %P LocalPoint

ST A v CHAR(20) %P LocalPoint

D [&n R INT

R [&en A INT

S [ &en T 45 INT

Radius b L g SINGLE Hizox

IsRightTurn £ E+ BOOLEAN FL g Pl 2
SuperElevation 73 SINGLE H > mm
TransitionCurve d RER SINGLE Hpoc

CL 4 i CHAR(20)

CLs s CHAR(20)

DesignSpeed Bt SINGLE Hipa ) pog
AL

RAIL InsulatedJoint: & % 3% 2p

AR EFE(kk) ¥ B =

RAIL

InsulatedJoint

GG

PUE P F MG IR S P TR L B iRl e

Fli- BESHEEF VaFFE7 Falink FRteB L3

LocalPoint ## i~ °

i B iy 7o Bt | f&wp

N Sl CHAR(20) | PK

LocalPoint T B CHAR(20) NN AFGERE
Link i i CHAR(20) FK B i# 7| Link.ID

Object it LONGINT FK BE 85 3] Asset Object.ID
AR
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RAIL Interstation: =k fF

R EH (k%) ¢ o2 S P
RAIL Interstation =+
1 2 5 Wi &R PR B | HERP
ID 7 P Sl 4 LONGINT PK
Link oy CHAR(20) | FK | # % 7] Rail Link.ID
Tracks g LONGINT 1=H & > 2= > 3== & » ikt
M
NameC Ve A CHAR(20)
NameE e L4 CHAR(80)
AR
RAIL Line: %2 %]
R ) | 3 wn i
RAIL Line A5
WP AR L ARY AR AR REEF
1 2 1 50 1 & A FRRS Bl | HEREP
D 7 BB el LONGINT PK
Al
LineNameC Vo] LA CHAR(20) RISPE I TR I A
LineNameE B A LA CHAR(20) AR e M EE
ALt
RAIL LineLink: 42 %] :q 2 4 pR
%f%,f_'f(*) v HLp %31
F—

RAIL LineLink

S| 8 R

S

cANZJpik Link ¥2 Line e 5 ¥ 5 B % o

— i Link ¥ ™ B3 % 18 % ¢ Line o

e Eh Wit H e B | HERP
D 7 by LONGINT | PK

Al
Line e LONGINT B 55 ] RAIL_Line.ID
Link S CHAR(20) B 5 ] RAIL_Link.ID
O
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RAIL Link: i %

A AR wp %3t

RAIL Link i AN RAN S N 1114

T Wi L4 FRRS [ BE [ BERP

D ¥ ey CHARQ0) | PK | 2 s fri— %is

IsStation Eol - IS BOOLEAN NN dozb @ oskh oo P L oRERF

Station B CHAR(20) FK i 73 ] Rail Station.ID, % 242 =t
Rlz v

InterStation R CHAR(20) FK i# 256 3] Rail InterStation.ID, % 2t
ez e

Length £ B SINGLE AB AR LR HiD
Lo M ERT ZEMNH b'L'r}i,]‘
segment & & 2. fv o

X X A SINGLE boBH X Ak

Y Y B SINGLE ALY R

MapMileage 2 fe ik SINGLE ¢ EEY f fic

AL

RAIL LinkConnectionPoint: :# s 2k

I LA (%)

F]‘J

RAIL LinkConnectionPoint

it

b B

BRARET 14 5 B Link @42

1 i 5L i - A T Bl | gEwp

o % S CHAR(20) PK ENICRCAL S
Remark WL CHAR(20)

ALt
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RAIL LinkEnds: i# %223 S gbipddkz 5 4 5 Bl %

I AR (k%) |9 o i
RAIL LinkEnds | i3 2&:d $ehipsddz § 4
A
P 0 & B Link 3 % % LinkConnectionPoint °
% & LinkConnectionPoint # 12 i # % % Link
F 2t 22k p|=# B LinkConnectionPoint & :& 3% 2 1 Link o
1 2 5 = S A TR 5 B | HERP
D ¥ e CHARQ20) | PK | 2 i fri- %t
Link T CHAR(20)
LinkConnectionPoint | Link =i 425 CHAR(20)
SideA eI R BOOLEAN AL Ll AARE Y S

2% Link f2if 5 4 230 &t @
EF 5 RART AR e FAA
Rl 5 B %% Link 44 48
BRSBTS RGBS A2
b UL 3 R AR

B LA (k%) |9 3 e %

%
RAIL RelayHouse | #% % %

Pl g iR By MR E o By - B o

B R E 1 = A TR Bl | §ERP
- i CHAR(20) |PK | /iki
Station ¥ 2 sk CHAR(20) FK i 7% 3] Rail Station.ID
NN
Direction > INT FeiTlim o w o 0="Ebhail

S |=Edhenf 2w > 2=E fh
gl o 0 3=E fhenf o

LocalPoint T B AR CHAR(20) BT EE2 =% > 5 LocalPoint °

s
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RAIL Route: &

AR efECk*x) | ¥ = P =

RAIL Route B

P

5 Wi & TR Bl [ fEwp

D # oBh CHAR(20) PK | 2 )k svi— %

Link i CHAR(20) | FK | #:&p#i/f2 Link » B 5 5|
Rail Link.ID

IsHome HFAE BOOLEAN F=itr » B4R

MainSignal e CHAR(20) FK | B # 5| Rail InsulatedJoint.ID

SignalAspect B SRR T CHAR(32) TUEBHIE B 0 Bl4e"GY,R" 2
HYY’Y’RH

Description Fy it CHAR(20) w3

(I

RAIL RouteTrackCircuit: #uig & B 22 882 B 1%

2R LA (k%) P E s

RAIL RouteTrackCircuit | #13g T B 22 B EL B 7%

B Tz FRES [ BE | HERP

o % B CHAR(20) PK % KrE - Yig

Route B CHAR(20) FK B# 25 3| Rail Route.ID

TrackCircuit L RT g =S CHAR(20) FK B 25 3] Rail TrackCircuit. CircuitName

Order g B INT T TR AERZERE D | B
L

AL
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RAIL Segment: #if 4% £

AR AR (k%) | ¥ = P %3
RAIL Segment FLig B o PUL kB B BUruB R

B gt D kY B BOOMBEL 0 ALE TR BT % G ARE .
ME A % L LocalPoint » 4~ Rail SegmentEnds

B B i FEES | B [ BERP
D 7 K% CHAR(20) PK >k KerE - Hngb
TrackCircuit E R CHAR(20) FK i# 25 3] Rail TrackCircuit. CircuitName

AAREAT 2 U B B A B
B L R TR R A R

Kir
RAIL SegmentEnds: #1if 56 & % 32 & 4R
2 e (k%) i o i

RAIL_SegmentEnds FUE R T B R

PP A A4y i AE Segment £ 24 8L LocalPoint fF e % ¥ 5 BE 0% o & - REG 2 BrhE
FP kAP g 2L T o

BEr Bt if FRES [ BE [AEwr

D % KoL CHAR(20) PK Dk SrE— Yrh

Segment FLIE SE CHAR(20) FK ¢ 7% 31| Rail_Segment.ID
LocalPoint F R CHAR(20) FK R# 2% ') XY _LocalPoint.ID
L
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RAIL Signal: #5354

%’féf—-ﬁ-(**) ) B %

RAIL Signal Bk

T Wi LA FAERS | B | HEaP

D% B CHAR(20) PK TR BE

SignalName ¥ P 2 CHARQ20) |NN | % - 2 sp & spff ovi-

Link % B CHAR(20) | NN | #7452 i@ % » B % ] Rail_Link.ID

FK

Type 35 CHAR(20) Bl AT ¢ 1= s 5L km%%
woﬁg » 3= BEE%&“P'U% v HoAp ] 10 ﬁ;ﬁ
ris ﬁ i

LocalPoint B A CHAR(20) FK B 85 3] XY _LocalPoint.ID
g2 =% % LocalPoint & 5381 B
% i Link 593 f o RIGF R < i B 5L
3647 §F2 Link °

Object it INT FK B 25 3| Asset_Object ID

Direction TiE3 BOOLEAN % BRI 2 (Fig S % > H=0F
7 E=iE

AL

RAIL Station: # k

A AN wp %3t

RAIL_Station B s

TR WA FERES | B | BERRP

i

D ¥ iy - CHAR(20) PK | &5 - & #p N2 5 v

Link @ CHAR(20) | FK | B % 3] Rail Link.ID

StationNameC e 2 LA CHAR(20)

StationNameE HE2 LA CHAR(40)

Rank # oAb F s LONGINT

CodeATP 258 :k & ATP & soeha® | CHAR(20)

CodeCTC E - C & Buendhes | CHAR(20)

CodeTicket B b AITE K L CHAR(20)

Object it INT FK | B 23| Asset Object.ID

Track L i INT B b P

AL
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RAIL TrackCircuit: #uig 7§

R EH (k%) ) S .
RAIL_TrackCircuit g TR
PR W g FREES B | BEas
B
CircuitName E ERTI a CHAR(20) PK | &5 - & #p N2 5 v -
Link @ CHAR(20) | PK [ ##/¢ilink » B % 5] Rail Link.ID
FK
Platform LI INT 0=2 92 5 ~1=f2% 1 % 5 » fkt
e
PlatformSide LS gl CHAR(2) EFHAEY LA ERL AR
Track B L CHAR(®4) FAOGRT VK
Type A INT =2 F & ~2=3l & ~3=flm -4
RN RS A
CanStop 277 ®m BOOLEAN
Object FAE INT FK | B 23] Asset Object.ID
EffectiveLength 3 SINGLE Birae w3
CurrentIn oo~ BE CHAR(20) FK & 25 3] XY LocalPoint
CurrentOut T oo gk CHAR(20) FK | B3| XY LocalPoint ?
(s
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RAIL TrackCircuitlnsulatedJoint: #uif & B2 & S 4% 2f 4P i 3% 1 PR

At A (k) s e #i

RAIL TrackCircuitInsulatedJoint | #13f & B &8 5 5 4525 4P rEE - TR LI
S TR FLREZGEGR

WP AL E - ?7}»’ B R BRE G GREF - BM R

- B TRI PR BEGIEEE -

- BEGRFI AR BRETE S A RAR2 B -

= %5 Wit | FRRS | B | feRp

TrackCircuit #usg T B | CHAR(20) | FK B# 75 3| Rail TrackCircuit. CircuitName

InsulatedJoint 4% #&E | CHARQ20) | FK B# 25 3| Rail InsulatedJoint.ID

Link @ CHAR(20) | FK B 25 3] RAIL Link.ID

AL

RAIL Turnout: i %

IR w g

RAIL Turnout b

T Wi L FTRES | BE | RERP

TurnoutName gy CHAR(20) L — B ek L oeE—

Station B CHAR(20) N A3

LocalPoint EXo0iN: CHAR(50) %A f T ¥ 2 LocalPoint

Type 35 CHAR(50) i< Al

Number i A2 Bk INT

TrackCircuit PLE TR CHAR(50) BRIV L O AR R =

StraightTrackCircuit | %_i* 2 #if T # CHAR(50) FEAED A T L2 duE

TR

NarrowEnd & a2 g T | CHAR(S0) mE R T e T L2 PLE R

SpeedLimit i rY SINGLE Hirxpgan

Object i INT FK R 255 3] Asset Object.ID

ALt
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[ dmin b 4 6] @ RS_*+»

RS_Base: # A

T e e %
RS Base L
T ¥ = 0 FRES | BE | HERP
D% IR LONGINT | PK
Al
BaseName A LR CHAR(30) Blde T3 74 B
Station B zh CHAR(20) | FK B 25 ¥| Rail_Station.ID
hr:
RS_Car: #2864 & -8
B RO [ 2 o i
RS Car e R
L AR Wi s TS| B & wmm
D% B R CHAR(20) | PK
AssetObject Jr 12 LONGINT | FK M 75 3] Asset_Object.ID
Type a8 CHAR(20) | FK B % 3] RS_CarType.ID
Base fie B 2k LONGINT | FK A end gmik e o B 9 3] RS_Base.ID
Remark B3 CHAR(20)
BL:
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RS_CarType: 2t# 4 & §m| 3¢

Ife L (xk%)| ¥ = wm %

RS CarType B R P

T ¥ = 0 FRES | BE | HERP

D% B A CHAR(20) | PK

TypeName A B CHAR(20) B A5 &4 b)4e FPK10500

TypeDescription B CHAR(20) Blde T p & ESRE

Seats J i Hc INT

Class E3CN CHAR(20) blde TEp e d  Tavzd T4%8
"i728 TR R

NetMass F8FE SINGLE H x5 o

FullMass U SINGLE Hix L oeg

Length £ R SINGLE B35 or

SpeedLimit FLAAY SINGLE - QLA I o A |

X

RS_Locomotive: # 4 & 5 ¥

R pf (k) [P 2 P % 3

RS Locomotive il i

A T FRES | BE | RERP

D% B R CHAR(20) | PK

AssetObject EAES LONGINT | FK B 75 3] Asset_Object.ID

Type U LONGINT | FK B 25 3] RS LocomotiveType.ID

Base P2 LONGINT | FK “rhfend §mik e o BB F] RS Base.ID

Remark (e CHAR(20)

ALt REE S EWMA I A HmE D LT GRS o e pINEnEd B

it 3-41




RS LocomotiveTractiveEffortType: # & 3|5\ &2 % 5148 W] ¥4 R
24 oA (k%) = w i
RS LocomotiveTractiveEffortType | #% & A1V &2 % 5148 %] | 8 |0 51495
Eagid e Sl
R e T R R ERE L ERIE L SNt
e -
- Z5lfa% ¢ 7 Bfd? B A5 .
B Wi L AL e &
D% B CHAR(20) | PK CHAR(20)2. o f8 2R ?
LocomotiveType 4 B AN LONGINT | FK B 25 3] RS LocomotiveType.ID
TractiveEffortType % 35145\ CHAR(20) | FK fod B35 3]
RS LocomotiveTractiveEffortType.ID
Remark 3 CHAR(20)
Br:
RS LocomotiveType: #+ 4 #% & 7| ;¢
B pAE (%) E o %3t
RS LocomotiveType i A
i AN Wi & fE TR Bl | §EEP
DE p B Bl 4 LONGINT PK
Al
TypeName A3 R CHAR(20) #2454 bde EMUS00
Electric CEE - ] BOOLEAN EEL74 8
Seats J i+ Hc INT
Wheelchair ¥ Hk INT
NetMass T8 FE SINGLE HrionT
FullMass TaFE SINGLE Hi=%d o9
Length £ R SINGLE Hior
SpeedLimit iF SINGLE HFrixz | @pan
InitialResistance Db pe 4 R SINGLE Hi>4%F02 -
InitialSpeedCritical RIR. 3 LRI =Y 0 3 SINGLE Hi-ipggon
A FEe4 25\ A#ca | SINGLE
B R4 oV i#icb | SINGLE
C fFRE4 25 e | SINGLE
D FEpe 4 58 AEicd | SINGLE
——
(1) T2 ~RM2 LI AHhed L3364 0 Furijprss o
) g‘?gg_é o AT Bl PP p RS 1248 0 AL G- TFR
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RS_ OperationTime: # 5148 %] 2 i& {7 pF [F

IH LAl (k%) |2 wp i
RS OperationTime | % 3/ fa%|2. & {7 | 231 AW F - EREEFER - P THRTE
P R B hpE Ry

WPk dond - XFRL - BN AY - LRTEY - U THATE R OER > %
AR Bd B BRFME S NH W
W r s 2 FREES | Rl | fRee
DT BB B A LONGINT | PK

Al
TractivePower F51484) CHAR(20)
RouteTrackCircuit U R RL-ERR 8 CHAR(20)
Time P INT A
TimeSS B e PRy SINGLE B (5 3L E A
TimeSP il pERY SINGLE B B A
TimePS WP SINGLE WiB A REE L
Type BT SINGLE FEAE D O=37Uf TR e sh o

E 5 BE ~9999= 2 if il (| iF
FpEo) s Hos e i

RiL: FB R AR B A A o e fh- LAl MR FAT -
RS TractiveEffortCurve: % 514 & B (24 4
B A R4 (K F) E " %5z
RS TractiveEffortCurve F514 3 FHGY M
i A Wi & fE TR Bl | §EEP
DE P Bl 4 LONGINT | PK

Al
LocomotiveType ¥ A 5% LONGINT FK B B8 RS Train LocomotiveType.ID
Speed @ % SINGLE Hi=&fjox
Force %514 SINGLE o d
BL:
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RS_TractiveEffortType: % 31748 %]

RS TractiveEffortType F 51489
T i oA PR | B | fERp
D% B il 4 LONGINT | PK
Al
TractiveName 314w LA CHAR(20) H4c "E % @ B"
B
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[x144p# 4 ] : SERVICE_***

SERVICE Mission: & =t f & #h2 34l

FHe LAk (%) 02 g .
SERVICE Mission Bz TR
i LAt ey AL 5 1 N
D% poE Sl 4t LONGINT PK
Al
Service = CHAR(20) FK B# 75 3| Service_Service.Number
NN
Station Bk CHAR(20) FK B# 75 3| Rail_Station.ID
StationOrder =+ 5 INT R N B O Y
Mission [E 53 CHAR(20) T irde i
DewlITime % o R SINGLE 0 57 % o
TractivePower % 3148w LONGINT FK B i 7| RS TractiveEffortType.ID
g oAk AU EEATR F hd 3lE ] o
K@ AIE o
IdealArrive 19 18 P =L pE R CHAR(20)
IdealDeparture BREHER CHAR(20)
Remark [ CHAR(20)
AL
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SERVICE_Service: 2 =

YT ACT) E w %
SERVICE _Service B =
WP AR R - S FA S RS S 106 A B K
Bern W f TR BE | e
Number ¥ EY T3 CHAR(20) PK
DateSet p Hp TIMESTAMP 2 AB ep o TR S
arﬁﬁ#péi%&’ﬁfffgﬁ*%%"
FEHB LRS- R LR
e w0 — B o
Type A3 INT 1" 5",
2:"E k",
3: g @
4ng B,
5:"REA"
6: " BN,
7o e,
8: "%, \6 ﬁ H
20,
2"E "
Frequency 4 CHAR(16) 00110011 :# - F& 5 58 13 &4
PR AL ERIEP o 1=FF
0=2F o 20 5 e d o
IdealDeparture IP R B PR SINGLE
Remark #ix CHAR(20)
HiLe
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SERVICE RollingStockRoute: e i& *

SERVICE _RollingStockRoute S B 3E
i RuARe Wi L AL 5 B | f§REP
D% poE Sl 4t LONGINT PK
Al
Route EE RS CHAR(20) 54 K33AB
DateSet p g Date 22 AER cp oo TR AP LRT
oMt SHHEE LR
Bo R PR RT R - K
Mission E22 CHAR(20) Eiade it o Bde T w i
Base & B INT FK B 2 ] RS Base.ID -
Locomotivel LI B U | INT FK B id 3] RS LocomotiveType.ID
Locomotive2 # 4 B AN 2 INT FK B i ] RS LocomotiveType.ID
Locomotive3 4 B A3 INT FK B i 7] RS_LocomotiveType.ID
Mileage TH 2 42 float AFH TR D2 Hoo B4 1733.2
Remark [ CHAR(20)
A AP RheFr oW AT €T BER t4cl i@ * SPK & TPK - E“—%T FEMUS500 ~
600 ~ 700 ;> Flpt A £ g 7 3 fEd 4 B AN g o
SERVICE_RollingStockService: %28 * % 2 B =t 2. FHl
e LA (k%) ¢ 2 o %
SERVICE _ RollingStockService Yole 3B * B X
B Wit H TN A E T
D F PB4 LONGINT PK
Al
Route E*OEG CHAR(20) FK i 7% SERVICE _
RollingStockRoute.Route
Service = CHAR(20) FK & 255 3] SERVICE_Service.Number
ServiceOrder g = INT AB XL AREY E B BEH =
Maintenance aig CHAR(20) ZRNAND X EFRBIEP > e
"Hete T T T Sk s
Pebdf ) EF o AP 553596 o
%3L: Route #f e BT &4
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[ Z4pR £ 4] : TICKET ***

TICKET Ticket: & &

T e wp %
TICKET Ticket AR
kg i 2 A TR Bl | HEEP
N Py CHAR(20) PK
StationFrom &k CHAR(20) FK B# 75 3] Rail_Station.ID
StationTo T & xh CHAR(20) FK B# 255 3] Rail_Station.ID
TimeFrom B bR TIMESTAMP
TimeTo RHEAN = TIMESTAMP
Type Al 0 CHAR(20) FK B L fE4F > B9 ) Ticket Type.Type
Service & =% CHAR(20) FK gk end = o BB T
Service Service.Number
Remark % iz CHAR(20)
ALt
TICKET Type: # £ 33t
At EAE (%) [P = e #i
TICKET Type g LA
g i 2 A TR B | EEP
Type ¥ SIS CHAR(20) PK
Remark % iz CHAR(20)
ARt
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[§ %73 s ] @ TRIP_***

TRIP Car: § %

(7B pEATR Y chzbds 4 B g

a2 R wp A3t
TRIP _Car FEED PR b d B g s S IM G
T W o4 FRES Bl | Ewp
D% i CHAR(20) PK
TripRecord 78 % CHAR(20) FK B# 75 3| Trip_Record.ID
Car 24 B gm CHAR(20) FK | #ffé * cnzhds 4 & 4m > B 5% 5
RS CarID
Order Mg B INT L
Remark % iz CHAR(20)
AR
TRIP _Locomotive: § % {78 p##7i# * chfis 4+ 8 5 o
3 1k & L5 s 22 m £
e oA (k%) V ol s

TRIP Locomotive

v
T LEl R L

s TR FHRES TFEE

D% B CHAR(20) PK

TripRecord 78 &k CHAR(20) FK B¢ 255 3| Trip_Record.ID

ScheduledRoute Yo JE3E 3L INT FK & 255 SERVICE _ RollingStockRoute.ID
LR e ER

Locomotive B4 2w CHAR(20) FK FrEATRH e 4 B gm o B T
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Order Mg B INT A > ARSI F3 (H4e
Fhg Ay AF-F 52 2(h
4o EMUT700) B2 i % A f o

Remark % iz CHAR(20)

ARt

it 3-49




TRIP Record: - 4pF %78 o5 - 8 sb 3b ik &

T e wp Wi

TRIP Record E-ARREFED A% - B AR

‘;E %’\}_

W R W A TR e

D # Y B CHAR(20) PK

Service B = CHAR(20) FK B# 75 3] Service_Service.Number

Link i CHAR(20) FK B LR BT
Rail Link.ID

Mission = i% CHAR(20) BT

HomeRoute FCALANS ST = CHAR(20) FK %+ Rail_Route.ID o 3 * i F it
2. Link 228 =P A4 5 2k X
§ LA

LeaveRoute RHEAR SH-4 =3 CHAR(20) FK 2}* Rail_Route.ID o & & & F it
Z_ Link 228 =h R A F 5 2b PR
§ i

DewllTime i = P R SINGLE FEREPER o0 SR IR o

TractivePower F 5148w CHAR(20) Awd Aeb D g pEer * chi
1% o b AT o

Driverl PR 1 CHAR(20) FK B¢ 25 3| Driver Driver.Driver ID

Driver2 PR 2 CHAR(20) FK B 9% 3| Driver Driver.IDe 3 & &
TREC PR (PR
) RPREES -

Driver3 PR 3 CHAR(20) FK B 9% 3| Driver Driver.IDe 3 & &
FERZEPHBAREER -

Conductor 7| @& £ CHAR(20) FK & 255 3] Conductor_Conductor.ID

PassengerBoarded P BT A INT

PassengerAlighted T Bk E A #K INT

ScheduleArrival FT 4 ehF) xh pF TIMESTAMP

ScheduleDeparture FL4 ehff B pERR TIMESTAMP

HomeRouteTimes BHEPGE TR CHAR(20) PR LR R R
PTA PER > SRR > B
Bt ARkt - B RE TR

LeaveRouteTimes by TR PER CHAR(20) P b eniR B b A U TR
EFTAPER o A BURER o (s
EAe PR B (S - B RER
SpE o

CTCAurrival CTC #:EpF iy TIMESTAMP CTC & serriesradsE R 4
i -@ "Lk'%;up'uﬁﬁf-&ﬁ&

CTCDeparture CTC #ppatp5 TIMESTAMP CTC %k suiricrendsb B > 5
W F AR

ATPArrival ATP & & pF iy TIMESTAMP ATP i ¥eétiedhenie d pr o 3
Fied QA LA ED *&E‘i‘ﬁ“

ATPDeparture ATP fzds p ¥ TIMESTAMP ATP % Sodricrafad pr iy -
HiRd Pl AFE AR e
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ATPFile ATP % 4% CHAR(20) A K ATP & 4321 & —F{,‘ ~F
Bz e e BT o

Remark [ CHAR(20)

TrainWorld1 Rk CHAR(20) * 1 % TrainWorld & *
TrainWorld2 F R CHAR(20) * ¥ 5 TrainWorld & *
TrainWorld3 & CHAR(20) * 1 % TrainWorld & *
TrainWorld4 R CHAR(20) * 1 % TrainWorld & *
TrainWorld5 & CHAR(20) * ¥ & TrainWorld & *

Bar: (DB [ BEPEE 0 Fla dh DAk LBEER > AL R R BLER > i d B e edam
(Q)#3) ATP I 2 sppFFdrim st B » @A kjash (5 2 kst o
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[T aEiphl £ 48] @ XY ***

XY GlobalPoint: 2 3 & %

e e Ok i P i

XY _GlobalPoint AERE P - BEG A AR TR o

WP 2B R EER A -

1 1§ = A T Bt | fEmm

DE ¥ CHAR(20) PK

X X Bt SINGLE oAb X B

Y Y % SINGLE Lo ENY B

Wi AR G E P RAIL LINK £ #4 ¢ > & £ 47557 4%

XY LocalPoint: % 3 i %

IR (k%) E o %3

XY LocalPoint W 3 g - B RB RS gL o

E

L A W A T Bl [ @Eam

D% ¥ CHAR(20) PK | sn-kss

Link By CHAR(20) FK | B % ¥ RAIL Link.ID

GlobalPoint ¥ 258 SINGLE it % %% % 7 GlobalPoint

X X Btk SINGLE &3 Link 50 X B1E(2 ) Anfar
GlobalPoint

Y Y 2 SINGLE 3% Link 1Y AfR(2 ¢)

Track g SINGLE 3% Link 95 3¢

MileageA 2 i A SINGLE 9 AR T Ak o A 4 Sl 2T
3% % i MileageB, MileageC % % -

MileageB 244 A SINGLE 2R T U o F kBN 2T
"1 % 5 MileageB, MileageC % % o

T
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[¢ 24ph &) 1 Z_***

Z component: - i*

34 LA ¢ < s % i
Z_component s

e B i B A TR B £ Hp

component_id B LONGINT

component_code i B CHAR(50)

model id B2 S5 LONGINT

component_name ~ it L CHAR(254)

component_material | i 3} CHAR(50)

component_desc it A Fr

ALt

Z Contractor: K& 73

34 LA ¢ < s % i
Z_Contractor Ke @

T i 5L 1 i & A N (e &P

contractor id K e T s LONGINT

contracotr_name KEF LA 1

AL

Z doctype: = it 7|3\

L L E o % ix
Z doctype v @5

5L i A PR B £

doc_typeid AR LONGINT

doc_typename 2 EA L CHAR(50)

AR
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Z documents: = i*

XAt i A % 3
DOCUMENTS < it

kg i 2 A TR Bl | HEEP

doc_id > 1% 45 FLOAT(18)

fac_id % FLOAT(18)

doc_name v LA * Fr

doc_path < RS X i

doc_url 2 iyt A AT

doc_typeid 2 AN e LONGINT

ALt

Z fac kind: & *& {5

Xkt i A %3
Z fac kind K FEAE

kg i 2 A TR Bl | HEEP

fac_kindid 2K % 84T LONGINT

fac_kindname Bk CHAR(254)

fac_stypeid A v LONGINT

fac_kindename EXEREE S CHAR(254)

AR

Z fac stype: & Fv

4 LA ¢ 2 w g3
Z fac stype A Fr

B - LA T B | HERP

fac_stypeid A & LONGINT

fac_stypename * Fv CHAR(254)

fac_typeid 225 A N B LONGINT

fac_stypeename A & CHAR(254)

TR
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Z fac type: 3K A 3¢

34 LA ¢ < P % o
Z fac type EScFy

b A Wi 2 AR B &P
fac_typeid 225 A N e LONGINT

fac_typename ESEREY 2 CHAR(254)

AL

Z facility: X%

L LA E o % ix
Z facility A

A i L TR GEES & Hp
fac_id K S FLOAT(18)

pno A & CHAR(12)

pno6 * Fr CHAR(6)

stano_s A v CHAR(3)

stano_e A v CHAR(3)

fac_no A & CHAR(15)

fac name B CHAR(100)

Model ID B Bl LONGINT

dept_id A & CHAR(20)

LINE s CHAR(10)

SIDE X Fo CHAR(10)

aliasNO A & CHAR(50)

aliasName A AT CHAR(200)

fac_desc 2% Hy ik *

txtattr] % 4 CHAR(50)

txtattr2 * F CHAR(50)

txtattr3 * CHAR(50)

numattrl A & FLOAT(18)

numattr2 * F FLOAT(18)

numattr3 A & FLOAT(18)

AR
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Z geo type: A i@ A i

2 fe LA = . i

Z geo type AP A

e B i B TR Bl | BEEP

gtype_id At 4] A B E LONGINT

gtype name Al i A CHAR(10)

B

Z Geom Point: i@ &

LA = o :
e

Z Geom_Point A iR

1 5L Ay Tt Bt | fEREP

geom_id Ate 3] i S5 LONGINT

T™M2 X X i FLOAT(18)

T™M2 Y * 4 FLOAT(19)

LONG F o FLOAT(19)

LAT X i FLOAT(18)

M 4 i FLOAT(12)

M_OLD F o FLOAT(12)

Z * i MONEY

e

I
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Z Geom Polygon: # #v

Py ¢ < P % o
Z Geom_Polygon A AT

WA e if TR [ BE [ REep
geom_id At 4] A B E LONGINT
T™M2 X F FLOAT(18)
T™2 Y F o FLOAT(19)
LONG _C 4 4 FLOAT(19)
LAT C 3 FLOAT(18)
M _C F 4 FLOAT(12)
TM2_XS X i FLOAT(18)
TM2_YS 3 FLOAT(19)
LONG_S F o FLOAT(19)
LAT S s FLOAT(18)
M S 3 FLOAT(12)
TM2_XE F 4 FLOAT(18)
TM2_YE X i FLOAT(19)
LONG E 3 FLOAT(19)
LAT E F FLOAT(18)
M _E 3 FLOAT(12)
F_AREA 3 FLOAT(18)
points hoii LONGINT
parts A v LONGINT
geoms X I * 4
geom_lonlat X v X v

ALt

it 3-57




Z Geom_PolyLine: #

E LA E o %3z
Z Geom_PolyLine A 4r

B i LA T B & Rp
geom_id At 4] A B E LONGINT

TM2_XS % FLOAT(18)

TM2_YS F o FLOAT(19)

LONG_S 4 4 FLOAT(19)

LAT S 4 i FLOAT(18)

M_S F 4 FLOAT(12)

M_OLDS e FLOAT(12)

TM2_XE 4 i FLOAT(18)

TM2_YE F o FLOAT(19)

LONG E 3 FLOAT(19)

LAT E 4 i FLOAT(18)

M E F 4 FLOAT(12)

M_OLDE X i FLOAT(12)

Lens A & FLOAT(12)

points hoii LONGINT

geoms * I *

geom_lonlat A & v 1

ZS * A MONEY

ZE X i MONEY

AR

Z geomobjs: w4 12

2H A s = % it
7 geomobjs A it

B E 1= A TR B &p
fac_id 2% B, FLOAT(18)

gtype id At A 15 S5 LONGINT

geom_id A e LONGINT

AR
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7 maintain: L3

Xkt i i %3
Z_ maintain K3

kg i 2 A TR Bl | HEEP
maintain_id B LONGINT

fackind_id 2R3 Bl LONGINT

model id B2 S5 LONGINT

component_id Rt LONGINT

scom_id A & LONGINT

maintain_name wE LR CHAR(254)

maintain_desc MRt * 4

maintain_days A i CHAR(200)

rule id H] Bl LONGINT

maintain_form faE AN * 4v

ALt

7 Manufacture: # A

GG i P %3
Z_ Manufacture 4 A

B - LA T B | HERP
Manufacture id 4 & i LONGINT

Manufacture name Y. Ry - A &

AL

7 materials: £

Xt i i %3
Z materials i

kg i 2 A TR Bl | HEEP
material_relid A v LONGINT

spec_mater Frrk R CHAR(10)

fackind id K A bl LONGINT

model_id HA) i LONGINT

component_id SRR LONGINT

scomp_id * Fr LONGINT

AL
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Z MTYPE: 4 &

S

EpT s % i
Z MTYPE * T

e B i B TR Bl | BEEP

MTYPE_CODE X s CHAR(10)

MTYPE NAME A CHAR(50)

MTYPE_PCODE F CHAR(10)

ALt

Z MTYPE PCODE: +

Xt i i %3
Z MTYPE PCODE A AT

kg i 2 A TR Bl | HEEP
MTYPE_PCODE X Fo CHAR(1)
MTYPE PNAME A CHAR(50)
MTYPE PNAMEI1 P CHAR(50)
relatefac A4 CHAR(50)

AL
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Z propn:

s

E LA E o %3z
Z propn A AT

B i LA T B & Rp
pno A & CHAR(12)
pno6 * Fr CHAR(6)
pname * Fv CHAR(250)
material 7 CHAR(255)
builddate Zgp CHAR(50)
manager BIRE CHAR(50)
userage i E W CHAR(50)
maintain K CHAR(50)
PCunit * v CHAR(50)
lenarea A v DOUBLE
sourcecode KB S F5 CHAR(50)
source * ik CHAR(250)
linecode A4 CHAR(50)
linex A & CHAR(50)
locatex * F CHAR(254)
buildyear JegTE:2 INT
buildmonth It INT

mdept * F CHAR(250)
udept A & CHAR(250)
fdept A & CHAR(250)
modeltype B A 58 CHAR(250)
hassubf A v CHAR(10)
notex A & CHAR(50)
AL
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Z relative: R 55

XAt i i %3
Z relative g 7

e B i B TR Bl | BEEP

relative id R B3 S 5 FLOAT(26)

relative_kindid R T8 78 5F S Bl LONGINT

fac_id 3 % B, FLOAT(18)

rfac_id A & FLOAT(18)

AL

Z relkind: B 55 fd 57

e i P %3
Z relkind Rz R

g i 2 A TR B | fEEe

relative_kindid R T8 AR 5F S Bl LONGINT

relative kindname MBS RN LA CHAR(50)

ALt

Z reqular: ¢ #]H =

Xt i G %3
Z reqular BHIE

kg i 2 A TR Bl | HEEP

reqular_id B A E R LONGINT

reqular_name BAE LA A &

reqular_announce A v CHAR(250)

reqular_fdate A v CHAR(10)

reqular_ldate A & CHAR(10)

reqular_desc B A4 i X

reqular_file BAE AR A &

=X
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Z rule: %

Lt g s wp &t
Z rtule B

kg i 2 A TR Bl | HEEP

rule id HF e LONGINT

rule name R LA CHAR(254)

rule_date BE D CHAR(10)

reqular_id FIH R LONGINT

rule_no A & CHAR(100)

rule_desc BE ot A Fe

ALt

Z station class: & zh % &

GG i B %
Z station_class RS

kg i 2 A TR Bl | HEEP

station_class B CHAR(10)

class_definition SN CHAR(50)

AL

Z station: & b

Lt LA E L g3
Z station B =k

5 [y R Bl | HEREP

station_no B =k e CHAR(10)

station_name B L H CHAR(50)

line_name AR CHAR(10)

station_class AR S CHAR(10)

s
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Z subcom: & 4

Py ¢ < P % o
Z subcom A AT

kg i 2 A TR Bl | HEEP

subcom_id A v LONGINT

subcom_name * Fr CHAR(254)

component_id it g LONGINT

ALt

Z TRA_PA_SPECN: 4 v

2 LA ¢ < s % o
Z TRA PA SPECN A T

Berg Bt g FEES [ BE [ AEee
SPEC_MATER * A CHAR(10)

SPEC_CHINESE MATERIAL NAME * 4v CHAR(50)

SPEC_ENGLISH MATERIAL NAME | 4 #v CHAR(50)

SPEC_SPECIFICATION * CHAR(100)

SP 3 i CHAR(2)

SPEC_ % CHAR(5)

SPEC_USAGE X CHAR(20)

SPEC_CATAL 3 i CHAR(10)

SPEC_REMARK X 4 P

ROWIDI % FLOAT(12)

AR
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[+ f2:8 M &)  APP ***

APP DWH TRNS: % © & & % &%
%\ﬁs'f"ﬁ- (%) v R %
APP DWH_TRNS TrEL ke
Y W e 2L FHRES B [ HEAP
D BB Bl 4t LONGINT PK
Al
TKT TYPE EE T CHAR(1) NN
BOARD DATE PN CHAR(6) NN
TRAIN_TYPE EFT) CHAR(I) NN
TRAIN_NO # = CHAR(6) NN
TKT BEG_STOP L Ae ik CHAR(3) NN
TKT _END_STOP L5 2z CHAR(3) NN
BEG_TIME T CHAR(6)
END_TIME TR CHAR(6)

#3t: BEG TIME # END TIME 3 & % null
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APP DWH MATCH: " £ % &

3

R e (k) L PP
APP_DWH_MATCH LA ¥
i AAE Wi & fE RS YR &P
1D P Bl 4t LONGINT PK
Al
OST _CD Y CHAR(3) NN
DST CD EIEAYS CHAR(3) NN
OD_DATE b p gy CHAR(6) NN
INTIME R CHAR(4) NN 24 pE 4| pE
A
TRAIN_TYPE EF] CHAR(1) NN
TRAIN_NO B = CHAR(6)
BEG_TIME B Ry CHAR(6)
END_TIME T B CHAR(6)
%:x: BEG_TIME -~ END TIME £ TRAIN NO Ff:% & 5 null
APP DWH HAND: # & % 4%
e 4 (%) ¢ W
APP_DWH_HAND AHE RS | FRECRRFEZRY G
B i L FAL s Bl | HER
ID AL R LONGINT PK
Al
ADATE tEp op CHAR(S8) NN
BSTOP Az xh N gL CHAR(3) NN
ESTOP AN CHAR(3) NN
ORG_TICKETNO R £ B CHAR(1) NN
CARNO ID L CHAR(4) NN
ORG FROM STATION ID T Az b (R B CHAR(3) NN
ORG_TO_STATION_ID g a1 B CHAR(3) NN
L
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APP_DWH_AUTO:

2R EHE (%) L EL =
APP_ DWH_AUTO R R
RT3 W LA FAf N Bl | fEap
ID PP el 4 LONGINT PK
Al
TRANS DATE ERA T CHAR(8) NN
TRANS_ TIME 2R CHAR(4) NN
BSTOP Az b B CHAR(3) NN
TRAIN TYPE B4 CHAR(1) NN
NO_TKTS L # INT NN
ESTOP i pEaRa CHAR(3) NN
KIND R ) CHAR(1) NN
TRAIN NO &= CHAR(6)
BEG_TIME AR CHAR(6)
END TIME T h T CHAR(6)
#%3:r: BEG _TIME -~ END TIME # TRAIN NO Ff#% & 5 null
APP DWH TXN: f&25+ 2 % %4
R EH (%) 0o L .
APP DWH_TXN B+ 2k &
W B i LA T 5 ey e mp
ID PP il 4 LONGINT PK
Al
CARD ID - CHAR(1) NN
TXN_DATE xbp gp CHAR(8) NN
TXN_TIME A = R CHAR(6) NN
ESTOP_NO 32k N CHAR(3) NN EE Y
fe
BSTOP_NO Bk RS CHAR(3) NN ERyT e
fF
TRAIN _TYPE 848 CHAR(1)
TRAIN NO &= CHAR(6)
BEG_TIME B Ry CHAR(6)
END TIME T h CHAR(6)
#3:x: BEG_TIME -~ END TIME ~ TRAIN NO # TRAIN NO % /& % null
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APP DWH TWTXN: 4+ 2 5 &4

A LA (%)

=) ;’y‘_,p’i

APP DWH_TWTXN

B e T

R i TR GEER & P
ID BB B A LONGINT PK
Al
CARD _ID 2 by CHAR(1) NN
TXN_DATE ik op g CHAR(8) NN
TXN_TIME Ay b Y CHAR(6) NN
ESTOP_NO BEEY:) CHAR(3) NN
BSTOP_NO ek R CHAR(3) NN
TRAIN_TYPE ER:) CHAR(1)
TRAIN_NO B =% CHAR(6)
BEG_TIME AR CHAR(6)
END_TIME T B R CHAR(6)

#:r: BEG_TIME - END_TIME » TRAIN NO £ TRAIN NO % & % null
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APP_ATP Head Body RAW: ATP # gg &2 £ & 73l

B (%) ¢ 2 S % ox

APP_ATP Head Body Raw | ATP % £ 2 % £ RAW 7

i AR [y -1 oL B &
.
ID I SEOL RN LONGINT PK
Al
ZipFileID ZIP th#h & CHAR(30) NN
MMI 1D MMI # 4% CHAR(20) NN
SEQ MMI #; A 8 B INT
MissionDate 72 p CHAR(8) “YYYYMMDD”,
WS No 1 (T CHAR(8)
TR No 3 CHAR(8)
Did DID CHAR(8)
Vid VID CHAR(R)
Header *EPN R CHAR(16) Binary rawdata
Body Fo g VARCHAR(200) Binary rawdata
X

WorkShift % — = (78 %4 B ~ FLA ~ 4 f 828 dmthth > A uld b A K TR % LA
BB B fRASPEA T AR A K T A R AR TR S L AL DA

N

d BB EEa p il BER N 5 %root%/yyyyMMdd/wsno----_trno---- did-----_vid--

AR

AR
%ro0t%/20120401/00000HO1 000203-- 949701-- -1003 -1
mission | 20120401

date

wsno 00000HO1
trno 203

did 949701
vid 1003
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[ csifesiiphl £ 4] : SYS #*x*

A L (k%) Y
SYS DE CFG % %
R i TR GEER & P
JOB_ID RN LONGINT PK
Al
JOB_TYPE B BT CHAR(1) NN o )
JOB_REPEAT T CHAR(1) NN
JOB_REPEAT TIME AR R INT H oAk
JOB_START WITH B e 17 DATETIME | NN
JOB_RUN_LAST EE DATETIME
JOB RUN_NEXT T AN AR DATETIME
JOB_STATUS 7 PR CHAR(1) NN
JOB OBIJ TYPE FedE R A CHAR(64) NN
JOB_OBJ ARGVI T R | TEXT
JOB_OBJ_ARGV2 T Sl 2 TEXT
JOB_OBJ_ARGV3 o 23 TEXT
JOB_OBJ ARGV4 o St 4 TEXT
JOB_OBJ_ARGVS5 TR RS TEXT
JOB_OBJ_ARGV6 7o 246 TEXT

TRk
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Abstract

Railway system operation is a very complicated task and must be supported by
the coordination of several systems including engineering, transportation, locomotive
maintenance and management, ticket system and passengers service, etc. Ideally, a
modern railway enterprise information system should be an integrated, consisted, and
site-opened database to support railway system operation. However, multiple isolated
applications instead of one integrated enterprise information system are often formed
due to historical factors such as independent departments, budgetary constraint and
application requirements diversification. Take Taiwan Railways Administration (TRA)
as an example, four major divisions have their own support systems and databases
that store critical planning and operational data are isolated and can hardly
communicate with each other. As a result, most cross-systems information analyses or
data reference for decision making are done manually, which significantly affect the
organizational efficiency of TRA

To address the aforementioned issues, a railway decision support platform
(RDSP) for integrating the legacy systems (databases) is proposed in this paper. RDSP
is designed to be a railway enterprise information system that supports the critical
functions of data warehouse and decision support. Furthermore, RDSP is built by
integrating the existing legacy systems rather than by building it from scratch. A data
bridging system including three modules are design and implemented, input module
for connecting the external data sources, output module for exporting the integrated
report or dump data by predefined criteria for other systems, and configure module
with a web-based user interface for setting up the periodic operations of data input or

% 10-1



output tasks. Various types of railway system data are designed in RDSP schema and
collected, including facilities, timetable, train services records, tickets, centralized
traffic control (CTC) system records, and automatic train protection (ATP) system
records.

RDSP provides a system framework to integrate many isolated island-style
databases that currently exist in TRA, and can form a cross-enterprise database that
serves as the only data platform. To demonstrate the efficacy of the RDSP, a timetable
planning software (TrainWorld), a spatiotemporal ticket-selling analysis report, and a
train delay cause analysis report are designed on top of it. In the future, RDSP will
play a major supportive role in infrastructure maintenance, operations, decision
support, and planning.

Keyword: Railway decision support system, Database bridging system, Data
warehouse, Railway enterprise information system.
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