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Group 1 (IV&V) Group 2

Test class Number of tests Passed / Failed Passed / Failed
Duplicate IV&V tests 5 5/0 3/2
Exceeding weigh limit 4 4/0 0/4
Exceeding maximum number 2 210 1/1
of interactions

Boundary condition tests 5 5/0 2/3
Input missing or wrong format 5 3/2 3/2
Input out of bounds 5 5/0 0/5
Group 1 code particulars 5 5/0 0/5
Group 2 code particulars 5 4/1 213
Total 36 33/3 11/25
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O ZAP Scanning Report

Summary of Alerts Generated on =, 20 7H 2021 14:39:11
[ e meves
High 0
Medium 1
Low 0
Informational 3
Alerts
S S N N7 T
Cross-Domain Miscanfiguration Madium 1
Information Disclasure - Suspicious Comments. Informatanal F]
Timestamp Disclosure - Unix Informatianal 3
Alert Detail
Description Vilsb browser data loading may be possible, dus to a Cross Origi CORS) mi ion on the web server
URL htps:icdnjs, coudfiare, com/ajax/libs/lafiet1 0. Heafiet.css
Method GET
Evidence Access-Control-Allow-Origin: *
Instances 1
Ensure thal sensitive data is nol available in ‘manner (using IP address white-listing, for instance).
Solution
cmuem'mssmdmmmm' HTTP header to a more restrictive set of domains, or remove all COH stiraly, to allow the o enforca the Same Origin Pollcy{soP)Inammmmlﬁmomnmr
The CORS in read requests ﬁum artutvarv third party domains, using is domain. ot permit arbitr: thwdpaﬁ-sslu
Other information read the response from authenticated AP1s, however. This reducns the risk somewhat. This misconfiguration could be used hyana{ladmmamdahm:m\ablemmummmum:sd manner, but which uses some other
form of security, such as IP address while-listing.
Reference »_overly_permissive_cors_palicy.html
CWEId 264
WIASC Id 14
Source D 3

Informational (Low)

B 3.2.8 ZAP Scanning Report-1& = & £ 3 B
O\ ZAP Scanning Report

Summary of Alerts 20 7H 2021 20:37:05
High 0
Medium 4
Low 4
Informational 3
Alerts
1 AT N 2 T
Cross-Domain Misconfiguration Medium 3
Wuinerable JS Library Medium 1
X-Frame-Options Header Not Set Medium 18
Absence of Anti-CSRF Tokens Low 18
Cross-Domain JavaScript Source File Inclusion Low 16
Incomplate or No Cache-control Header Sst Low 18
X-Cantent-Type-Options Header Missing Low o1
Information Disclosure - Sensitive Information in UIRL Informational 13
Information Disclosure - Suspicious Camments Informational 37
Timestamp Disclosure - Unix Informational 333
Alert Detail
o s e ominMionturzion
Description Wab browser data loading may be possible, due 1o a Cross Grigin Resource Sharing (CORS) misconfiguration on the wab server
URL s cloudfl cs812.3. Yicss/h css
Method GET
Evidence Access-Control-Allow-Origin: *
URL e f: 5,11 essiall min css.
Method GET
Evidence Access-Control-Allow-Origin: *
Instances 2

B 3.2.9 ZAP Scanning Report-# ~ 5 £ #% B§]-part 1
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Description
URL
Method
Evidence
Instances
Sohution

Other information

Ralarence

CWE Id
Source ID

Description
URL
Mathod
Parameter
URL
Method
Parameter
URL
Method
Parameter
URL
Mathod
Parameter
URL
Method
Parameter

()

The identified library jquary, version 3.3.1 s vulnerable.
hitpsidealer.caru.com tw/web/js/micommon js
GET
11 jQuery v3.3.0
1
Pisase upgrada fo the Iatest version of jqusry.
CVE-2020-11023
CVE-2020-11022
CVE-2018-11358
hitps;:iblog jauery.com/2019/04/10fquery-3-4-0-released!
hitpsinvd nist gowvuln/dstall CVE-2018-11358
ttps gt g v 7 T 22cd080851901b

hitps:iiblog jauery.com/202004/10query-3-5--released!
829
3

X-Frame-Options header is not included in the HTTP response to protect against ‘ClickJacking’ attacks.

caru.com.twh himi? 0=ZAP&name=ZAP& password_again= Ewd=ZAPatxpwd_again=ZAP&userName=1
GET

X-Frame-Oplions

hitps:idealer.can com tw/webfindex himi

GET

X-Frame-Options

hitps:i/dealer.caru.com. tw/weblother_policy.himl

GET

X-Frame-Options
hitps:i/dealer.caru.com.tw/web/ragister. himi ?varifyCode=ZAP
GET

X-Frame-Options

hitps:idealer.caru com twiwebflogin htmi

GET

X-Frame-Options.

B 3.2.10 ZAP Scanning Report-=a+ & % £ # B]-part 2
B4 RIGEAR M SRAL ¢

ﬁ%%ﬁﬂFVWBW$ﬂ#@ﬁ% » BEIRAR S F AR ARR LA
R ERAREZAR CRTHEEIRLZE -

E-4HP13R % SCR0O20 2 k3% &7 FRIE%P A > P o 7 4t & heavy
traffic 755 (2000 2 200 § =t &> H % T 325 5 45 106 TL%%@
Red? ~ 3 T35 53R 7 94 ) 0 i Bdpv 7 PRI gL pE R C
AR - LATFEH NE FER - R LS HOFRAE T R %fﬁl“’\mﬁ&

FA4 g4 FltaEgk4e ~ lighttraffic 32 middle traffice shipl i 3 - 6
4 500 i 42 ~ 1000 i & o

FH4HPRE 5 SCR021 ehid & » & ﬂ‘*fi/w\ Xk FEEF R E‘f‘;
200 @i i F o EkF o TRk f@;"*’l’\ 23 - RGBS
‘«!sz Jmeter ep|E%r A > A a3 % client ‘;%ﬁﬂiiii%]f% M E R
PR Tw Rl 3sec, o f P e % 3 CarType/query §2
Setting/query = B RIR T 25 A B 5 46 FiR 45 B/t B &
B ERAFEAFE N F AP S K o CarType shquery § % 3| R E
B BT LGEEE > T2 2RATHARS 3 F A query € 2R (F
B PO R AR O R ) SR BRI iR &y
- TFTopmd R E o 4ok Bl G B E S 2 E R geury PR
PEOFREFETEALRT LT N EF D query BFE FiDA
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AUDIAG 2.0 = TOYOTAVIOS 1.5 = TOYOTAYARIS 1.5 =
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19 4 0 BHE TIET AR Rk o

i 124

RakE TOYOTAVIOS 1.5
Bi® SAE
H=RE 1497CC
BENE REmEERERE—R1125
UL AEmETEERE 21125
£E22H REREEEARAT
EEEE 2021-09-29 11:00
EEEE 2021-09-29 12:00
&R $50 %
BEREE IERRSHERE  SRERZHEREREERENEE 81
HEERRES

Bl 3.214 £ RFEER-£20F 0 P
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PRI ORI E TR~ AR S e

Order number SR2021092700¢

#& Merchant's name S FSTAGES

Merchandise deta |v&t Subtotal

HE 15 $ 8 Actual payment amount NT$50

{155 = Payment method

¥ ERFEZBHAM Credit Card Information
= e 030 &

EREFAR VISA / MasterCard /JCB v
Credit card type

EEFRE

Credit card number

FEAW
Card valid t

¥ ¥+ A ¥ Cardholder Information v

A\ Remember Cardholder information

HRARE
Card|

holder name

FHRE

Cell phone number

IEEh A w2

£@Taiwan v
Billing address

B 3.2.15 & RpREEB- S ;uﬁgl ~F
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"=.7

H A BREARMARIL  REET 6 R BRIL MNP e
T #e o

\
o

EEEEEEE CEIESEFsEDY
You have confirmed to pay for the order with this credt
card in the amount of (NTD):50

sz

Bl 3216 £ REHEAR-E R = 4347 Vs aurinit L=

H = - AR (OTP) i sk By » & 6 o PR ¥ § 2~ h

B & fe B4R $ I sk T AS -
cn-.

AR '7

R HEZHMEE Transaction safety verification

TEBRAE, BB

Fiag
"Message verification code” has been sent to
your cell phone number:
o¢ 1

EELE
Please enter the 4.

received and confirm.
I8 09 57 3670
(Enter the OTP in 10 minutes... [09:36])

Please enter 4-digity

EHEE
Send for verification.

If you have not received verification code
message after 2 minutes, please click

resend to resend verification message.

EBREER

Resend verification message
01 : 36)

5 Transaction safety verification can be sent out only 5 times per day.

2T E R Sh AR E"JE@ No additional charge for cell phone message verification.

=18 1B ERACHT R S Reminder!Please do not use other people's cell phone for
vermcanon All data retords are kept We will provide electronic record to related authority for inspection in the event of a dispute.

Bl 3.2.17 & 7ERIFE B-OPT # %Eéépﬂ_l,%ﬁa?] >
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11:13 AM i B2 O . D ED

o 0911516799

11:11 AM

[45REHR] F=HZABAR
S 3217, SER1053SHNTER
Bite snHURRR ARG RFER.
https://www.ecpay.com.tw

B 3.2.18 £ nREAB-OPT Bk EmAalcs s

BN B B OTP (SR M 18 > e iF s o
ECPay

AR

ECPay

(LI

LRSI H KR !

Transaction data processing... DO NOT refresh or close the webpage.

SECURED BY
5 SECTIGO
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HEL D RE RS GFELERAOTE TG LR
Fede o Aok 2 S EARY i‘tea] Email » € e Jc 3]0 4 o

4 SR RER 2 B

Please do not pay sibrnT<ZEu
Xinamgtratidn X|83%}X| Oj4 Mangyaring huwag magbayad

I BT Payment success

*]E# 3 Order number SR20210927000001
B 5% Merchant's name S ESTAGEEIS B4

{3842 Payment method ER & Lump sum payment

Efu Unit : &% NTD

B mEEM Merchandise detail & Subtotal
i 50
E{J %4 Payable amount NT$ 50

el =
Return to the merchant’s store

Bl 3220 £ RFEAR-2E 23T 6 (&)

[4RFHAIEUESR] NT$50, {IFRAKIN D inborx Updates x

FREHBECPay <sys@ns1.ecpay.com.tw>

tome v

11:13 AM (9 minutes ago

(BEND AV
3

BHRS

RERENIBRETATIR, FRIS RS,

STERSRSR: SR20210927000001
AR ERE—RGE

{ISR&M: S0

ITRRBRLE
It

KEFARFEEEERE (E2EIE).

SRR ERAS

BRARNRAB=HIAAT, FRSEBA, WHEEHRNES, WEERRESREEER

€\ Reply > Forward

Bl 3221 £inRIFEER- S 2
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HEL e h A SRS ER TR

3.

LmA  EEEEEESE
LOLBEUTERRERREETIEHE

HEEH
HEASE!] 2021-09-27
BEE 4 20210927000001
REES 2021-09-29 11:00
EEER 2021-09-29 12:00
TR HEmETEERE B2
xR EEREEEERAT
AREE 50
EEMESE FE=]
ExEE FE=]
BT pEg

fTRER
EAES FE=]
nEER 2021-09-27 11:03
RlE2E $50 7
BESR =

ERSEEIE

B 3222 £inREEER-LF ST 6 (R * F )
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F5EM
e

2021.09.09 09:00

=M

HE (&) cEH
Hi-F14 20210908000001
HES=)c] 2021.09.08

® TERE

2021.09.09 10:00

@ L=inE
HEGETEL AR —R60E 295

o T=mE
SRR LE B4R

@ =ESE
EEREERARLT

o MENHIEENEER. 815 -

HEHER

[
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=R
Hm [CEF3t
R 20210927000001
s=ER 2021.09.27
0 EZFm

2021.09.29 12:00

o =iy
HETETERRE—RN2ERQ

@ E=ink
HETETERRE-—R1125% 9

@ =EER
EEREEARARAT

LS =HIE= ‘

24

SeAl

T
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=N

HH

=
2021.09.26 18:30
EH=FE
=
H-F-1 20210924000001
HEJ=):] 2021.09.24
@ E=FH

2021.09.26 19:30

Ay
HEFETEERE—R1125EQ

@ mE=upy
HETETERRE—R1125%9

@ =HEERE
EERRHEREERAT

Lk HES

W 3223 £inpEER-LF AR 6 (R ™ Fh)
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KB AT S E T G iR

HEEE

ETE4RER - 20210927000001
HEA TEE

HEPR - EH(F2EDH
HEHREE : TR

FiBER  EERRESARAT

FRERIAISR © 2021/9/29 FF11:00:00
TEEETRESRT : 2021/9/29 TH12:00:00
FEHER  TOYOTAVIOS 1.5

KA -

IREA

IREERE -

ETESRRIIBSR : 2021/9/27 F11:03:58
BEtAFISERR -

AR -

EGHESHE -

EA -

BHEREA -

fEISHE -

E=F VN

ERER

fE=E -

=R

Bl 3.224 &£ mBEEW- L A5 6 (T 5)
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K2 RPN R K Ak - £
TarH B | dide o

E S0 5eAl EE
fHEHR

HEA=ES] 2021-09-27
HE+E5 20210927000001
ErEEis 2021-09-29 11:00
BHEEE 2021-09-29 12:00
TEE KRR, HEmETEERE 1125
2EEE EEZRTEERRAT
=l [EE]
BREER 50
EHNESE

IBE-eap-t [EE]
TR 2021-09-27 11:03:58
RlF=%8 s50 =

B 3225 £RRREER-LE T HBY T 6 (" )
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TRBUSHABEIBE Bt 7 14B TFEA(CR2EE)E
Risest - INBEIMERNESR - Hl -

REEAUHETE?

| 8 | —

B 3.226 £ plREAR- FHARE o (2 Aﬂz;v‘%)

dealer.caru.com.tw 88
ERmEEHEEEE

WEE

B 3227 £7REFER- 7 E 2 AT R (R F )
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B

FTEEERSE : 20210927000001

HEA  EE

HEED  EE(F2EE)

FHERRES  ZTEEDH

FrBER : EZRTEERRLAT
FELYRAEAESRS - 2021/9/29 £F11:00:00
FAgIESRESR © 2021/9/29 TF12:00:00
FREIER  TOYOTAVIOS 1.5

REA -

IREA -

IREEEERR -

FTEERRITESRS - 2021/9/27 £F11:03:58
FtG A= -

BRI :

BUHESR - 2021/9/27 T412:03:50
BGBA - TRE

EHERE : FARHITE

ERED -

BmEA

BRERR -

iEEEET -

#A

B 3.2.28 £ nplEAW-2 b EB I ERE 6 (T 5 )

Bt T b BRRRS  REIR AN A AR TR T hdp MR 30

g

(2) 85~ 4 TR (T AR SRR B AR B
- ok R RIS AR > B AR RTE TR
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TR RAIE

e BENZV250d 2.0
B TNEE
Has 1950CC
FHEEMES RENETTEERE—R1125%
EE R, HETETEERE—81125%8
EEEE EERBEERRLT
fiEES 2021-10-01 14:45
fEl | 2021-10-01 15:45
=5 s117 =

EHERE  BETRZEHARBEGERENE 10

Bl 3.2.29 £ inpliA & Wl-RETHE TALE (R * F =)

By g~ T 6B~ A83RT AL + 5L14311-9522-2222-3333
% 245 1333 f el UG~ 11022 ¢

{1774 Payment method

faH+ Credit card

¥ EH-ER S & Credit Card Information
e 052

BRFER

N VISA/ MasterCard /JCB v
Credit card type
EEFFHE 411 - e - 22 - 3233 PEE
Credit card number
TREMHRE 11 22
Card valid thru”
EEFRERE 333 S

CW Code” e ) S - ' .
» R RETFLIEE (This column is for verification use. ECPay does not record this column.)

Bl 3230 £inipli## B-d » 4R BLFURER L A (R F F )
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4SRRI R 2 =

Please do not pay bRyt IZEWL

Xinaung tratidn X[ &8}X| Op4 Mangyaring huwag magbayad

{5 Payment failed!

= Message code : 10100058
8 Note for message : Pay Fail.

ERAFEREMEREMT Frequently seen causes for credit card payment failure as
below

EREE—RERA® KA First time use of credit card. Credit card not activated yet.

« ERTREAIIEHBHAER Incorrect credit card number or valid thru date.

ERFEEEIIEH &R Credit card valid thru date has passed.

BYEAFEAEENHETE Over credit limit or insufficient remaining balance.

ERFRFRTHSREEME.. F Credit card issuing bank internal system issues, etc

EERERFAARFRET  FEREEHY Window popped up due to
concurrent credit card payment authorization.

EF BB BT Internet disconnection during credit card autharization.

ERREERG  BERMZR  STESFEREE 88 - Unable to continue

dueto rlskcontro\. Please contact ECPAY customer service. Thank you.

REC | #EEFEANERFRR - 42  NFALERRFIERSER LS ERAFFE
LEFREE - IRRANZIEERNNEN  THEFESRFETATLAEREE  88LNE
FR8+F17E#E - Please note that if you have not exceeded your credit limit, please return to

the merchant’s store and repeat the purchase.Please check the correctness of credit card
number, cardholder name, valid thru date, and 3-digit card verification code at back side of
the card. If you still receive authorization failure notice, it might be an issuing bank internal
system issue. Please contact your credit card issuing bank.
BEFL EER - FagRER 0 ARSENEEE HFEE -
Please contact ECPay customer service if you have checked and confirmed the above issues

do not exist. We will assist you with the problem.

HHZ EE R F R IEE G (App) > TR TG
BrEgwir e o LAt R E AR © R

@ dealer.caru.comtw/web/payi html

BETE

M 3232 &l A E-2 b 4 kA F(R Y K 5)



HIEKEE
ke TOYOTAVIOS 1.5
EEfi SAE
HRE 1497CC
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Toyota Yaris

mE (%)
e =
Nissan Tiida Toyota Yaris
° °
1 $ 1,40
Toyota Yaris Toyota Yaris
° °
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20211202

Toyota Yaris

°

NT$ 1,600

2021-12:15

Toyota Yaris

Toyota Yaris

= o e e S &= &=

Toyota Yaris

° °

NTS$ 1,6¢ NT$ 1,600
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Nissan Tiida

° °
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X @ testcaru.welcometw.com <

APP_DEBUG is set to true while APP_ENV
is not local

This could make your application vulnerable to
remote execution. Read more about Ignition security.

zzleHttp\Exception\ClientExcer.
Client error: "POST https://www.gc

https:

vendor/guzzlehttp/quzzie/stc/Exception/
RequestException php

sestException 13

app/Http/Controllers/ThirdPartyLogin/
GoogleSocialiteController php
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Estefania Herzog DDS
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APP_DEBUG is set to true while APP_ENV is not local

212

PO EZRE » AT HLI
e it (% 12/06 % +) 0 4]
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This could make your application vulnerable to remote execution. Read more about Ignition security.

Error
Class 'App\Http\Middleware\Session’ not found

B 3.2.69 CarU 15 5 5 B~48 2821 4

F] PWA chip B 5 i 8 % 2 o
P i) R (e Line) :
f”.@.%

.\‘ PR
BBV A i

l

116

LR B A B F U R S 4 APP
g &2 B AP 8 (4r B 3.2.70 #7157 )& £ 2~1F GPS =4t »
SR SEERCL R BTN

oy

2] s EFE o



1:37PM 32O .G

Carl fT8IPI X

€ i QR Code

BEGER, BHMBINKR

” N o <

Bl 3.270 % Line fri B pcimd M3 T o > BEonap i » £ pc

FR T P T o Fddpu TR Vb 1 E T ER
GHESR 0 FRITTHE R T ne, Bl ekl (TR B T AR R ¢
o ERE BT R R BRI AL o oB 3271 T o

e EI DA S T B+ AR -
SAMENETE B 2R S5 2% (test on
122 EAE:0/HME: 3000

s 510

Pr7EEE

HAE 0/ HfE: 3000

NT$ 3,910

B 3271 R E B T e o Y AEERSF -

117



(2) PWA T & %%

g% PWA 204 dig AR > BIFR ¢ * § %4k (72 a1 & Lighthouse -
Fl1 E report b F g G 0 Flpt IR PR PR OB RGP FAFEZ)e
FRE - FEmS EgE O SR PWA (L5 2 F g it » i
BELAE § 444 PWA Gbc i 1Y) o B >0 3.2.72~H] 3.2.74

™~
18 93 100 86 °

Performance Accessibility Best Practices SEOQ PWA

~N e
18

Performance

Values are estimated and may vary. The performance score is
calculated directly from these metrics. See calculator.

A 029 50-89 ® 90100 TN
[ as
METRICS
First Contentful Paint A Time to Interactive
20s 203 s
A Speedindex A Total Blocking Time
7.3s 2,280 ms
A Largest Contentful Paint A Cumulative Layout Shift
19.6 s 0.358

Bl 3.2.72PWA Rl % - '*ﬂ‘ =
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68 95 92 =
()
Performance Accessibility Best Practices SEO PWA
There were issues affecting this run of Lighthouse:
« The page may not be loading as your test URL 4 caru.com. d)
was i to g caru.com, dl. Try testing the second URL directly.

68

Performance

Values are estimated and may vary. The performance score is
calculated directly from these metrics. See calculator.

A 049 W 5089 @® 90-100
WETRICS Expand view
A First Contentful Paint B Time to Interactive
32s 45s
W Speed Index = Total Blocking Time
38s 340 ms
A Largest Contentful Paint @® Cumulative Layout Shift
45s 0

B 3.273PWA & plg % -8 F 3 =3

Ferformance Accessibility Best Practices. SEO PWA

There were issues affecting this run of Lighthouse:

« The page may not be loading as expected because your test URL (https://driver.caru.com.tw/dashboard)
was redirected to https://driver.caru.com.tw/dashboard/. Try testing the second URL directly.

65

Performance -

Values are estimated and may vary. The performance score is
calculated directly from these metrics. See calculator.

A 049 W 50-89 @ 90-100

METRICS Expand view
A First Contentful Paint H  Time to Interactive
3.2s 45s
[ Speed Index M Total Blocking Time
3.8s 370 ms
A Largest Contentful Paint @ Cumulative Layout Shift
4.8s 0

Bl 3.2.74PWA iRl % -5 B 7 {83
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“,f 7 CarU & 53 p &g en SQL injection ¥ 38 ¢h (B b ' 0 % R AL
FLNrMmigr R E R A) Hi T Oy a P RanR R o B
Cross-Domain Misconfiguration (4= Cross-Origin Resource Sharing % %) »
X-Frame-Options Header Not Set ~ TLS cookie without secure flag set % "
AF RIS PANEFTI SR TTT o IR EINA AN RARE S
4c® 3.2.80 #77 » FIR3 & & 7 9 SSL g e F * g R

RIFIRE AT g ARRBIL S 4R A 0 ko 5 TLScertificate <5 issue
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Burp Scanner Report K4 BurpSuite

Professional
Summary
The table below shows the numbers of issues identified in different ies. Issues are classified ding to severity as High, Medium, Low or Infermation. This
reflects the likely impact of each issue for a typical organization. Issues are also classified according to confidence as Certain, Firm or Tentative. This reflects the

inherent rel; ty of the technique that was used to identify the issue

Confidence
Certain Firm Tentative Total
Severity
o 1
Information m 1 0 23

The chart below shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with a confidence level of Certain, and the
bars fade as the confidence level falls.

Number of issues

o |2 |4 ] 8 10
High
Severity Medium
Low I

Contents

1. 8QL injection
2. TLS cookie without secure flag set

htips /itest- o com/
com/
com/admin
com/login
com/lagin

[SENESTNIN]
[ K NN

B 3.2.75 33 e4Ff E& -CarU L &

Burp Scanner Report El BurpSuite

Professional

Summary

The table below shows the numbers of issues identified in different categories. Issues are classified according to severity as High, Medium, Low or Information. This
reflects the likely impact of each issue for a typical organization. Issues are also classified according to confidence as Certain, Firm or Tentative. This reflacts the
inherent reliability of the technique that was used to identify the issue

Confidence
Certain Firm Tentative Total
Severity
B -
Information - 0 1 2

The chart below shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with a confidence level of Certain, and the
bars fade as the confidence level falls.

Number of issues

=)

|2 |5 |4
High
Severity Medium [
Low |

Contents

1. TLS certificate
2. Password field with autocomplete enabled

3. Strict transport security not enforced

3.1. htty ‘administrator

3.2. htj ‘administrator/index

3.3. htty ‘administrator/ts ‘custom.css
34 htt administrator/templates!/ emplate css

B 3.2.76 35 B4R s LR AT RS T 2
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Ed BurpSuite

Burp Scanner Report

Professional

Summary

The table below shows the numbers of issues identified in different categories. Issues are classified according to severity as High, Medium, Low or Information. This
reflects the likely impact of each issue for a typical organization. Issues are also classified according to confidence as Certain, Firm or Tentative. This reflects the
inherent reliability of the technique that was used to identify the issue.

Confidence
Certain Firm Tentative Total
Severity
B U
Information - 10 o 13

The chart below shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with a confidence level of Certain, and the
bars fade as the confidence level falls.

Number of issues

=

|1 2 3 4
High

Severity Medium [
Low I

Contents

1. TLS certificate
2. Strict transport security not enforced

3. Frameable response (potential Clickjacking)

E3 Burp Suite

Professional

Burp Scanner Report

Summary

The table below shows the numbers of issues identified in different categories. Issues are classified according to severity as High, Medium, Low or Information. This
reflects the likely impact of each issue for a typical organization. Issues are also classified according to cenfidence as Certain, Firm or Tentative. This reflects the
inherent reliability of the technique that was used to identify the issue

Confidence

Certain Firm Tentative Total
Severity

Low 0 o 1

wormcen [N 0 u

The chart below shows the aggregated numbers of issues idenlified in each category. Solid colored bars represent issues with a confidence level of Certain, and the
bars fade as the confidence level falls

Number of issues

2 3 4

=

High
Severity | Medur
Low I

Contents
1. TLS certificate
2. Strict transport security not enforced

3. Frameable response (potential Clickjacking)

caru.com.
caru.com.

Bl 3.2.78 B E4FH R K P48

EE
EE

Al
2.

ww
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BurpSuite

Professional

Burp Scanner Rep!

Summary

The table below shows the numbers of issues identified in different categories. Issues are classified according to severity as High, Medium, Low or Information. This
reflects the likely impact of each issue for a typical organization. Issues are also classified according to confidence as Certain, Firm or Tentative. This reflects the
inherent reliability of the technique that was used to identlfy the issue

Confidence

Certain Firm Tentative Total
Severity
B0 I

Information 1 0 2

The chart below shows the aggregated numbers of issues idenified in each category. Slid colored bars represent issues with a confidence level of Certain, and the
bars fade as the confidence level fals,

Number of issues

=

1 |2 3 4
High

Severity Medior |
Low

Contents

1. TLS certificate

2. Password field with autocomplete enabled
3. Strict transport security not enforced

4. Frameable response (potential Clickjacking)

5. Robots.txt file

1. TLS certificate

("Next )

Summary
Severity Medium
Confidence:  Certain
Host: https://b2b-api.caru.com.tw
Path: 1

Bl 3.2.79 35 2hFf P2 E -API 2 4%

C & dealer2.caru.com.tw/administrator/index.php < C @ test-caruwelcometw.com
SED x Carl) crEs mEes SwEs g5EF
—# B2 SRREE
a B2 X
—£  pdEn S8RE
LR EiREi
EESENERAENNT: g mmEd
COEEERRRECNES
« BEEEEENERE EESENERENOT:
+2.23140.1.21 - EENERERTNS S
*1.36.1.4.1.44947.1.1.1 «BEEEERIER
+13614164481227
CEEEERRESONTHREER - +2231401.21
B dealer2.caru.com.tw ‘FEERERGEE0 P EARA

*welcometw.com

HEE:

Sectigo RSA Domain Validation Secure Server CA

BUEE 2021/11/2 B 2022/1/31

AuEE 2021/8/26  2022/9/27

BREEWES

C SSUBSERe » B EAIRS SR - HEM WTREEBAZEHIGUHIAYAESE - [Pass]

Bl 3.2.80 5T 5 SSL I§ % e
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(2) T 53R API B

4

JOELP 2T % AP G

J\zé‘ » E
TRREAMETETL CAAMERGLRE

3 8%

APl i T L HREL RS

ﬁ‘“/PIFf:‘w';. 4 ‘J'.E_FF{}\\ m

Access-Control-Allow-Methods # - & “l%ﬁg‘% ¥l ~API Token A BT

"é@])qu"v <E‘.f¢\%;\(‘r%§p‘"}x | ;’;5_“_

B X A& T SHE R pE)

A
FILE A

% > LR AT) -

b = 1L 4%
BRI R

OPTIONS w https:/fb2b-api.caru.com.tw/api/b2b/1/system/dealerQueryProductList
Params Authorization Headers (1 Body ® Pre-request Script Tests Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON
request s {
"accessToken™: “ZDI3MDgxYTNjOTASMmMBOTEXM2ZUWNZRANTE]M2ZER™,

4 "accountCode":
5 I

" [HANTEK_API_ACCOUNT_CODE]"

-

% 13 = SQLinjection sz # (A&
oAk B IRk

2l

e (16

6 "basic": {
"os": “windows",
: “appVersion": "2018@723",
. il e [75] APISC {4 FEEH 4= FIPOSTHE{TAPIENL » Access-Control-Allow-
. s it Methodsfifi{ir FFE4EaEIE o (test on 12/01)
13 “deviceId": “YRZH-h4HO-rjHp"
14 i)
15 )
dy Cookies Headers ‘est Results
KEY VALUE
Date @ Wed, 01 Dec 2021 09:50:19 GMT
Server @ Apache/2.4.41 (Ubuntu)

X-Content-Type-Options @
Access-Control-Allow-Origin @

Access-Control-Allow-Headers @

nosniff

X-Requested-With, Crigin, Content-Type, token, dlid, nonce, Authorization

[ Access-Control-Alow-Methods ©

GET, PUT, POST, DELETE, OPTIONS I

Content-Length @
Keep-Alive @
Connection (

Content-Type @

B 3.281 i3T5 APl #%B-BE 7 &

124

0
timeout=5, max=99
Keep-Alive

text/htmi; charset=UTF-8

ID-1



JEW ) 3-2MEmRI0

POST

Params

@ none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON ~

Body

Pretty

Params

@ none

Body Cookies (2)

Pretty

1
2
3

e yProducite [ sona |

Cook

Authorization  Headers (1)  Body ®  Pre-request Script  Tests  Settings

Beaut

"123",
" [HANTEK_APT_ACCOUNT_CODE]"

“bas

Authorizalion  Headers (11)  Body ®  Pre-request Scripl  Tests  Settings

® form-data @ x-www-form-uriencoded @ raw @ binary @ GraphQL  JSON

“windows",
“appVersion"; "20180723",
"SYSTEM-API-HANTEK",
1 vZh_TW",

“latitude": 24.777678,
“lengitude": 123,

“deviceld": “YRZH=h4HO=-rjHp"

Headers (14)  Test Results @ Status: 200 0K Time: 583ms  Size: 1295KB  Save Response

Preview  Visualize JSON v 3 A

"result": {

“productIdList": [
581T2P2",
5629T2P2%,
“SETIT2P2",
"'S$59T4P2",
"5155T4P2",
5409T4P2Y,
“5363T4P2",
“S91T4P2",
"5152T4P2"
“§149T4p2",

® 3.2.82 ,

B save ~ o= 7 il

X=111 i yProduct

Cookies

Beautify

“request”: [

“accessToken"s " ZDIIMDgxYTNOTASMTMBOTEXM2UWNZRINTBIHZE" ,

productld":

“basic”

{

"os": “windows",

“appVersien®: “2018@723",
"appName' YSTEM-APT-HANTEK" ,
“lang": “zh_TW",

"latitude": 24.777678,
"longitude": 123,

“deviceld": “YRZH=h4HO=-rjHp"

Headers (14)  Test Results @ Status: 200 OK Time: 498 ms Size: 976 B Save Response

Preview  Visualze  JsoN v 5 o Q

true,
ERROR: SQLSTATE[42000]: Syntax error or access violation: 1064 You have an error in your SOL syntax; check the manual that corresponds to your MySOL server version for the right

syntax to use near ''''* at line 1"

Bl 3.2.83 k3T 5 APl P|-B~F [ SiFmF i

%
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DER ) 3-MESERER SN A BRI RRCRREE v e 7/ B

POST v i.caru.com. "
Params  Authorization — Headers (11) Body @ Pre-request Script Tests Settings Cookies
@ none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL  JSON Beautify

19

2 "request": {

3 "accessToken": "ZDI3MDgxYTNJOTASMMMBOTEXMZUWNZRNNTBIH2E" ,

4 “"accountCode”: " [HANTEK_APT_ACCOUNT_CODE]",

5 “productTd®: *kyj2",

6 "pickUpDate": "20210708",

7 "drop0ffDate”: "20210710"

8 He

9 -

10 windows",

11 | “appversion": “20180723" 1

12 “appName": “SYSTEM-API-HANTEK",

13 “zh_TW",

14 24.777678,

15 123,

16 1 "YRZH-h4HO-rjHp"

17 B

1B}

Body Cookies (2) Headers (14) Test Results @ Status: 200 0K Time: 624 ms  Size: 102KB  Save Response

Pretty  Raw  Preview  Visualize  JSON v S5 o Q
1 [
2 “error”: true,

3 “msg": “ERROR: SOLSTATE[42008]: Syntax error or access vielation: 1064 You have an error in your SOL syntax; check the manual that corresponds to your MySOL server version for the right
syntax to use near ‘and \n d.car_type_id =* at Lline 3"
“ b |
2 .
2, e 0 A N 2 23— 73 1%
Bl 3.284 T 5 AP GR35 P A(F & B 1
L. S 4 \ 5; 2 =R ] S =T

ER 3-SR NFEEQRCode v e 7 B

POST ~  https:/b2b-api.caru.com, i

Params  Authorization  Headers (11)  Body ®  Pre-requestScript  Tests  Settings Cookies

@ none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL  JSON Beautify

1 1{

2 uest: {

3 "accessToken": "YjNhMD1mY20zM2I2NGUBOGN IMzMOHO3NTOYOTAL" ,
4 “accountCode": “ [HANTEK_API_ACCOUNT_COOE]"™,
5 "legacyld": “2019081200000", ™
6 "legacyStatus": "ORDER_CREATED",

7 "legacyStatuslame": “JTEERII",

8 “paymentData”: {

9 “memberXd“: 1234,

1@ “membe rName cott Su”

1 . "841234578",

12 "memberEmail": "adminghantek.com",

13 "memberGende MALE",

14 “contactName"

15 “contactPhone

16 . ,

17 - H

18 "paidType": "CREDIT

19 “paidAmount”: “6200"

20 B

21 “purchaseProducts: [

22

Body Cookies (2) Headers (11) Test Results @ Status: 200 OK Time: 419 ms  Size: 7868 Save Response

Pretty  Raw  Preview  Visualize  JsoN v o @ Q
1 g I
H “error": true,

3 “msg": “ERROR: SQLSTATE[42000]: Syntax error or access violation: 1064 You have an error in your SQL syntax; check the manual that corresponds to your MySOL server version for the right
syntax to use near 'and \n stock »= 1 and station_id =" at line 3"
4§ 1

AN

Bl 3.2.85 ki sitT 5 APl #&P|-37REF & 217 4 QRcode
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JEN ) 3-GRENWEEO MR - BN < Z B

FosT - eanseom : ’

Cookies

Params  Authorization  Headers (1)  Body ®  Pre-request Script  Tests  Settings

® none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON ~ Beautify

1 q
2 “request”: {
3 "accessToken": “YiNhMD lmYzQzMz IZNGUROGN IMZMEH jOINTQYOTAL",
4 “accountCode": * [HANTEK_API_ACCOUNT_CODE]",
5 “bookingld": .
3 "legacyStatus":
7 “legacyStatusNami
8
9 i
10 "Linux",
11 “appversien®: “123456", |
12 "appHame”: "SYSTEM-API-HANTEK",
13 “lang*: “zh_Tw",
14 “latitude™: 24.777678,
15 "longitude”: 123,
16 “deviceld": “YRZH-h4HO-rjHp"
17 ¥
18}
Body Cookies (2) Headers (1) Test Results @ Status 200 0K Time: 396 ms Size: 7118 Save Response
Pretty Raw Preview Visualize JSON ® %
1 f 1
2 error’: true,
3 “msg": "ERROR: SQLSTATE[4200@]: Syntax error or access violation: 1064 You have an error im your SOL syntax: check the manual that corresponds to your MySOL server version for the right
syntax to use near ''''' at line 3"
I

2

Bl 3.2.86 55T o APl #eipl-% { AL A 3na w8 Rk i

JEN ) 3-7HRE EMERERER

POST v j.can.com i JserUpl
Params  Authorizalion  Headers (11)  Body ®  Pre-request Script  Tests  Setlings Cookies
@ rnone @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL  JSON Beautify

1 {

2 “request”: {

3 " ¥ JNhMD LmY zQzMz I 2NGUBOGN 1MzMOM ) O3NTQyOTAL",

4 " * [HANTEK_API_ACCOUNT_CODE] ",

5 "y

& “orderNo®: "D124124234",

7 “rentStatus": "CAR_PICKUP",

8

9 “leftFront "RTtps://wwW. 555, ce/aal. jpg”,

10 https://wew. 555.cc/aa2. jpg”

11 “leftBack": "https://www.sss.cc/aad. jpg"

12 "rightBack”: "https://wew.sss.cc/aad, jpg"

13

14 =

15

16 “os": "Linux"

17 “appVersion”: "123456",

18 "appName" : “SYSTEM-API-HANTEK",

19 "lang”: "zh_TW",

20 "latitude": 24.777678,

21 "longitude": 123,

22 “deviceld": “YRZH-haHO-rjHp"
Body Cookies (2) Headers (11) Test Results @ Staws 200 0K Time: 417 ms Size 7198  Save Response v

Pratty Raw Preview Visualize JSON = o Q

1 { I

2 verror": true,
3 “msg": "ERROR: SQLSTATE[42008]: Syntax error or access violation: 1864 You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right

syntax to use near '0124124234'° at line 3"

Bl 3.2.87 5T o APlLiRl-) % —ﬁj BRE PRy

127



-BENITHAE

POST v htips://b2b-api.caru.com.tw/api/b2bil/system/dealerQueryOrderDetail m

rs (11} Body®  Pre-request Script ests  Setting Cookies

none form-data -www-form-urlencoded @ raw binary GraphQL JSON - Beautify

"request": {
n": "YJNHMDLmYz0zMzI2NGUOOGN LMZMBM ] Q3INTQyOTAL"
" [HANTEK_APT_ACCOUNT_CODE]",

5 "bookingId”: "20190812080000",
6 orderto
]
4 - ) L T Y o -
e [FAILLRHES T BRI A8 U B8aT - 535Sl injection &2 -
1 STEM-APT-HANTEK" i
2 = o
1 FERR ISR Bt A - diE.
u 2, (test on 12/02) N
15 RZH-h4HO~r ) Hp"
16 ¥
17}
Body C T Y Save Response -
Pretty Raw Preview Visualize JSON = o Q
1 f
H “error*: true,
3 “msg”: “ERROR: SOLSTATE[42000]: Syntax error or access violation: 1064 You have an error in your SOL syntax; check the manual that corresponds to your MySOL server wversion for the right
syntax to use near '*''' at Line 4"
¥

B 3.2.88 T 5 APl Hipl-H E P %

R EETEE  RER
N IEEAETE - 4

:n "E"% &
l’k'-" — 'I l E_j :jj: : I
e ST E AR ERE .
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B LEAhE FESd HI TG
S Rl LT USSR Bt
- maws: | test on 12/01)

i 120.6755463
250929321
- @ 24.1606728
HERRE 02-22856001
T 08:00 IR EEE 02-29753868
WRER (i2) 18:00 HERESR (#) 09:00
O wREM (32) 18:00
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o [ (test on 12/01) o

B - mi R L L L L D
v ABC 111 2000001 Suzuki Swift _test_£7ABCHE 1648
v 000111 Mercedes-Banz ACLASS _test_£ABCEH 1652
v QQ 0001711 Mercedes-Benz GLC test_#MABCH 1657
v 000111 Nissan Tiida #HABCIEE 1658

—
v RBU-1300 201901 Hyundai Elantra 1660
v RBU-129° 201901 Toyota Yaris 1661
v RBU-1290 2019001 Toyola Vios 1662
g [ 201901 Toyola Altis 1663
v " 2019001 Toyola Vios 1664

— . as 600 s@
RER  TEEE

Q L3 00 -
BA HRER B RERAE ] D~
v test_RIAR fest_&57% 062757575 06:00-23:00 660
v est_HHIS fest_EBABCT 06 238 6043 10:00-21:00 661
| | v & tost_EFABCHE 02-22856001 09:00-18:00 I |

B 3.290 #H:E 2z URL B~ /i3 ec/H 15 & 5 e fL-2

WEER A

RS 27201472 2358974901

i =i

BRHAEER 1]
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= L SmE =L e =R
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©ORTFERS T L R PILan i hATREE RAMRET R 230
B EAE T UG P EREOT G T A U PR RRT T
A E R o

© FEAMIEERART SQL injection ¥ i o By & * H ¥ 1B sc URL
BARE R & T~ APl token 16 & 84| RAER & 1% > LR IR | = S
i 37 o SQL injection 8 A iE R = F f'& EEE TR LRl Rk 2y
(Object Relational Mapplng,ORM) ’ e Query (RE RN B & FNERTE
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BALTPBIE T B A > Bk kT g BRE A
# (F o
o IMAF G APFTHRERALT PHT A (BB ARG MFE DT EY
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HiE1 L o 7 e R LA E YRR 0 R g connection request g T
GG PR R AT RIREY wiko %3 B SiTH R S A E o HTTP

benchmarking /B3¢ 1 & > #giu % Hp ¢ * < ab (apache bench) g Jmeter o F]% open
source i1 B F @k by b Lo hgithub e e SR MI 3 Fhk E(drk
uﬁéﬁr m?ét') °

Rl RO 2 B Web service e FOPRAR 0 L & RIREIRIRE IR E X
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it = PWA B & 2% 7% (PWA Scan report by Lighthouse)

driver.caru.com.tw

ﬂ https://driver.caru.com tw/dashboard/

( ) ( ) PAVA
65 95 92 ®
SEO

Performance Accessibility Best Practices

There were issues affecting this run of Lighthouse:

« The page may not be loading as expected because your test URL
{https://driver.caru.com.tw/dashboard) was redirected to https://driver.caru.com.tw/dashboard/.
Try testing the second URL directly.

2 0
65 {4‘% |
Performance

Values are estimated and may vary. The performance
score is calculated directly from these metrics. See

calculator.
A 049 50-89 ® 90100
METRICS Expand view
A First Contentful Paint Time to Interactive
3.2s 45s
Speed Index Total Blocking Time
38s 370 ms
A Largest Contentful Paint @® Cumulative Layout Shift
48s 0

B view Treemap
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Show audits relevant to: [JJ ECP IBT LCP CLS

OPPORTUNITIES

Opportunity Estimated Savings
A Serve images in next-gen formats —————— 09s -~
I Properly size images 068 v
[ Reduce unused JavaScript == 03s v
- Avoid serving legacy JavaScript to modern s 03s v

browsers

These suggestions can help your page load faster. They don't directly affect the Performance score.

DIAGNOSTICS
A Largest Contentful Paint image was lazily loaded v
A Image elements do not have explicit width and height v
A Serve static assets with an efficient cache policy — 8 resources found v
A First Contentful Paint (3G) — 5883 ms v
) Avoid chaining critical requests — 1 chain found v
) Keep request counts low and transfer sizes small — 10 requests « 429 KiB v
) Largest Contentful Paint element — 1 element found v
) Avoid long main-thread tasks — 6 long tasks found v
) Avoid non-composited animations — 1 animated element found v

More information about the performance of your application. These numbers don't directly affect the Performance score.

PASSED AUDITS (26) Show
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95

Accessibility

These checks highlight opportunities to imprave the accessibility of your
web app. Only a subset of accessibility issues can be automatically
detected 50 manual testing is also encouraged.

CONTRAST
A Background and foreground colors do not have a sufficient contrast ratio. v

These are opportunities fo improve the legibility of your content.

ADDITIONAL ITEMS TO MANUALLY CHECK (10) Show

These items address areas which an automated testing tool cannot cover. Leam more in our guide on gonducting an

PASSED AUDITS (9) Show

NOT APPLICABLE (34) Show

100

Best Practices
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TRUST AND SAFETY

Ensure CSP is effective against XSS attacks

GENERAL

Detected JavaScript libraries

PASSED AUDITS (14)

NOT APPLICABLE (1)

92

SEO

These chacks ensune that your page is following basic search engina
optimization advice. There are many additional factors Lighthouse does not
score here that may affect your search ranking, including performance on
Core Web Vitals. Learn more.

CONTENT BEST PRACTICES

A Document does not have a meta description Description text is empty.

Format your HTML in a way that enables crawlers to befter understand your app’s content.

ADDITIONAL ITEMS TO MANUALLY CHECK (1)

Run these additional validators on your site to check additional SEQ best practices.

216

Show

Show
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PASSED AUDITS (11) Show

NOT APPLICABLE (2) Show

PA

PWA

These checks validate the aspects of a Progressive Web App. Learn morg.

o INSTALLABLE

@ Web app manifest and service worker meet the installability requirements v

o PWA OPTIMIZED

@ Registers a service worker that controls page and start_url v
@ Configured for a custom splash screen v
@ Sets a theme color for the address bar. v
@ Content is sized cormrectly for the viewport v
@ Has a <meta name="viewport"> tag with width or initial-scale v
@ Provides a valid apple-touch-icon v
@® Manifest has a maskable icon v
ADDITIONAL ITEMS TO MANUALLY CHECK (3) Show
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store.caru.com.tw

ﬂ https://store.caru.com.tw/dashboard/

2 PAA
68 ‘ 95 ’ ‘ 92 ’ A
Performance Accessibility Best Practices SEO

There were issues affecting this run of Lighthouse:

« The page may not be loading as expected because your test URL
(https://store.caru.com.tw/dashboard) was redirected to https://store.caru.com.tw/dashboard/.
Try testing the second URL directly.

68

CarU 7BPh

Performance

BEBEA
Values are estimated and may vary. The performance
score is calculated directly from these metrics. See §

A 049 50-89 @® 90100
METRICS Expand view

A First Contentful Paint Time to Interactive
3.2s 45s
Speed Index Total Blocking Time
3.8s 340 ms

A Largest Contentful Paint @® Cumulative Layout Shift
45s 0

B View Treemap
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Show audits relevant to: [J) ECP IBT LCP CLS

OPPORTUNITIES

Opportunity Estimated Savings
Properly size images 062s v
Serve images in next-gen formats 062s v
Reduce unused JavaScript 03s +
Avoid serving legacy JavaScript to modern 03s v
browsers

These suggestions can help your page load faster. They don't directly affect the Performance score.

DIAGNOSTICS
A Largest Contentful Paint image was lazily loaded v
A Image elements do not have explicit width and height v
A Serve static assets with an efficient cache policy — 9 resources found v
A First Contentful Paint (3G) — 5889 ms v
Avoid chaining critical requests — 1 chain found v
Keep request counts low and transfer sizes small — 11 requests « 368 KiB v
Largest Contentful Paint element — 1 element found ¥
Avoid long main-thread tasks — 5 long tasks found v
Avoid non-composited animations — 1 animated element found v

More information about the performance of your application. These numbers don't directly affect the Performance score.

PASSED AUDITS (26) Show
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95

Accessibility

These checks highlight opportunities to imprave the accessibility of your
web app. Only a subset of accessibility issues can be automatically
detected 50 manual testing is also encouraged.

CONTRAST
A Background and foreground colors do not have a sufficient contrast ratio. v

These are opportunities fo improve the legibility of your content.

ADDITIONAL ITEMS TO MANUALLY CHECK (10) Show

These items address areas which an automated testing tool cannot cover. Leam more in our guide on gonducting an

PASSED AUDITS (9) Show

NOT APPLICABLE (34) Show

100

Best Practices
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TRUST AND SAFETY

Ensure CSP is effective against XSS attacks

GENERAL

Detected JavaScript libraries

PASSED AUDITS (14)

NOT APPLICABLE (1)

92

SEO

These chacks ensune that your page is following basic search engina
optimization advice. There are many additional factors Lighthouse does not
score here that may affect your search ranking, including performance on
Core Web Vitals. Learn more.

CONTENT BEST PRACTICES

A Document does not have a meta description Description text is empty.

Format your HTML in a way that enables crawlers to befter understand your app’s content.

ADDITIONAL ITEMS TO MANUALLY CHECK (1)

Run these additional validators on your site to check additional SEQ best practices.

221
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PASSED AUDITS (11) Show

NOT APPLICABLE (2) Show

PA

PWA

These checks validate the aspects of a Progressive Web App. Learn morg.

o INSTALLABLE

@ Web app manifest and service worker meet the installability requirements v

o PWA OPTIMIZED

@ Registers a service worker that controls page and start_url v
@ Configured for a custom splash screen v
@ Sets a theme color for the address bar. v
@ Content is sized cormrectly for the viewport v
@ Has a <meta name="viewport"> tag with width or initial-scale v
@ Provides a valid apple-touch-icon v
@® Manifest has a maskable icon v
ADDITIONAL ITEMS TO MANUALLY CHECK (3) Show
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These checks are required by the baseline PWA Checklist but are not automatically checked by Lighthouse. They do not
affect your score but it's important that you verify them manually.

{5 Captured at Dec 3, 2021, 1:15PM [ Emulated Moto G4 with & Single page load
GMT+8 Lighthouse 9.0.0
@ Initial page load % Unknown @ Using HeadlessChromium

95.0.4638.69 with Ir

Generated by Lighthouse 9.0.0 | File an issue
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test-caru.welcometw.com

ﬂ https://test-caru.welcometw.com/
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Values are estimated and may vary. The performance e
score is calculated directly from these metrics. See
calculator. -
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METRICS

" First Contentful Paint

20s

A Speed Index

7.3s

A Largest Contentful Paint

19.6 s

B3 View Treemap

OPPORTUNITIES

Opportunity

Expand view

A Time to Interactive

20.3s

A Total Blocking Time

2,280 ms

A Cumulative Layout Shift

0.358

Show audits relevant to: ) ECP IBT LCP CLS

Estimated Savings
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> > > > >

These suggestions can help your page load faster. They don't directly affect the Performance score.

Serve images in next-gen formats

Properly size images =
Enable text compression —
Reduce unused JavaScript

Minify JavaScript

Efficiently encode images

Eliminate render-blocking resources
Reduce unused CSS

Minify CSS

DIAGNOSTICS

A

> > > > >

Avoid enormous network payloads — Total size was 16,528 KiB

Serve static assets with an efficient cache policy — 78 resources found
Does not use passive listeners to improve scrolling performance

Image elements do not have explicit width and height

Minimize main-thread work — 7.5 s

Avoid an excessive DOM size — 1,751 elements

First Contentful Paint (3G) — 3990 ms

Reduce JavaScript execution time — 2.6 s

Avoid chaining critical requests — 1 chain found

Keep request counts low and transfer sizes small — 85 requests - 16,528 KiB
Largest Contentful Paint element — 1 element found

Avoid large layout shifts — 3 elements found

Avoid long main-thread tasks — 11 long tasks found
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Avoid non-composited animations — 81 animated elements found v

Mare infarmation about the perfarmance of your application. These numbers don't direclly affect the Performance score.

PASSED AUDITS (16) Show

93

Accessibility

These checks highlight opportunities to improve the accessibility of your
web app. Only a subset of accessibility issues can be automatically
detected so manual testing is also encouraged.

ARIA
A [aria-hidden="true"] elements contain focusable descendents v

These are opportunities to improve the usage of ARIA in your application which may enhance the experience for users of
assistive tachnology, like a screen reader.

CONTRAST

A Background and foreground colors do not have a sufficient contrast ratio. -

These are opportunities to improve the legibility of your content.

NAMES AND LABELS

A Links do not have a discernible name v

These are opportunities fo improve the semantics of the contrals in your application. This may enhance the experience for
users of assistive technology, like a screen reader.

226



ADDITIONAL ITEMS TO MANUALLY CHECK (10)

Show

These items address arsas which an automated testing tool cannot cover. Leamn mare in our guide on gonducting an

PASSED AUDITS (17)

NOT APPLICABLE (24)

100

Best Practices

TRUST AND SAFETY

Ensure CSP is effective against XSS attacks
GENERAL
Detected JavaScript libraries
A Missing source maps for large first-party JavaScript

PASSED AUDITS (13)

NOT APPLICABLE (1)
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SEO

These chacks ensure that your page is following basic search engine
optimization advice. There are many additional factors Lighthouse does not
score here that may affact your search ranking, including performance on
Core Wob Vitals. Learn more.

CONTENT BEST PRACTICES

A Document does not have a meta description v

Format your HTML in a way that enables crawlers to better understand your app’s content.

MOBILE FRIENDLY
A Tap targets are not sized appropriately — 18% appropriately sized tap targets v

Make sure your pages are mobile friendly s0 users don't have to pinch or zoom in order to read the content pages. Leam
morg.

ADDITIONAL ITEMS TO MANUALLY CHECK (1) Show

Run these additional validators on your site o check additional SEO best practices.

PASSED AUDITS (11) Show

NOT APPLICABLE (1) Show
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PWA

These checks validate the aspects of a Progressive Web App. Learn more.

o INSTALLABLE

@ Web app manifest and service worker meet the installability requirements

PWA OPTIMIZED

@ Registers a service worker that controls page and start_url

@ Configured for a custom splash screen

Does not set a theme color for the address bar.

58

Failures: No “<meta name="theme-color">" tag found.

> » o @

Content is sized comectly for the viewport
Has a <meta name="viewport"> tag with width or initial-scale
Does not provide a valid apple-touch-icon

Manifest doesn't have a maskable icon

ADDITIONAL ITEMS TO MANUALLY CHECK (3)

Show

These checks are required by the baseline PWA Checklist but are not automatically checked by Lighthouss. They do not
affect your score but it's important that you verify them manually.

5 Captured at Dec 3, 2021, 1:11 PM
GMT+8
@ Initial page load

[0 Emulated Moto G4 with & Single page load
Lighthouse 9.0.0
7 Unknown ©® Using HeadlessChromium

95.0.4638.69 with Ir
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Generated by Lighthouse 9.0.0 | File an issue
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b2b-api.caru.com.tw

BurpSuite

Professional

Burp Scanner Report

Summary

The table below shows the numbers of issues identified in different categories. Issues are classified according to severity as High, Medium, Low or Information. This
reflects the likely impact of each issue for a typical organization. Issues are also classified according to confidence as Certain, Firm or Tentative. This reflects the
inherent reliability of the technigue that was used to identify the issue.

Confidence
Certain Firm Tentative Total
High 0 0 0
Medium 0 0 1
Severity
Low 0 0 2
Information 1 0 2

The chart below shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with a confidence level of Certain, and the
bars fade as the confidence level falls.

Number of issues
|o |1 |2 3 4
High
Severity Medium [
Low

Contents

1. TLS certificate

2. Password field with autocomplete enabled
3. Strict transport security not enforced

4. Frameable response (potential Clickjacking)

5. Robots.txt file
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1. TLS certificate

- Y
[ Mext |
pe .

Summary
Severity: Medium
Confidence:  Certain

Host: https://b2b-api.caru.com.tw
Path: I
Issue detail

The following problem was identified with the server's TLS certificate:
= The server's certificate is not trusted.

Note: Burp relies on the Java trust store to determine whether cerfificates are trusted. The Java trust store does not include every root CA certificate that is included
within browser trust stores. Burp might incomectly report that a certificate is not trusted, if a valid root CA certificate is being used that is not included in the Java
trust store.

The server presented the following cerificates:

Server certificate

Issued to:  dealer2 caru.com.tw, b2b-api.caru.com.tw, test-dev.caru.com.tw
Issued by: R3

Valid from: Tue Nov 02 22:23:26 GMT+08:00 2021

Valid to: Mon Jan 31 22:28:25 GMT+08:00 2022

Certificate chain #1

lssued to: R3

Issued by: 1SRG Root X1

Valid from: Fri Sep 04 08:00:00 GMT+08:00 2020
Valid to: Tue Sep 16 00:00:00 GMT+08:00 2025

Certificate chain #2

Issued to: 1SRG Root X1

Issued by: DST Root CA X3

Valid from: Thu Jan 21 03:14:03 GMT+08:00 2021
Valid to: Tue Oct 01 02:14:03 GMT+08:00 2024

Issue background
TLS (or SSL) helps to protect the confidentiality and integrity of information in transit between the browser and server, and to provide authentication of the server's

identity. To serve this purpose, the server must present an TLS certificate that is valid for the server's hostname, is issued by a trusted authority and is valid for the
current date. If any one of these requirements is not met, TLS connections to the server will not provide the full protection for which TLS is designed.

It should be noted that various attacks exist against TLS in general, and in the context of HTTPS web connections in particular. It may be possible for a determined
and suitably-positioned attacker to compromise TLS connections without user detection even when a valid TLS certificate is used.

References

= SSLTLS Configuration Guide
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Vulnerability classifications

= CWE-295: Improper Certificate Validation
-326: Inadequate Encryption Strength

CWE-327: Use of a Broken or Risky Cryptographic Algorithm

2. Password field with autocomplete enabled

T -
( Vo ]
- Previous N Next J

Summary
Severity: Low
Confidence: Certain
Host: https:/ib2b-api.caru.com.tw
Path: 1

Issue detail

The page contains a form with the following action URL:
= hittps://b2b-api.caru.com.twiindex php
The form contains the following password field with autocomplete enabled:

= password

Issue background

Most browsers have a facility to remember user credentials that are entered into HTML forms. This function can be configured by the user and also by applications
that employ user credentials. If the function is enabled, then credentials entered by the user are stored on their local computer and retrieved by the browser on
future visits to the same application.

The stored credentials can be captured by an attacker who gains control over the user's computer. Further, an attacker who finds a separate application vulnerability
such as cross-site scripting may be able to exploit this to retrieve a user's browser-stored credentials.

Issue remediation

To prevent browsers from storing credentials entered into HTML forms, include the atfribute autocomplete="off" within the FORM tag (to protect all form fields) or
within the relevant INFUT tags (to protect specific individual fields).

Please note that modern web browsers may ignore this directive_ In spite of this there is a chance that not disabling autocomplete may cause problems obtaining
PCI compliance.

Vulnerability classifications

= CWE-200: Information Exposure

Request

GET /HTTPR/1.1

Host: b2b-api.caru_com.tw

Cookie: 85f1e6839deeb9dead7b2e9ffe89d244=atcbg73vmil3lhiciat7kshani
Cache-Control: max-age=0

Sec-Ch-Ua: " Mot A;Brand”;v="99", "Chromium”;v="96", "Google Chrome",v="96"
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Sec-Ch-Ua: " Not A;Brand™v="99", "Chromium”,v="96", "Google Chrome";v="96"

Sec-Ch-Ua-Mobile: 70

Sec-Ch-Ua-Platform: "Windows"

Dnt 1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664. 45 Safari/537.36
Accept: text/himl, application/xhtml+xml, application/xml; q=0.9,image/avif image/webp.image/apng,”/*,q=0.8 application/signed-exchange;v=b3;g=0_9
Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate

Accept-Language: zh-TW,zh;q=0.9 ja-JP;q=0.8,ja;q=0.7,en-US;q=0.6,en;q=0.5

Connection: close

Response

HTTP/1.1 503 Service Unavailable

Date: Thu, 02 Dec 2021 05:34:59 GMT A
Server: Apache/2.4.41 (Ubuntu)

X-Content-Type-Options: nosniff

Expires: Wed, 17 Aug 2005 00:00:00 GMT

Last-Modified: Thu, 02 Dec 2021 05:34:59 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 3153

Connection: close

Content-Type: text/html; charset=utf-&

<IDOCTYPE html>
<html lang="en-gb" dir="tr">
<head>
<meta name="viewport" content="width=device-width, initial-scale=1.0" />
<meta charset="utf-8" />
<meta name="robots" content="noindex, nofollow
...[SNIP]...
<fdiv= v

3. Strict transport security not enforced

o\ A
[ Previous | [ Mext |
s AN s

Summary
Severity: Low
Confidence:  Certain
Host: https:/ib2b-api.caru.com.tw
Path: i

Issue description

The application fails to prevent users from connecting to it over unencrypted connections. An attacker able to modify a legitimate user's network traffic could bypass
the application’s use of SSL/TLS encryption, and use the application as a platform for attacks against its users. This attack is performed by rewriting HTTPS links as
HTTP, so that if a targeted user follows a link to the site from an HTTP page, their browser never attempts to use an encrypted connection. The sslstrip tool
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automates this process.

To exploit this vulnerability, an attacker must be suitably positioned to intercept and modify the victim's network traffic. This scenario typically occurs when a client
communicates with the server over an insecure connection such as public Wi-Fi, or a corporate or home network that is shared with a compromised computer.
Common defenses such as switched networks are not sufficient to prevent this. An attacker situated in the user's ISP or the application’s hosting infrastructure could
also perform this attack. Note that an advanced adversary could potentially target any connection made over the Intermet's core infrastructure.

Issue remediation

The application should instruct web browsers to only access the application using HTTPS. To do this, enable HTTP Strict Transport Security (HSTS) by adding a
response header with the name 'Strict-Transport-Security’ and the value 'max-age=expireTime’, where expireTime is the time in seconds that browsers should
remember that the site should only be accessed using HTTPS. Consider adding the 'includeSubDomains’ flag if appropriate.

Note that because HSTS is a "trust on first use” (TOFU) protocol, a user who has never accessed the application will never have seen the HSTS header, and will
therefore still be vulnerable to SSL stripping attacks. To mitigate this risk, you can optionally add the 'preload’ flag to the HSTS header, and submit the domain for
review by browser vendors.

References
» HTTP Strict Transport Security

» sslstrip
= HSTS Preload Form

Vulnerability classifications
= CWE-523: Unprotected Transport of Credentials

» CAPEC-94: Man in the Middle Attack
» CAPEC-157: Sniffing Attacks

Request

GET/HTTR/1.1

Host: b2b-api.caru.com tw

Cookie: 85f1e6839deebIdead Th2e9fe89d244=atchgT Ivmid3lhiciatTkshani

Cache-Control: max-age=0

Sec-Ch-Ua: " Not A;Brand™,v="99", "Chromium”v="96", "Google Chrome";v="96"

Sec-Ch-Ua-Mobile: 70

Sec-Ch-Ua-Platform: "Windows"

Dnt 1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664 45 Safari/537.36
Accept text/html, application/xhtmixml, application/xml;q=0.9 image/avif image/webp image/apng,*/*;q=0.8 application/signed-exchange;v=b3;q=09
Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate

Accept-Language: zh-TW,zh;q=0.9 ja-JP;q=0.8 ja;q=0.7 en-US;g=0.6,en;q=0.5

Connection: close

Response

HTTP/1.1 503 Service Unavailable

Date: Thu, 02 Dec 2021 05:34:59 GMT

Server: Apache/2.4.41 (Ubuntu)

X-Content-Type-Options: nosniff

Expires: Wed, 17 Aug 2005 00:00:00 GMT

Last-Modified: Thu, 02 Dec 2021 05:34:59 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
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Content-Length: 3153
Connection: close
Content-Type: text/html; charset=utf-3

<IDOCTYPE html=

<html lang="en-gb" dir="1tr">

<head>
<meta name="viewport” content="width=device-width, initial-scale=1.0" />
<meta charset="utf-8" /=
<meta name="robots" content="noindex, nofollow

_.ISNIP]...

4. Frameable response (potential Clickjacking)

o ™
[ Previous ) [ Next )

Summary

Severity: Information

Confidence:  Firm

Host: https:/ib2b-api.caru.com.tw
Path: I

Issue description

If a page fails to set an appropriate X-Frame-Options or Content-Security-Policy HTTP header, it might be possible for a page controlled by an attacker to load it
within an iframe. This may enable a clickjacking attack, in which the attacker's page overlays the target application’s interface with a different interface provided by
the attacker. By inducing victim users to perform actions such as mouse clicks and keystrokes, the attacker can cause them to unwittingly carry out actions within
the application that is being targeted. This technigue allows the attacker to circumvent defenses against cross-site request forgery, and may result in unauthorized
actions.

Note that some applications attempt to prevent these attacks from within the HTML page itself, using "framebusting” code. However, this type of defense is normally
ineffective and can usually be circumvented by a skilled attacker.

You should determine whether any functions accessible within frameable pages can be used by application users to perform any sensitive actions within the
application.

Issue remediation
To effectively prevent framing attacks, the application should return a response header with the name X-Frame-Options and the value DENY to prevent framing

altogether, or the value SAMEORIGIN to allow framing only by pages on the same origin as the response itself. Note that the SAMEORIGIN header can be partially
bypassed if the application itself can be made to frame untrusted websites.

References

= Web Security Academy: Clickjacking
= X-Frame-Options

Vulnerability classifications

CWE-693: Protection Mechanism Failure
CAPEC-103: Clickjacking

Request
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GET/HTTR/1.1

Host: b2b-api.caru.com.tw

Cookie: 85f1e6839deeb94ead Th2e9ffed9d244=atchbg73vmil3lhlciat7kshani

Cache-Control: max-age=0

Sec-Ch-Ua: " Not A;Brand™,v="99", "Chromium”,v="96", "Google Chrome";v="96"

Sec-Ch-Ua-Mobile: 20

Sec-Ch-Ua-Platform: "Windows"

Dnt 1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.45 Safari/537.36
Accept text’html, application/xhtmi+xml, application/xml;q=0.9 image/avif image/webp image/apng,**;q=0.8,application/signed-exchange:v=b3;q=0.9
Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate

Accept-Language: zh-TW,zh;q=0.9 ja-JP;q=0.8 ja;q=0.7 en-US3;q=0.6,en;qg=0.5

Connection: close

Response

HTTP/1.1 503 Service Unavailable

Date: Thu, 02 Dec 2021 05:34:59 GMT

Server: Apache/2.4.41 (Ubuntu)
X-Content-Type-Options: nosniff

Expires: Wed, 17 Aug 2005 00:00:00 GMT
Last-Modified: Thu, 02 Dec 2021 05:34:59 GMT
Cache-Contfrol: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 3153

Connection: close

Content-Type: text/html; charset=utf-8

<IDOCTYPE himl=

<html lang="en-gb" dir="tr">

<head>
<meta name="viewport" content="width=device-width, initial-scale=1.0" />
<meta charset="utf-8" />
<meta name="robots" content="noindex, nofollow

[ SNIP]...

5. Robots.txt file

Ty
| Previous )

Summary
Severity: Information
Confidence:  Certain
Host: https://b2b-api.caru.com.tw
Path: Irobots.txt
Issue detail

The web server contains a robots b file.
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The web server contains a robots txt file.

Issue background

The file robots.txt is used to give instructions to web robots, such as search engine crawlers, about locations within the web site that robots are allowed, or not
allowed, to crawl and index.

The presence of the robots.txt does not in itself present any kind of security vulnerability. However, it is often used to identify restricted or private areas of a site's
contents. The information in the file may therefore help an attacker to map out the site’s contents, especially if some of the locations identified are not linked from

elsewhere in the site. If the application relies on robots.txt to protect access to these areas, and does not enforce proper access control over them, then this
presents a serious vulnerability.

Issue remediation

The robots txt file is not itself a security threat, and its comect use can represent good practice for non-security reasons. You should not assume that all web robots
will honor the file's instructions. Rather, assume that attackers will pay close attention to any locations identified in the file. Do not rely on robots.txt to provide any
kind of protection over unauthorized access.

Vulnerability classifications

» CWE-200: Information Exposure

Request

GET /robots. bt HTTP/M.1

Host: b2b-api.caru.com.tw

Accept-Encoding: gzip, deflate

Accept: **

Accept-Language: en

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinG4; x64) AppleWebKit’'537.36 (KHTML, like Gecko) Chrome/95.0.4638.54 Safari/537.36
Connection: close

Cookie: ceTaabebe16df284e15c74ecT2b2ach1=16u32k5bt9cdaTh67Ekvicsdgv

Response

HTTR/M1.1 200 OK

Date: Thu, 02 Dec 2021 05:35:01 GMT
Server: Apache/2.4.41 (Ubuntu)
X-Content-Type-Options: nosniff
Last-Modified: Sun, 11 Apr 2021 22:53:30 GMT
ETag: "2ec-5bfbad40bceBd0-gzip”
Accept-Ranges: bytes

Vary: Accept-Encoding
Content-Length: 748

Connection: close

Content-Type: text/plain

# If the Joomla site is installed within a folder

# eqg www.example.com/joomlal then the robots.txt file
# MUST be moved to the site root

# eg www.example.com/robots. bet

# AND the joomla folder name MU

w.[SNIP]...

Report generated by Burp Suite web vulnerability scanner v2021.9.1, at Thu Dec 02 13:46:35 GMT+08:00 2021.
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dealer2.caru.com.tw

Burp Suite

oressional

Burp Scanner Report

Summary

The table below shows the numbers of issues identified in different categories. Issues are classified according to severity as High, Medium, Low or Information. This
reflects the kely impact of each issue for 3 typical organization. Issues are also classified according to confidence as Cerizin, Firm or Tentative. This reflects the
inherent reliability of the technique that was used to identify the issus.

Confidence
Certain Firm Tentative Total
High 0 L] 1]
Medium 1} o 1
Severity
Low 1] [I] 5
Information o 1 2

The chart below shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with a confidence level of Certain, and the
bars fade as the confidence level falls.

Humber of issues

w
s

2

Q

| 1
High
Severity medivm IR

Low

Contents

1. TLS certificate
2. Password field with autocomplete enabled

3. Strict transport security not enforced

[ERAREE ]
o 3 b
mmmm

1psi r<. Caru.co

4. Cross-site request forgery

5. Robots.txt file

1. TLS certificate

Summary
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Severiy: Medium
Confidence:  Certain

Host: https:iidealer2_caru.com.tw
Path: !

Issue detail

The following problem was identified with the server's TLE cerificate:
* The server's certificate is not trusted.

Note: Burp relies on the Java trust store to determine whether cerlificates are trusted. The Java trust store does not include every root CA certificate that is included
within browser trust stores. Burp might incomectly report that a certificate is not trusted, if a valid root C& certificate is being used that is not included in the Java trust
store.

The server presented the following certificates:

Server certificate

Issued to:  dealer2.caru.com.tw, bZb-api.caru.com.tw, test-dev.caru.com.iw
Issued by: R3

Valid from: Tue Mov 02 22:28:28 GMT+08:00 2021

Valid to: Maon Jan 31 22:28:25 GMT+08:00 2022

Certificate chain #1

Issued to: R32

Issued by: 1SRG Root X1

Valid from: Fri Sep 04 08:00:00 GMT+08:00 2020
Valid to: Tue Sep 16 00:00:00 GMT+08:00 2025

Certificate chain #2

Issued to: 1SRG Root X1

Issued by: DOST Root CA X2

Valid from: ThuJan 21 03:14:03 GMT+02:00 2021
Valid to: Tue Oct 01 02:14:03 GMT+0E:00 2024

Issue background

TLS {or 35L) helps to protect the confidenfiality and integrity of information in transit between the browser and server, and to provide authentication of the server's
identfity. To serve thiz purpose, the server must present an TLS certificate that is walid for the server's hostname, is izsued by a trusted authority and is valid for the
current date. If any one of these requirementis is not met, TLS connections to the server will not provide the full protection for which TLS is designed.

t should be noted that various attacks exist against TLS in general, and in the context of HTTPS web connections in particular. It may be possible for a determined
and suitably-positionad attacker to compromise TLS connections without user detection even when a valid TLS certificate is usad.

References
= S5UTLS Configuration Guide

Vulnerability classifications

285: Improper Certificate Validation
: Inadequate Encryption Sirength
)z of a Broken or Risky Cryptographic Algorithm

2. Password field with autocomplete enabled

[ Previous ) [ Mext )

Summary
Severity: Low
Confidence:  Certain

Host: https:iidealer2_caru.com.tw
Path: fadministratorfindex_php

240



Issue detall
The page contains a form with the following action URL:
= https:idealer?.caru.com. tw/administrator/indes. php
The form contains the following password field with autocomplete enabled:
* passwd
This issue was found in multiple locations under the reported path.
Issue background
Maost browsers have a facility to remember user credentials that are entered into HTML forms. This function can be configured by the user and also by applications

that employ user credentials. If the function is enabled, then credentials entered by the user are stored on their local computer and retrieved by the browser on
future visits to the same application.

The stored credentials can be captured by an attacker who gains control over the user's computer. Further, an attacker who finds a separate application vulnerability
such as cross-site scripting may be able to exploit this to retrieve 3 user's browser-stored credentials.

Issue remediation

To prevent browsers from storing credentials entered into HTML forms. include the attribute autocomplete="off" within the FORM tag (to protect all form fields) or
within the relevant INPUT tags (o protect specific individual fields).

Flease note that modern web browsers may ignore this directive. In spite of this there is a2 chance that not disabling autocomplete may cause problems obtaining
PCl compliance.

Vulnerability classifications

= CWE-200: Information Exposure

Reqguest 1

POST fadminisiraterfindex.php HTTPM.1

Host: dealer2.caru.com.tw

Origin: hitps:iidealer2.caru.com.tw

Cookie: caTaa5ebfe16df2848 1507 42cT2b23ch 1=8sp5jnujv4ojSeiebj3gi3t2d6

Accept: text'html, application/xhtml+:xml,application’zml;q=0.2,image/avif.image/webp.image/apng,*:q=0.5.application/signed-exchangev=b3:0=0.2
Upgrade-Insecure-Reguesis: 1

Refarer: hitps://dealer2.caru.com.tw/administratorfindex.php

Content-Type: application-waww-form-urlencoded

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en-GBg=0.22ng=0.2

User-Agent: Mozilla'5.0 (Windows NT 10.0; WinG4; x64) AppleWebHKit'537.26 (KHTML. like Gecko) Chrome/85.0.4638.54 Safari/537.35
Connection: close

Cache-Control: max-age=0

Content-Length: 133

username=I\VIyFGfvEpasswd=nd4MN1%21135%2 1M5&Iang=en-
GB&option=com_login&task=login&return=a\WakZXgucGhwiG55814e2aadb 7024727493 3c0abf1267=1

Response 1

HTTP/1.1 200 Ok -
Date: Thu, 02 Dec 2021 08:24:08 GMT

Server: Apache’2 4.41 (Ubuntu)

X-Content-Type-Cptions: nosniff

#-Frame-Options: SAMECRIGIN

Expires: Wed, 17 Aug 2005 00:00:00 GMT

Last-Modified: Thu, 02 Dec 2021 06:24:08 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
FPragma: no-cache

Wary: Accept-Encoding

Content-Length: G203

Connection: close

Contant-Type: texthtml; charset=utt-8

<IDOCTYPE himl=
<html lang="en-gb" dir="itr">
<hesd>
=meta name="viewport" content="width=device-width, initial-scale=1.0">
=meta htip-egquiv="x-UA-Compatible" content="|E=adge" />
<meia charset="ut
--[SNIP]...
<idiv= =
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Request 2

POST fadministraterindex.php HTTRM.1

Host: dealer? caru.com.tw

Origin: https:/idealer2.caru.com.tw

Cookie: ca7aafefe18d4f284e1 50T 4ecT2b2ach1=phntjcb32nbe41hpihpq3opdc2

Accept: text'hitml, application/=html+xml, application/zml;q=0.8.image/avifimage’webp.image/apng.*™;q=0.5.application/signed-exchange;v=b3:0=0.8
Upgrade-Insecure-Reguesis: 1

Referer: https:iidealer2.caru. com.tw/administrator!

Content-Type: application’-waww-form-urlencoded

Accept-Encoding: gzip, deflate

Accept-Language: en-US en-GBg=0.2,en:g=0.2

User-Agent: Mozilla/5.0 (\Windows NT 10.0; \Wing4; x84) AppleWebkit’537 .36 (KHTML, like Gecko) Chrome/85.0.4538 54 Safari/537.35
Connection: close

Cache-Control: max-age=0

Content-Length: 133

username=RdKFGWFn&passwd=plA%21a8s%21ESEIang=zh-
TWaoption=com_login&task=login&retumn=aW5skZ X gucGhwiE67028aa200632 167 5b5be023220d5195=1

Response 2

HTTPM.1 200 Ok

Date: Thu, 02 Dec 2021 08:22:48 GMT

Server: Apache’2.4.41 (Ubuntu}
X-Content-Type-Optons: nosniff
#-Frame-Options: SAMEORIGIN

Expires: Wed, 17 Aug 2005 00:00:00 GMT
Last-Modified: Thu, 02 Dec 2021 06:23:49 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
FPragma: no-cache

Wary: Accept-Encoding

Content-Length: 6781

Connection: close

Content-Type: texthtml; charset=utf-8

=IDOCTYPE himl=

<htm| lang="zh-tw" dir="ltr">

<head=
=meta name="viewporl" content="width=device-width, initial-scale=1.0">
<“meta hifp-eguiv="¥-UA-Compatible" content="|E=adge" /=
“meta charset="ut

-[SNIP]...

idiv=

Request 3

POST fadministraterindex.php HTTRM.1

Host: dealer2.caru.com.tw

Orrigin: hitps:/idealer2.caru.com.tw

Cookie: ca7aadefe18d4f284e15cT4ecT 2b2ach1=uchdhjof263ucuqushdwrriaeg

Accept: text'hitml, application/=html+xml, application/zml;q=0.8.image/avifimage’webp.image/apng.*™;q=0.5.application/signed-exchange;v=b3:0=0.8
Upgrade-Insecure-Regueasts: 1

Referer: https:iidealer2.caru. com.tw/administrator!

Content-Type: application’-waww-form-urlencoded

Accept-Encoding: gzip, deflate

Accept-Language: en-US en-G8:9=0.2,en:g=0.2

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinS4; x54) AppleWebkit'537 .36 (KHTML, like Gecko) Chrome/35.0.4638.54 Safari’537.36
Connection: close

Cache-Control: max-age=0

Content-Length: 133

usernamesiCCHZqgS&passwd=a4T%2 101%21WT &lang=en-
GB&option=com_login&task=login&return=aWikZXgucGhwi oS8 Tdi8154d8celelfbddE2c3bBcelbo1=1

Response 3

HTTPM.1 200 Ok

Date: Thu, 02 Dec 2021 08:24:11 GMT

Server: Apache2.4.41 (Ubuntu)

X-Content-Type-Opbons: nosniff

X-Frame-Cptions: SAMEORIGIN

Expires: Wed, 17 Aug 2005 00:00:00 GMT

Last-Modified: Thu, 02 Dec 2021 05:24:11 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=1, pre-check=0
Fragma: no-cache

Wary: Accept-Encoding

Frmcdemd | ok SR

242




ary: Accept-Encoding
Content-Length: 6803

Connection: close

Content-Type: texthtml; charset=utf-8

<IDOCTYPE himl=
<html lang="en-gb" dir="ltr"=
<head>
<meta name="viewport" content="width=device-width, initial-scale=1.0"=
=mets hitp-eguiv="rF-UA-Compatible” content="IE=adge" />
<meta charset="ut
..[SNIP]...
=/div= i

3. Strict transport security not enforced

[ Previous | | Mext |

There are 4 instances of this issue:

fadministrator
fadministrator/index.php

fadministratortempl i
fadminisiratontempl

Issue background

The application fails to prevent users fram connecting to it over unencrypted connections. An attacker able to modify a legitimate user's network traffic could bypass
the application's use of 35L/TLS encryplion, and use the apglication as a platfiorm for attacks against its users. This attack is performed by rewriting HTTPS links as
HTTF. so that if a targeted user follows a link fo the site from an HTTP page. their browser never attempts to use an encrypied connection. The ssistrip tool
automates this procass.

To exploit this vulnerability, an attacker must be suitably positioned to intercept and modify the victim's network traffic. This scenario typically occurs when a client
communicates with the server ower an insecure connection such as public Wi-Fi, or a corporate or home network that is shared with 3 compromised computer.
Zommon defenses such as switched networks are not sufficient to prevent this. An attacker situated in the user's ISP or the application's hosting infrastructure could
also perform this attack. Mote that an advanced adversary could potentially target any connection made over the Intemet's core infrastructure.

Issue remediation

The application should instruct web browsers to only access the application using HTTPS. To do this, enable HTTP Strict Transport Security (HSTS) by adding a
response header with the name "Strict-Transport-Security’ and the value 'max-age=expireTime'. where expireTime is the time in seconds that browsers should
remember that the site should only be accessed using HTTPS. Consider adding the 'includeSubDomains’ lag if appropriate.

Maote that because HSTS is a "rust on first use" (TOFU) protocol, 3 user who has never accessed the application will never have seen the HSTS header, and will

therefore still be vulnerable to SSL stripping attacks. To mitigate this risk, you can optionally add the 'preload’ flag to the HSTS header, and submit the domain for
review by browser vendaors.

References

= HTTP Sirict Transport Security

3.1, hitps://dealer2 caru.com.tw/administrator

[' Next .:I

Summary

Severity: Low
Cornfidence:  Certain
Host: https:iidealer? caru.com.tw

243



Issue detall

This issue was found in multiple locations under the reported path.

Request 1

GET fadministratorftemplates/isisicss/custom.css 7 1bfeldd 860bcbb0 18c8d42cf404880171d HTTRM .1

Host: dealer2.caru.com.tw

Cookie: ceTaafede19di284e15cT 42cT2b2acb 1=00=0e3h4gmEscifaddmZ Boggmk

Accept: text'htm|, application’xhtml+xml,application’xml;g=0.2,imagefavifimage’webp,image/apng,**;0=0.8. application/signed-exchange;w=b3:0=0.2
Upgrade-Insecure-Requeasis: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-US en-GB:g=082en:g=0.2

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; xG4) AppleWebKit’537.36 (KHTML, like Gecko) Chrome/85.0.4538 .54 Safari/537.35
Connection: close

Cache-Control: max-age=0

Response 1

HTTPM.1 200 QK

Date: Thu, 02 Dec 2021 06:24:26 GMT
Server: Apache’2. 4.41 (Ubuntu)
¥-Content-Type-Options: nosniff
Last-Modified: Fri, 12 Mov 2021 07:46:40 GMT
ETag: "1a5-5d082233d5b800-gzip"
Accept-Ranges: bytes

“ary: Accept-Encoding
Content-Length: 421

Connection: close

Content-Type: text/css

texiares |
width: unset;

body. site.com_login.view-login .icon-joomla {
display: none;

.brand.visiole-deskiop visible-tablat |

3.2 https://dealer2 caru.com_ tw/administrator/index_php

I Previous I I MNext I

Summary
Severity: Low
Confidence:  Certain
Host: https:/idealer?_caru.com.tw

Path: fadministratorfindex_php

Request 1

POST fadministratorindex.php HTTPM.1

Host: dealer2.caru.com.tw

Cookie: ceTaafede19df284e15c7 42cT2b2ach1=hbgGiuhhedi5080a15pT 1pn2En

Content-Length: 128

Cache-Control: max-age=0

Sec-Ch-Ua: " Mot A;Brand™;v="88", "Chromium™;v="08", "Googla Chrome";v="05"

Sec-Ch-Ua-Maobile: 70

Sec-Ch-Ua-Platform: "Windows"

Dnt: 1

Upgrade-Insecure-Reguesis: 1

User-Agent: Mozilla'5.0 (Windows NT 10.0; WinG4; xG4) AppleWebKit’537.36 (KHTML, like Gecko) Chrome/8G.0.45584 45 Safari/537.35
Orrigin: hitps:iidealer?. caru.com. tw

Content-Type: applications-waww-form-urlencoded

Accept: text'htm|, application’xhtml+xml,application’xml;g=0.2,imagefavifimage’webp,image/apng,**;0=0.8. application/signed-exchange;w=b3:0=0.2
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 1
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Sec-Fetch-User: 71

Sec-Feteh-Dest: document

Referer: https:i//dealer?. caru_com tw/administrator!

Accept-Encoding: gzip, deflate

Accept-Language: zh-TW,zh;q=0.8,ja-JP;g=0.8 ja;0=0.7,en-US;q=0.6,en;0=0.5
Connection: close

Response 1

HTTP/1.1 203 See other

Data: Thu, 02 Dec 2021 08:26:04 GMT

Server: Apache’2.4.41 (Ubuntu)
X-Content-Type-Opbtons: nosniff

Location: https:dealer?. caru.com. tw/administrator!
Expires: Wed, 17 Aug 2005 00:00:00 GMT
Last-Medified: Thu, 02 Dec 2021 086:26:04 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: O

Connection: close

Content-Type: texthtm!; charsst=utf-8

3.3. hitps://dealer?_caru_com tw/administrator/templates/isis/css/custom.css

( Previous ) Mext )
Summary

Severity: Low
Confidence: Certain
Host: https://dealer2 caru.com.tw

Path: fadministratorftemplatesiisisicsslcustom.css

Request 1

GET /administratorfiemplatesfisis/css/custom.css? 1bfeldddb0bebbd 18004 20f40438017d HTTRM.1

Heost: dealer2.caru.com.iw

Cookie: ca7as5efe18df284e15cT42cT2b2acb 1=q0ce 1 3vla3hoithkubfinecifc

Accept: text’html, applicationxhtml+xml, 2pplication’zml;g=0.8,image/avifimage’webp image/apng, */*;g=0.8, application/signed-exchange;v=b3;0=0.2
Upgrade-Insecure-Regueasis: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-US en-GEq=028eng=02

User-Agent: Mozilla/5.0 (\Windows NT 10.0; WinS4, x54) AppleWebKit'537.36 (KHTML, like Gecko) Chrome/85.0.4538.54 Safaril537.34
Connection: close

Cache-Control: max-age=0

Response 1

HTTF/1.1 200 QK

Date: Thu, 02 Dec 2021 08:55:37 GMT
Server: Apache/2.4.41 (Ubuntu)
X-Content-Type-Options: nosniff
Last-Medified: Fri, 12 Moy 2021 07:45:40 GMT
ETag: "1a5-5408238d8b200-gzip"
Accept-Ranges: bytes

Wary: Accept-Encoding
Content-Length: 421

Connection: close

Content-Type: texticss

textares |

width: unset;

body.site.com_login.view-login .icon-joomla {
dizplay: none;
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| Jbrand visiole-deskiop visible-tablet {

3.4 https://dealer? caru.com_tw/administrator/templates/isis/css/template_ css
I:: Previous :]
Summary

Severity: Low

Confidence:  Certain

Host: https:fidealer2_caru.com.tw
Path: fadministratoritemplatesiisisicssitemplate.css
Request 1

GET fadministratorffemplatesdisis/cssiternplate. cs57 1bfefdd8blbcbb(18c6d 2cf4 04330 1fd HTTPM.1

Host: dealer?.caru.com.tw

Cookie: ca7aafefe18d4f284e15cT4ecT2b2ach1=0282ihpjk58)r2h13gjnoudoly

Accept: text'html, application/=htm|+xml|, application/zml;q=0.8.image/avifimage’webp.image/apng.*™;q=0.5.application/signed-exchange;v=b3:q=0.8
Upgrade-Insecure-Reguests: 1

Accept-Enceding: gzip, deflate

Accept-Language: en-US en-GBg=0.8,en:g=0.2

User-Agent: Mozilla/3.0 (Windows NT 10.0; WinG4; x54) AppleWebkit'537 .36 (KHTML, like Gecko) Chrome/35.0.4638.54 Safari/537.35
Connection: close

Cache-Control: max-age=0

Response 1

HTTPM.1 200 Ok

Diate: Thu, 02 Dec 2021 08:55:30 GMT
Server: Apache2.4.41 (Ubuntu)
X-Content-Type-Opbons: nosniff
Last-Modified: Thu, 21 Oct 2021 07:45:50 GMT
ETag: "2df20-5cedd 12edledl-gzip"
Accept-Hanges: byles

Wary: Accept-Encoding
Content-Length: 188182

Connection: close

Content-Type: texticss

article,
aside,
details,
figcaption,
figure,
foaoter,
header.
hgroup,
nav,
section {

4. Cross-site request forgery

I:. Previous .:I I:. Mext .:I

Summary
Severity: Information
Confidence: Tentative
Host: https:fidealer?_ caru.com. tw

Path: fadministratorfindex.php

Issue detail

The request appears to be vulnerable to cross-site request forgery (CSRF) attacks against unauthenticated functionality. This is unlikely to consttute a secunty
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yulnerab lity im its own right, however it may facilitate P_'xplnitat;"u of ather vuinerabilites afect ng application users.
The original request contains parameaters that look like they may be anti-Z3RF tokens. However the request iz successful if these parameters are remowved.

The original request contains parameters that look like they may be anti-Z3RF tokens. Howsver, the values of these parameters do not change if the submitting
form is reloaded without supplying any cookies. Hence, the parameters are probably not being used as anti-CSRF tokens.

Issue background

Cross-site reguest forgery (C5RF) wulnerakilibes may arise when applications rely solely on HTTF cookies to identify the user that has issued a particular reguest
Because browsers sutomatically add cookies to requests regardless of their origin, it may be possible for an attacker to creste a malicious web site that forges a
cross-domain request to the vulnerable application. For a request to be vulnerable to CSRF, the following conditions must hald:

= The request can be issued cross-domain, for example using an HTML form. If the request contzsins non-standard headers or body content, then it may only
be izsuable from & page that originated on the same domain.

= The application relies solely on HTTF cockies or Basic Authentication to identify the user that issued the reguest. If the application places session-related
tokens elsewhere within the request, then it may not be vulnerable.

= The request performs some privileged action within the application, which modifies the application's state based on the identity of the issuing user.

= The attacker can determine all the parameters required to construct 3 request that performs the action. If the reguest contains any values that the attacker
cannot determine or predict, then it is not vulnerable.

Issue remediation

The most effective way to protect against CERF vulnerabilities is to include within relevant requests an additional token that is not transmitted in a cookie: for
example, 3 parameter in 3 hidden form field. This additional token should contain sufficient entropy, and be genersted using = crypiographic random number
generator, such that it is not feasible for an atiacker to determine or predict the value of any token that was issued to another user. The ioken should be associated
with the user's session, and the application should validate that the correct token is received before performing any action resulting from the request.

An alternztive approach, which may be =asier to implement, is to validate that Host and Referer headers in relevant requests are both present and contsin the same
domain name. However, this approach is somewhat less robust: historically, quirks in browsers and plugins hawve often enzsbled attackers to forge cross-domain
reguestis that manipulate these headers to bypass such defenses.

References

= Web Security Academy: Cross-site request forgery
g Burp fo Test for Cross-Site Request Forgery
= The Deputies Are Still Confused

Vulnerability classifications

= ZWE-352: Cross-Site Request Forgery (SSRF)
= CAPEC-G2: Cross Site Request Forgery

Request 1

POST /administratorindesx.php HTTRM.1

Host: dealer2.caru.com.tw

Origin: hitps:dealer? car.com.tw

Cookie: ceTaafede15di284e15cT 42cT2b2ach 1=0spSjnujvdo|Geiebj3gi3t2dE

Accept: text'html.application/=html+xml, application/xml;q=0.2,imagefavif.imageiwebp.image/apng, *™;g=0.8.application/signed-exchange;v=b3:0=0.8
Upgrade-Insecure-Reguesis: 1

Referer: hitps://dealer2.caru.com. tw/administratorfindex. php

Content-Type: application&-www-form-urlencoded

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en-G8;0=0.8.en0=0.2

User-Agent: Mozilla'5.0 (Windows NT 10.0; WinG4; x84) AppleWebKit'537.36 (KHTML, like Gecko) Chrome/85.0.4638.54 Safari/537.38
Connection: close

Cache-Control: max-age=0

Content-Length: 132

username=\IyFGivEpasswd=nd4MN% 211332 1MS5&lang=an-
GEB&option=com_login&task=login&returm=aWskZXgucGhwi555814e8aa6bTb247274833c0abf1268/=1

Response 1

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 08:24:08 GMT

Server: Apache2 4.41 (Ubuntu)
¥-Content-Type-Options: nosniff
X-Frame-Options: SAMECRIGIMN

Expires: Wed, 17 Aug 2005 00:00:00 GMT
Last-Medified: Thu, 02 Dec 2021 05:24:02 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

“ary: Accept-Encoding

Content-Length: G802

Connection: close
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L CTTE= OO 1O 10TE, TT0-Ca e, TNOEFTE v S alE, PUsFCTTECR =0, PTE-TTECR=0T
Pragma: no-cache

“ary: Accept-Encoding

Content-Length: G803

Connection: close

Content-Type: texthtm!; charset=utf-8

<IDOCTYPE himnl=

<himl lang="en-gb" dir="Itr"=

<head=
“<meta name="viewport" content="width=device-width, initial-scale=1.0">
“<meta hitp-equiv="K-UA-Compatible” content="|E=adge" I»
<meta charset="ut

-.[SMIP]...

Request 2

POST fadministratorfindex.php HTTRM .1

Host: dealerZ.caru.com.tw

Orrigin: hitps:iidealer?.caru.com.iw

Cookie: caTasfefe19di284e 180T 4ecT 20220k 1=c8T Ik2qbmiThol4rgjaSmscadf

Accept: text/html,application’zhtml+xml, application’xml;q=0.9.imagefavif image’webp.image/apng,*™:g=0.8.application/signed-exchange;w=b3:q=0.9
Upgrade-Insecure-Reguesis: 1

Referer: https:iiraWjfiluluedrRoS. com/administratorfindex.php

Content-Type: application-waww-form-urlencoded

Accept-Encoding: gzip, deflate

Accept-Language: en-US en-G8:g=0.82ng=0.2

User-Agent: Mozilla'5.0 {(Windows MNT 10.0; Wing4, x94) AppleWebkit'537.36 (KHTML, like Gecko) Chrome/85.0.4538.54 Safari/537.35
Connection: close

Cache-Control: max-age=0

Content-Length: 133

username=ZWWzfHi&passwd=ITM %2 1g2j% 21RB8&lang=an-
GB&option=com_login&task=login&return=aWakZXgucGhwicbTe82812af688d88b25754388c1108a=1

Response 2

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 08:55:09 GMT

Server: Apache2 4.41 (Ubuntu)
¥-Content-Type-Options: nosniff
X-Frame-Cptions: SAMEORIGIN

E:xepires: \Wed, 17 Aug 2005 00:00:00 GMT
Last-Modified: Thu, 02 Dec 2021 056:55:09 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

“ary: Accept-Encoding

Content-Length: G803

Connection: close

Content-Type: text'html;, charset=utf-8

<IDOCTYPE himnl=

<himl lang="en-gb" dir="Itr"=

<h=ad>
“<meta name="viewpor!" content="width=device-width, initial-scale=1.0"=
=meta hitp-equiv="#-UA-Compatiole” content="|E==adge" />
<meta charset="ut

-[SMIP]...

5. Robots txt file

[:F'rewicds :]
Summary

Severity: Information
Confidence:  Certain
Host: https:/idealer?_caru.com.tw

Path: robots. bt

Issue detail

The web server contains a robots. txt file.
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[:m:]
Summary

Severity: Information

Confidence:  Certain

Host: https:iidealer2_ caru.com.tw
Path: frobots. txt

Issue detail

The web server contains 3 robots.txt file.

Issue background

The file robots bt is used to give instructions to web robots, such as search engine crawlers, about locations within the web site that robots are allowed, or not
allowed, to crawl and index.

The presence of the robots .t does not in itself present any kind of security wulnerability. However, it is often used to identify restricted or private areas of a site's
contents. The information in the file may therefore help an attacker to map out the site's contents, especially if some of the locations identified are not linked from

elsewhere in the site. [f the application relies on robots.td to protect sccess to these areas,. and does not enforce proper access control over them, then this
presents 2 serious vulnerability.

Issue remediation

The robots.tet file is not itself a security threat, and its correct use can represent good practice for non-security reasons. You should not assume that all web robots
will honor the file's instructions. Rather, assume that attackers will pay close atiention to any locations identified in the file. Do not rely on robots.ixt to provide any
kind of protection over unauthorized access.

Vulnerability classifications
= CWE-200: Information Exposure

Request 1

GET imobots.bet HTTR.1

Host: dealer2.caru.com.tw

Accept-Encoding: gzip, deflate

Accept *

Accept-Language: en

User-Agent: Mozilla’5.0 (Windows NT 10.0; Win&4; »54) AppleWebKit'537.26 (KHTML, like Gecko) Chrome'05.0.4538.54 Safari’537.38
Connection: close

Cookie: ca7aa5ede18df284e15c7 42cT2b2ach 1=t6u32k5bt8c4aTb 8T Bkvicsdgy

Response 1

HTTP/M.1 200 QK

Date: Thu, 02 Dec 2021 068:24:27 GMT
Server: Apache’2. 4.41 (Ubuntu)
¥-Content-Type-Cptions: nosniff
Last-Modified: Sun, 11 Apr 2021 22:53:30 GMT
ETag: "Zec-5bfoad440bocetl-gzip”
Accept-Ranges: bytes

“ary: Accept-Encoding
Content-Length: 742

Connection: close

Content-Type: text/plain

# [f the Joomla site is installed within = folder

# ag www.example.comfjoomlal then the robots b file
# MUST be moved to the site root

# ag www example.comirobots. txt

# AND the joomla folder name MU

-.[SNIP]...

Report generated by Burp Suite web wulnerability scanner w2021.8.1, at Thu Dec 02 15:24:54 GMT+08:00 2021.
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driver.caru.com.tw

Burp Suite

Burp Scanner Report

Summary

The table below shows the numbers of issues identified in different categonies. |ssues are dassified according to severity a5 High, Medium, Low or Information. This
reflects the likely impact of each issue for a typical organization. Issues are also classifed according to confidence a5 Certam, Firmn or Tentative. This reflects the
nherant refiabifty of the fechnigue that was used to identify the ssue.

Confidence
Firm Tentative Total
o 1] 1]

Sewverity
- o
oo [ 0 s

The chart below shows the aggregated numbers of issues identified in 2ach category. Solid colored bars represent issues with 3 confidence level of Cartain, and the
nars fade as the confidence level falls.
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1. TLS certificate
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[ Mext )
b, J

Summary
Savarity: Medium
Confidence:  Certain

Host: hitps:fidriver.caru.com_tw
Path: )
Issue detail

The follewing problem was identified with the server's TLS certificate:
* The saerver's certificate is not trusted.

Mote: Burp relies on the Java frust store to defermine whether cerificates are trusted. The Java tnust store does not include every root CA cedificate that is indluded
within browser trust stores. Burp might incomeactly report that a cerificate is not frusted, if a walid root CA certificate is baing used that is not included in the Java trust
store.

The sarver presented the folowing certficates:

Server certificate

Issued to:  drivercanu.com.tw

Issued by: R3

Valid from: Sun Mov OF 21:08:18 GMTHIE:00 2021
Walid to: Sat Feb 05 21:08:18 GMT+08:00 2022

Certificate chain #1

Issued to: R3

Issued by: 1SRG Root X1

Valid from: Fri Sep 04 08:00:00 GMT+08:00 2020
Walid to: Tue Sep 18 00:00:00 GMT+08:00 2025

Certificate chain #2

Issued to: 1SRG Root X1

Issued by: DST Root CA X2

Walid from: Thu Jan 21 03:14:03 GMT+0E:00 2021
Valid to: Tue Oct 01 02:14:03 GMT+08:00 2024

Issue background
TLS {or S5L) helps to protect the confidentiality and integrity of information in transit between the browser and server, and to provide authentication of the sarver's

dentity. To serve this purpose, the server must present an TLE certificate that is valid for the server's hostname, is issued by a frusted authosity and is valid for the
current date. If any one of these requirements is not met, TLS connections to the server will not provide the full protection for which TLS is designed.

It should be noted that various attacks exist against TLS in general, and in the contexd of HTTPS web connections in particular. it may be possible for a determined
and suifably-positioned attacker to compromise TLS connectons without user detection even when a valid TLS cartificate is used.

References
= SS5UTLE Configurstion Guide

Vulnerability classifications

a5 Improper Certificate Validation
25 Inadequate Encryption Sirength
= CWE-32T: Use of 2 Broken or Risky Crypiographic Algorithm

2. Strict transport security not enforced

—— ¢ "
| Previous | | Mext |
\, AN J

Summary
Severity: Lowr
Confidence:  Certain
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Host: hitps:fidriver.caru.com_tw

Path: I

Issue detail

This issue was found in multiple locations under the reported path.

Issue background

The apglication fails to prevent users from connecting to it over unencrypted connections. An attacker able to modify a legitimate user's network traffic could bypass
the application's use of SSLTLS encrypdion, and use the application as a platform for attacks against its users. This attack is performed by rewriting HTTPS links as
HTTF =0 that if 2 targeted user follows a link to the site from an HTTF page. their browser never attennpots to use an encrypted connection. The ssistrip tool
automates this process.

To exploit this wulnerability, an attacker must be suitably positioned to intercept and modify the victim's network trafic. This scenario typically occurs when a client
communicates with the server over an insecure connection such as public Wi-Fi, or a2 corporate or home network that is shared with 3 compromised computer.
Caommaon defenses such as switched networks are not sufficient to prevent this. An attacker situated in the user's ISP or the appication's hosting infrastructure could
also perform this attack. Mote that an advanced adversary could potentially target any connection made over the Internet’s core infrastructure.

Issue remediation

The apglication should instrect web browsers to only access the application using HTTPS. To do this, enable HTTP Strict Transpaort Secunty (HSTS) by adding a
response header with the name "Strict-Transpord-Securty’ and the value ‘max-age=sxpire Time', where expireTime is the time in seconds that browsers should
remember that the site should only be accessed using HTTRS. Consider adding the ‘includeSubDomains' flag if appropriate.

Maote that because HETS is 8 "trust on first use” [TOFU) profocol, 3 user who has never accessed the application will never have ssen the HETS header, and will
therefore siill be wainerable to 35L stripping attacks. To mitigate this risk, you can optionally add the 'preload’ flag to the HETS header, and submit the domain for
review by browser vendors.

References

= HTTP Sfrict Transport Security
= =slstrip
= HETE Preload Form

Vulnerability classifications

= CWE-523 Unprofected Transport of Credentizls
= CAPEC-D4: Man in the Middle Attack

Request

GET /_nuetieblca¥ajs HTTRM. 1

Host: driver.car.com.tw

Accept texthtml, applcationtzhtmi+:ml applicationtml;g=0.2,image/avif imaga’webp imagelapng. **;q=0.8 application/signad-=xchange:w=03;9=0.8
Upgrade-Insecure-Feguests: 1

Accepi-Encoding: gzip. deflate

Accept-Language: en-UZ,en-GE;g=0.9,2n.q=0.2

User-Agent Mozilla™5.0 (Windows NT 10.0; Wind4; 2084) Apple\Webkit'537.28 (HKHTML, like Gecko) Chrome25.0.4638.54 Safari'b37. 25
Caonnection: closa

Cache-Control: maz-age=0

Response

HTTRM.1 200 OK

Date: Thu, 02 Dec 2021 06:43:32 GMT
Senver: Apache/2.4.41 {Uountu)
Last-Modified: Fri, 25 Mov 2021 08:56:38 GMT
ETag: "37174-5d1ae1b846763-pzip"
Accepi-Ranges: bytes

“ary: Accept-Encoding

Connection: close

Content-Type: apglicationjavascript
Content-Length: 225652

! For license information please see LICEMEES </

[windowowebpack.sonp=window webpackJsong||[]).push([[1].[, unction(t,e,n i functionfe {var n=function{tretum 1&&t Math==Math&&f);t. exports==n{"ohje
~[SHIF]...

3. Frameable response (potential Clickjacking)
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There are 2 instances of this issue:

= {login

Issue description

If a page fails to set an appropriate X-Frame-Options or Content-Secunty-Paolicy HTTP header, it might be possible for a page controlled by an attacker to boad it
within an iframne. This may enable a clickjacking attack, in which the attacker's page overlays the fanget application's interface with a different interface provided by
the attacker. By inducing wictim users to perform actions such as mouse clicks and keysirokes, the attacker can cause them to umasttingly carry out actions within
the application that is being targeted. This technigue allows the attacker to circumvent defenses against cross-site request forgery, and may result in unauthorizad
actions.

Maote that some applications attempt to prevent these attacks from within the HTML page iself, using "framebusting” code. Howsver, this type of defense is nomally
nefective and can ususlly be circumvented by a skilled attacker.

“ou should determine whether any functions accessible within frameable pages can be used by applcation users to perform any sansitive actions within the
application.

Issue remediation

To effectvely prevent framing aftacks, the application should retum a response header with the name X-Frame-Options and the value DENY to prevent framing
altogether, or the value SAMEORIGIN fo aliow framing only by pages on the same origin as the response itzalf. Mate that the SAMEORIGIN haader can be partially
oypassed if the application itself can be made to frame unirusied websites.

References

= \Web Securty Academy: Clickjacking
s M-Frame-Options

Vulnerability classifications

-393: Protection Mechanism Failure
~103: Clickjacking

3.1. hitps:/idriver caru_com tw/
Summary
Severity: Information
Corfidence:  Firm

Host: hitps:fidriver.caru.com_tw
Path: I
Request
GET /HTTFM.1

Haost: driver.cans.com.tw

Accept textihiton, applcationthtmi+xml, applicationsond;o=0.2 image'avif imagewebp image/apng,. “™;q=0.8,application/signed-exchange;wv=b3;0=0.82
Upgrade-Insecure-Requasts: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en-G8;0=092n0=0.2

User-Agent Mozilla/S.0 (Windows NT 10.0; WinG4; x54) Apple\Vebkit'537.25 (KHTML, like Gecko) Chrome/25.0.4635.54 Safari'637.35
Caonnection: close

Cache-Control: max-age=0

Response

HTTR/1.1 200 Ok

Diate: Thu, 02 Dec 2021 05:42:24 GMT
Server Apache2.4.41 (Uountu)
Last-Madified: Fri, 25 Mov 2021 089:58:37 GMT
ETano: "edf-5d1ae1b2d5ae-azio"
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Loy, Somasias i wesuorasgep
Accept-Ranges: bytes

ary: Accept-Encoding
Content-Length: 3742
Connection: close
Caontent-Type: testhirnl

<ldoctype himl=

<html lang="en" dats-n-head="WTE%22ang¥h22: % TE%Z2 1%22: %2 2enWz2%TO%TO =

=haad=

=title=Carll ... <ftitle=<meta data-n-hesd="1" charset="uif-8"=<meata datz-n-haad="1" nama="vi
~[SHIF]...

3.2 hitps://driver.caru.com.tw/login/

e L
| Previous | [ Mext )
" AN J

Summary
Severity: Information
Confidence:  Firm

Host: hitps:iidriver.caru.com_be
Path: Nogind
Request

GET flogin/? HTTF/M.1

Host: driver.caru.com.tw

Accept texthiml, application’xhtmi+xml, applicationsomnl;g=0.2.image/avif image’webp.image/apng. **;q0=0.8 application/signed-exchangew=83;q0=0.8
Upgrade-Insscure-Requasts: 1

Referer: hitps:'driver.caru. com twlogin/

Accept-Encoding: gzip. deflate

Accept-Language: enUZ,en-GBg=092n:q=0.2

User-Agent MaozillaB .0 (Windows MT 1000; Wird4; 2084) Apple\Webkit'537 .38 (KHTML, like Gecko) Chrome/25.0. 4838 54 Safari’63a7 25
Connection: close

Cache-Control: max-age=0

Response

HTTFM.1 200 OK

Digte: Thu, 02 Dec 2021 05:42:37 GMT
Server: Apache’2.4.41 (Uouniu)
Last-Modified: Fri, 25 Mov 2021 (8:56:36 GMT
ETag: "=ff-5d1a=1b4d8251-gzip"
Aocept-Ranges: bytes

Wary: Accept-Encoding

Content-Length: 3742

Connection: clase

Caontent-Type: testhirnl

<ldoctype himl=

=html lang="en" dats-n-head="WHTE%22ang%h22: % TEMHI2 19%22:%2 2enW 2% TO%TO"=

<haad=

=title=Carl) ... <ftitle=<mets data-n-hesd="1" charset="ui-2"><meata datz-n-haad="1" nama="vi
~[SHIF]...

4. DOM data manipulation (DOM-based)

—— "
| Previous | [ Mext )
" N J

There an2 8 instances of this issue:
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= {login
= flogin

Issue background
DOM-based vulnerabilities arise when a client-side script reads dats from 3 controllzble part of the DOM (for examgple, the URL) and processes this dats in an
unsafe way.

LM data manipulation arises when a script writes controllable data to a field within the DOM that is used within the visible Ul or disnt-side application logic. An
Stiacker may be able to use the vulnerability fo constnuct a URL that if visited by another application user, will modify the appearance or behavior of the dient-side
Ul. An attacker may be able to leverage this fo perform virual defacemsant of the application, or possibly to induce the user to perform unintended actions.

Burp Buite automatically identifies this issue using static code analysis, which may lead to false positives that are not actually exploitable. The relevant code and
=xecution paths should be reviewsd to determing whether this vulnerability is indeed presant, or whether mitigations are in place that would prevent exploitation.

Issue remediation

The most effective way to avoid DOM-based DOM data manipulation vulnerabilities is not to dynamically write to DOM data fields any data that orginated from any
untrusted source. [f the desired functionafty of the application means that this behavior is unavoidable, then defenses must be implemented within the client-sids
code to prevent malicious data fromn being stored. In general, this is best achieved by wsing a whitelist of permitted values.

References
= Web Security Acadeny: DOM data manipulation

Vulnerability classifications

= CWE-20: Improper Input Validstion

= CAPEC-153: Input Data Manipulation

4 1. https://driver.caru.com tw/

Summary
Severity: Information
Confidenca: Firm

Huost: hitps:fidriver.carucom_tw
Path: '
Issue detail
The apglication may be winersble to DOM-based DOM data manipulation. Diata is read from location href and passed o history.replace State.
Request
GET /HTTPM A

Haost: driver.canu.com.bw

Accept texdihtmd, appicatoni<htrmi+xml applicationsonl;g=0.2,image/avif image’webp,image'apng. ™, g=0.8, application/signed-exchange;v=03;9=0.2
Upgrade-lnsecure-Requests: 1

Apcept-Encoding: gzip, deflate

Accept-Language: en-Us.en-GEq=0.8.2n:0=0.2

User-Agent Mozilla’s.0 (Windows NT 10.0; Wind4; x54) AppleVebkit'537.28 (KHTML, like Gecka) Chrome/®5.0.4835.54 Safari/537.30
Caonnection: chose

Cache-Control: mas-age=0

Response

HTTFM.1 200 OK

Date: Thu, 02 Dec 2021 06:42:24 GMT
Server: Apache2.4.41 (Ubuntu)
Last-Modified: Fri, 26 Mov 2021 09:58:37 GMT
ETag: "=ff-5d1ae1bi2dSze-gzip"
Accept-Ranges: bytes

Wary: Accept-Encoding
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Content-Length: 3742
Connection: dlose
Caontent-Type: texthtml

<ldoctype himl>
<himl lang="en" datz-n-head="%TE%22ang¥%Z2: % TB%Z21%22: %2 2en W2 2% TO%TOM=
<head>
=title=Card .........Siitles<meta data-n-hesd="1" charset="uif-8"»<meia daia-n-head="1" nama="vi
~[SHIP]...
Dynamic analysis

Data is read from location.href and passed to history.replace State.

The following value was injected into the source and reached the sink without any modification:
#pielyyvlol=pielyyvlolZi7%22" " " /pselyyvlol/ »<pielyyvlol/ \ »hof9a7jqgdk

The stack trace at the source was:

Object._8xledee? [as proxiedGetterCallback] (<anonymouss>:1:591983)
Object.get href [as href] (<anonymouss:1:299887)

mt {https://driver.caru.com. tw/_nuxt/ebdcala. js:2:146814)
e.setupListeners (https://driver.caru.com.tw/_nuxt/ebdcala. js:2:154388)
r (https://driver.caru. com.tw,/_nuxt/ebBcata.js:2:158858)
https://driver.caru.com.tw/_nuxt/ebBcata.js:2:151664
https://driver.caru.com.tw/_nuxt/ebBca?a.js:2:153653

r (https://driver.caru. com.tw,/_nuxt/ebBcata.js:2:148741)

It {https://driver.caru.com. tw/_nuxt/ebdcala. js:2:148787)
https:/Sdriver.caru.com.tw/_nuxt/ebBcara.js:2:153554

r (https://driver.caru. com.tw/_nuxt/ebBcata.js:2:148741)
https:/fdriver.caru.com.tw/_nuxt/ebBcaya.js:2:148769
https://driver.caru.com.tw/_nuxt/ebBcata.js:2:153261
https://driver.caru.com.tw/_nuxt/ebBcata.js:2:158108

¥ (https://driver.caru.com.tw/_nuxt/ebBcata.js:2:152895)

r (https://driver.caru. com.tw,/_nuxt/ebBcata.js:2:148758)

Tt {(https://driver.caru.com.tw/_nuxt/ebdca’a.js:2:148787)
e.Nt.confirmTransition (https:/fdriver.caru.com.tw/_nuxt/eblca?a.js:2:153285)
e.Nt.transitionTe (https://driver.caru.com.tw/_nuxt/ebBcala.js:2:151612)
ee.init (https://driver.caru.com.tw/_nuxt/eb8cata.js:2:158965)
On.beforeCreate (https://driver.caru.com.tw,/_nuxt/ebBcala.js:2:161173)
ee (https:/fdriver.caru.com. tw/_nuxt/ebdca¥a.js:2:11828)

wn {https:/fdriver.caru.com. tw/_nuxt/ebdca¥a.js:2:26234)

On.t._init {https:/ driver.caru.com.tw/_nuxt/ebfca¥a. js:2:33682)

new Dn (https://driver.caru. com.tw/_nuxt/ebBca?a.js:2:31251)
https://driver.caru.com.tw/_nuxt/4f5d376.j5 2298474

h (https://driver.caru. com.tw,/_nuxt/4Ff5d376.95:2:101657)
Generator._invoke (https://driver.caru. com.tw/_nuxt/af5d376.js:2:181445)
Generator.E.forEach.e.ccomputed> [as next] (https://driver.caru.com.tw/_nuxt/af5d378.js:2:182888)
r (https://driver.caru. com.tw/_nuxt/ebecala.js:2:166614)

e Y Yy Y

The stack trace at the sink was:

History.replaceState (<anonymous::1:582438)

mt {https://driver.caru.com. tw/_nuxt/ebdcala. js:2:146891)
e.setupListeners (https://driver.caru.com.tw/_nuxt/ebdcala. js:2:154388)
r (https://driver.caru. com.tw,/_nuxt/ebBcata.js:2:158858)
https://driver.caru.com.tw/_nuxt/ebBcata.js:2:151664
https://driver.caru.com.tw/_nuxt/ebBca?a.js:2:153653

r (https://driver.caru. com.tw,/_nuxt/ebBcata.js:2:148741)

It {https://driver.caru.com. tw/_nuxt/ebdcala. js:2:148787)
https:/Sdriver.caru.com.tw/_nuxt/ebBcara.js:2:153554

r (https://driver.caru. com.tw/_nuxt/ebBcata.js:2:148741)
https:/fdriver.caru.com.tw/_nuxt/ebBcaya.js:2:148769
https://driver.caru.com.tw/_nuxt/ebBcata.js:2:153261
https://driver.caru.com.tw/_nuxt/ebBcata.js:2:158108

¥ (https://driver.caru.com.tw/_nuxt/ebBcata.js:2:152895)

r (https://driver.caru. com.tw,/_nuxt/ebBcata.js:2:148758)

Tt {(https://driver.caru.com.tw/_nuxt/ebdca’a.js:2:148787)
e.Nt.confirmTransition (https:/fdriver.caru.com.tw/_nuxt/eblca?a.js:2:153285)
e.Nt.transitionTe (https://driver.caru.com.tw/_nuxt/ebBcala.js:2:151612)
ee.init (https://driver.caru.com.tw/_nuxt/eb8cata.js:2:158965)
On.beforeCreate (https://driver.caru.com.tw,/_nuxt/ebBcala.js:2:161173)
ee (https:/fdriver.caru.com. tw/_nuxt/ebdca¥a.js:2:11828)

wn {https:/fdriver.caru.com. tw/_nuxt/ebdca¥a.js:2:26234)

On.t._init {https:/ driver.caru.com.tw/_nuxt/ebdca’a. js:2:33682)

new Dn (https://driver.caru. com.tw/_nuxt/ebBca?a.js:2:31251)
https:/fdriver.caru.com.tw/_nuxt/4f5d376.j5 12298474

CAanayunnnuanunuannnany
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REEps://driver.card. com. bW/ _nuxt] eDBcara. 15: 2: 198769

https://driver.caru. com.tw/_nuxt/ebBca?a.js:2:153281

https:/ driver.caru.com.tw/_nuxt/ebecaa.js:2: 158108

¥ (https://driver.caru.com.tw/_nuxt/ebBcata.js:2:152895)

r (https://driver.caru.com.tw/_nuxt/ebBcata. js:2:148758)

It {https://driver.caru.com. tw/_nuxt/ebBca¥a.js:2:148787)
e.Vt.confirmTransition (https:/fdriver.caru.com.tw/_nuxt/ebBcala.js:2:1532485)
e.vt.transitionTo (https://driver.caru.com.tw/_nuxt/ebBcata.js:2:151612)
ea.init (https://driver.caru.com.tw/_nuxt/ebBca¥a.js:2:158965)
On.beforeCreate (https:/Sdriver.caru.com.tw/_nuxt/ebcaia.js:2:161173)

ee (https://driver.caru.com. tw/_nuxt/ebBca¥a.js:2:11828)

wn (https://driver.caru. com. tw/_nuxt/ebBca¥a.js:2:26234)

On.t._init {https://driver.caru.com.tw/_nuxt ebdcala.js:2:33862)

new On (https://driver.caru. com.tw/_nuxt/ebBcala.js:2:31251)

https: /S driver.caru.com.tw/_nuxt/4f5d376.j5:2: 298474

h (https://driver.caru. com.tw/_nuxt/4f5d376.js:2:1081857)

Generator._invoke (https:/Sdriver.caru.com.tw/_nuxt/4Ff54376.j5:2:1081445)
Generator.E.forEach.e.<computed> [as next] (https://driver.caru.com.tw/_nuxt/4f5d376. js:2:1082088)
r (https://driver.caru.com.tw/_nuxt/ebBcata.js:2:66614)

1 (https://driver.caru.com.tw/_nuxt/eb@cala.js:2:686817)

LR

4.2 hitps:/{driver.caru.com.tw/
Summary

Saverity: Information
Confidence: Firm

Huost: hitps:fidriver.caru com_ta
Path: I
Issue detail
The apolication may be wuinerable to DOM-based DOM data manipulation. Data is read from location.pathname and passad to history.replace 5tate.
Request
GET /HTTPM.A

Haost: driver.cans.com.bw

Accept texthiml, applicationt<html+:ml, applicationsomil;g=0.8,image/avif image’webp, imagelapng, **;q=0.8, application/signed-exchange:v=0b3;0=0.0
Upgrade-Insscure-Reguests: 1

Accept-Encoding: gzip. deflate

Accept-Language: en-J3.en-GEq=0.9.2nq=0.2

User-Agent Mozilla/5.0 (Windows NT 10.0; Wing4; :084) AppleVWeblit'537.28 (KHTML, like Gecko) Chrome25.0.4838.54 Safari’537.26
Caonnection: close

Cache-Control: max-age=0

Response

HTTFM.1 200 Ok

Digte: Thu, 02 Dec 2021 05:42:24 GMT
Server: Apache/2.4.41 (Ubountu)
Last-Modified: Fri, 26 Mov 2021 00:58:37 GMT
ETag: "eff-5d1ze1b82d5ae-g=ip"
Accept-Hanges: bytes

ary: Accept-Encoding

Caontent-Length: 3743

Connection: close

Content-Type: texdhtml

=ldoctype himi=

<himl lang="en" datz-n-head="%TB%22|ang 22 WTB%Z2 1%22: %2 2en W22 % TO%TOm=

<head=

=title=Carl ... <fitle=<meata data-n-head="1" charset="ut-3"=<meta dats-n-head="1" nama="vi
~[SMIF]...

Dynamic analysis

Data is read from location.pathname and passed to history.replace State.

257



The following value was injected into the source:

FEFF e 327NN T2 260 K22 ywanF 32 Tnn/ EIEXICywamF 3370/ S E3EpvadeduzITE

The previous value reached the sink as:

Sy 33T nnE2 PE22%68 " X123 Sywemf It nn/ EIER ICywwnt 327 nn/ E3EgvEdeBuz 7R Fdkvkumps Bo=dkvkumps o2 T2 30X 2 T2 X Fdkvkumps 8o X2 FRIEXICdk vk
The stack trace at the source was:

Object._@xledee? [as proxiedGetterCallback] (<anonymous»>:1:591983)
Object.get pathname [3as pathname] {<anonymous>:1:299963)

Wt {https:/fdriver.caru.com.tw/_nuxt/ebdca¥a.js:2:155162)
e.getCurrentlocation (https://driver.caru.com.tw/_nuxt/ebBca?a.js:2:155847)
ee.init {https://driver.caru.com. tw/_nuxt/ebdcara.js: 2:158980)
On.beforeCreate (https://driver.caru.com.tw/_nuxt/ebBcara.js:2:161173)
ee (https:/fdriver.caru.com.tw/_nuxt/ebdca¥a.js:2:11828)

wn {(https://driver.caru.com.tw/_nust/ebdcafa.js:2:26234)

Dn.t._init {https://driver.caru.com.tew/_nuxt/eb8cala. js:2:33682)

new Om (https://driver.caru.com.tw/_nuxt/ebbcala.js:2:31251)
https://driver.caru.com.tw/_nuxt/af5d376.j=:2: 298474

h (https:/fdriver.caru.com.tw/_nuxt/4f5d376.j5:2:1016857)
Generator._invoke (https://driver.caru.com.tw/_nuxt/af5d376.§5:2:181445)
Generator.E. forEach.e.ccomputed> [as next] (https://driver.caru.com.tw/_nuxt/af5d376. js:2:1020888)
r (https://driver.caru.com.tw/_nuxt/ebBcata.js:2:66614)

1 (https://driver.caru.com.tw/_nuxt/ebBca?a.js:2:66817)
https://driver.caru.com.tw/_nuxt/ebBcata.js:i:68876

new Promise (<anocnymous:)
https:/fdriver.caru.com.tw/_nuxt/ebBcata.js: 2168757

U (https://driver.caru. com.tw/_nuxt/3f5d376.j5:2:291448)
https://driver.caru.com.tw/_nuxt/4fad3ve.js:12:291524

Begyuyuunununnonanuuy

The stack trace at the sink was:

History.replaceState (<anonymous::1:582438)

jt {https:/fdriver.caru.com.tw/_nuxt/ebdca¥a.js:2:148558)

Ct {https:/fdriver.caru.com.tw/_nuxt/ebdca¥a.js:2:148683)

e.ensureURL (https://driver.caru.com. tw/_nuxt/ebBcala. js:2:155048)
https://driver.caru.com.tw/_nuxt/eb&ca¥a.js:2:151671
https://driver.caru.com.tw/_nuxt/ebBcata.js:2:153653

r (https://driver.caru. com.tw/_nuxt/ebBcala.js:2:148741)

It {https:/Sdriver.caru.com.tw/_nuxt/ebBcala.js:2:148787)
https:/fdriver.caru.com.tw/_nuxt/ebBcata.js:2:153554

r (https://driver.caru.com.tw/_nuxt/ebBcata. js:2:148741)
https://driver.caru.com.tw/_nuxt/ebBcata.js:2:1487649
https://driver.caru.com.tw/_nuxt/eb&cata.js:2:153281
https://driver.caru.com.tw/_nuxt/ebecata.js:2:1508188

% (https://driver.caru.com.tw/_nuxt/ebBca¥a.js:2:152895)

r (https://driver.caru.com.tw/_nuxt/ebBca¥a. js:2:148758)

It {https:/Sdriver.caru.com.tw/_nuxt/ebBcala.js:2:148787)
e.vt.confirmTransition (https://fdriver.caru.com.tw/_nuxt/ebfica?a.js:2:153285)
e.Nt.transitionTe (https:S/driver.caru.com.tw/_nuxt/ebBcala. js12:151612)
ea.init {https://driver.caru.com. tw/_nuxt/ebdcara.js: 2:158965)
On.beforelreate (https://driver.caru.com.tw/_nuxt/ebBca¥a.js:2:161173)
ee (https:/fdriver.caru.com.tw/_nuxt/ebdca¥a.js:2:11828)

wn {(https://driver.caru.com.tw/_nust/ebdcafa.js:2:26234)

Dn.t._init {https://driver.caru.com.tew/_nuxt/eb8cala. js:2:33682)

new On (https:/Sdriver.caru. com.tw/_nuxt/ebBcara.js:2:31251)
https://driver.caru.com.tw/_nuxt/af5d376.j=:2: 298474

h (https://driver.caru.com.tw/_nuxt/3f5d376. j=5:2:101857)
Generator._invoke (https://driver.caru.com.tw/_nuxt/af5d376.§5:2:181445)
Generator.E. forEach.e.ccomputed> [as next] (https://driver.caru.com.tw/_nuxt/af5d376. js:2:1020888)
r (https://driver.caru. com.tw/_nuxt/eb@cava. js:2:686614)

1 (https://driver.caru.com.tw/_nuxt/ebBca?a.js:2:66817)

Lt I IR e Nyl

4.3. hitps://driver.caru.com.tw/

Summary
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Issue detail
The apglication may be wuinerable fo DOM-based DOM data manipulation. Data is read from location.search and passed io history_ replace State.

Request

GET { HTTRM 1

Haost: driver.can.com.bw

Accept: texdt/himl, applcation'=html+xml applicationont;g=0.2,image/avif image‘webp, image/apng, *™;q=0.8, application/signed-exchangev=b3;0=0.8
Upgrade-Insscure-Requasts: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-US en-GE;q=0.9,2n:0=0.2

User-Agent Mozilla/5.0 (Windows NT 10.0; Wing4: x54) AppleWebKit'537 .36 [KHTML, like Gecko) Chrome/25 04838 54 Safari/537.35
Connection: chose

Cache-Control: max-age=0

Response

HTTRM.1 200 OK

Date: Thu, 02 Dec 2021 06:42:24 GMT
Server: Apache2.4.41 (Uountu)
Last-Modified: Fri, 26 Mov 2021 08:58:37 GMT
ETag: "=ff-5d13e1bf2d5ae-g=ip"
Accept-Ranges: bytes

Wary: Accept-Encoding

Content-Length: 3743

Connection: chose

Content-Type: tessthtml

<ldoctype himl>

<html lang="en" data-n-head="%TE%22ang%22: W TBWMZ21%2 2 %2 2enW22 W TOWTC =

=heaad=

<title=Card ... =fitle=<meta data-n-hesd="1" charset="ui-8"><meia datz-n-head="1" nama="vi
[ SHIP]...

Dynamic analysis

Data is read from location.search and passed to history.replace State.

The following value was injected into the source:

*dkvkumpsBc=dkvkumps BcE27H22" " (dkvkumps e f scdkvkumps 8o/ > c3fdam3fFzE

The previous value reached the sink as:

Sywamt 33T nnE2 PH22%60 K22 HywemFIa Y nn EIEE 0w f 32V nn M 3EgvBdeBuza PR M dkvkumpsBo=dk vk umps Bc K2 TR 2 AN oK 2 TR 2RAF diovhumps Bc X2 FRIER 3Cdkvioump
The stack trace at the source was:

Object._éxledee? [as proxiedGetterCallback] (<anonymous»:1:591983)
Object.get search [as search] (<anonymous::1:299118)

Wt (https://fdriver.caru.com. tw/_nuxt/ebdcala. js:2:155317)
e.getCurrentiocation (https://driver.caru. com. tw/_nuxt/ebBca¥a.js:2:1550497)
eg.init (https://driver.caru.com. W/ _nuxt/eb8cafa.js:2:158988)
On.beforeCreate (https://driver.caru.com.tw/_nuxt/ebBcafa.js:2:161173)
ee (https:/fdriver.caru.com.tw/_nuxt/ebdcata.js:2:11828)

wn {https:/fdriver.caru.com.tw/_nuxt/ebfcara.js:2:26234)

Dn.t._init (https://driver.caru.com.tw/_nuxt/ebdca¥a.js:2:33662)

new Dn (https://driver.caru. com.tw/_nuxt/ebBca¥a.js:2:31251)
https://driver.caru.com.tw/_nuxt/aF5d376. 5512298474

h (https:/f/driver.caru. com.tw/_nuxt /454376, js: 2181657 )
Generator._invoke (https:/Sdriver.caru.com.tw/_nuxt/af5d37e.js:2:181445)
Generator.E.forEach.e.ccomputed> [as next] (https://driver.caru.com.tw/_nuxt/d4f5d376.js:2:102688)
r (https://driver.caru. com.tw/_nuxt/ebBcata. js:2:66614)

1 (https://driver.caru. com.tw/_nuxt/ebBcata. js:2:66817)
https://driver.caru.com.tw/_nuxt/ebBcala.js:2:68875

new Promise (<anonymous:s)
https:f/driver.caru.com.tw/_nuxt/ebBcala.js:2:a6757

U (https:/fdriver. caru. com. tw/_nuxt/4f5d376. j5:2:291448)
https:/f/driver.caru.com.tw/_nuxt/af5d376.js:2:291524

AHAAAARAAAAAAARBEARAAR

The stack trace at the sink was:

&t History.replacestate (<anonymous::l:582438)
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History.replaceState (<anonymous::1:582438)

jt {https:/fdriver.caru. com. tw/_nuxt/ebdcata. js:2:148558)

Ct {https://driver.caru.com. tw/_nuxt/eb8cata.js:2:148683)

e.ensurelRL (https://driver.caru.com.tw/_nuxt/ebBcala.js:2:1558448 )
https:f/driver.caru. com.tw/_nuxt/ebBcata.js:2:151671

https://driver.caru. com.tw/_nuxt/ebBcala.js:2:153853

r (https://driver.caru. com.tw/_nuxt/ebBcata.js:2:148741)

It {https://driver.caru.com. tw/_nuxt/ebdca¥a.js:2: 148787)
https://driver.caru. com.tw/_nuxt/ebBcaa.js:2:153554

r (https://driver.caru. com.tw/_nuxt/ebBcata. js:2:148741)
https:f/driver.caru. com.tw/_nuxt/ebBcata.js:2:148769

https://driver.caru. com.tw/_nuxt/ebBcaa.js:2:153261

https:/f/driver.caru. com.tv/_nuxt/ebBca?a.js: 20158188

¥ (https://driver.caru. com.tw/_nuxt/eb@cala.js:2:152895)

r (https://driver.caru.com.tw/_nuxt/ebBcala.js:2:148758)

It {https://driver.caru.com. tw/_nuxt/ebfca¥a. js:2: 148787)

e Vt.confirmTransition (https://driver.caru.com.tw/_nuxt/ebBca¥a.js:2:153245)
e.vt.transitionTo (https: /S driver.caru.com.tw/_nuxt/ebBcata.js:2:151612)
ee.init (https://driver.caru.com.tw/_nuxt/ebBcala.js: 2:158965)
On.beforelreate (https://driver.caru.com.tw/_nuxt/eb@ca¥a.j=:2:161173)
ee {(https://Sdriver.caru.com. tw/_nuxt/ebdcala. js:2:11828)

wn {https://driver.caru.com. tw/_nuxt/ebicala. js:2:26234)

Dn.t._init {https://driver.caru.com.tw/_nuxt/ebfca¥a.js:2:33662)

new Dn (https://driver.caru.com.tw/_nuxt/ebBcata.js:2:31251)
https:/f/driver.caru. com. tw/_nuxt/AF5d376. 5120 298474

h (https://driver.caru. com.tw/_nuxt/4f5d376.§5:2:181657)
Generator._invoke (kttps:/Sdriver.caru.com.tw/_nuxt/4f5d376.35:2:181445)
Generator.E. forEach.e.<computed: [as next] (https://driver.caru.com.tw/_nuxt/4f5d376.js:2:102888)
r (https://driver.caru. com.tw/_nuxt/ebBcata.js:2:68614)

L (https://driver.caru. com.tw/_nuxt/ebBcata. js:2:66817)

AHAAAAAAAAAAEAANARARARAAAAARAER

4.4 hitps://driver.caru.com tw/

Summary
Severity: Information
Confidence:  Firm
Host: https:fidriver.caru.com.tw

Path: I

Issue detail
The apglication may be vulnerable to DOM-based DOM data manipulation. Diata is read from location hash and pas=sad to history.replace State.

Request

GET /HTTRM.1

Haost: driver.caru.com.hw

Accept texditml, applcationd<htmi+xml applicationsemto=0.9.image/avif imagaiwebp.image/apng. ~™,q=0.8, application/signed-exchangew=03,0=0.8
Upgrade-Insscure-Requasts: 1

Accept-Encoding: gzip. deflate

Accept-Language: en-US en-GE;9=0.9.2n:0=0.8

Uszer-Agent Mozilla/s.0 (Windows MT 10.0; WinG4; xG4) Apple\Webkit'537.28 (KHTML, like Gecko) Chrome25.0.4628.54 Safari'637.35
Connection: dose

Cache-Controd: max-age=0

Response

HTTR/M.1 200 Ok

Date: Thu, 02 Dec 2021 05:42:24 GMT
Server: Apache’2.4.41 (Uountu)
Last-Modified: Fri, 26 Mov 2021 08:56:37 GMT
ETag: "=ff-5d1a=1b82d5ae-gzip"
Accept-Ranges: bytes

Wary: Accept-Encoding

Content-Length: 3742

Connection: close

Caontent-Type: texdhtmnl

<idoctype himi=
<html lang="gn" dats-n-head="%TE%22an0%22 % TE%E2 19622:% 22en% 2% T 0% 7O
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=head>

<title=Carl ... =title=<mets data-n-hesd="1" charset="ut-8"><meta datz-n-head="1" nama="vi
- [SHIF]...
Dynamic analysis

Data is read from location.hash and passed fo history.replace State.

The following value was injected into the source:

fthuimwasetw=kuimwasetwl2 7822" " " fkuimwaeetw/ rckuimwaeetw/ > 1tyS9hjachi

The previous value reached the sink as:
Sywamf 3aTnnE2 R %08 " K22 Sywwmfiadnn S EIERICymemf 3aTnn EIEpvEdeBuz2 TR Fdkvkumps Bo=dkvkump s Bo 2 TR 200k 2 TR ZX2F dkvkumpsBc 2 FRIERICdk vk
The stack trace at the source was:

Object._@xladee? [as proxiedGetterfallback] {(<anonymous>:1:591983)
Object.get hash [as hash] (<anonymous::1:299763)

Wt {https://driver.caru.com. tw/_nuxt/ebdcara.js:2:155348)
e.getfurrentLlocation (https://driver.caru. com.tw/_nuxt/ebBcala.js:2:155e497)
ee.init (https://driver.caru.com.tw/_nuxt/ebBcala.js:2:158988)
On.beforeCreate (https://driver.caru.com.tw/_nuxt/ebBcara.js:2:161173)
ee {(https://driver.caru.com. tw/_nuxt/ebfica?a.js:2:11828)

wn {https://driver.caru.com. tw/_nuxt/ebdca¥a.js:2:26234)

Dn.t._init (https:/fdriver.caru.com.tw/_nuxt/ebBca¥a. js:2:33882)

new Bn (https://driver.caru.com.tw/_nuxt/ebBca¥a.js:2:31251)
https:ffdriver.caru.com.tw/_nuxt/af5d376.55:2: 298474

h (https://driver.caru.com.tw/_nuxt/4Ff5d376.js:2:181657)
Generator._invoke (https://driver.caru.com.tw/_nuxt/a+5d376.j5:2:181445)
Generator.E. forEach.e. <computed> [as next] (https://driver.caru.com.tw/_nuxt/3f54378. js:2:102088)
r (https:/fdriver.caru.com.tw/_nuxt/eb@cata.js:2:66614)

1 (https://driver.caru.com.tw/_nuxt/ebBca?a.js:2:66817)
https://driver.caru.com.tw/_nuxt/ebBca?a.js:2: 68876

new Promise (<ancnymous:)
https:f/fdriver.caru.com.tw/_nuxt/ebBca?a.js:2:88757

U (https:/fdriver.caru.com.tw/_nuxt/4f5d3ive. js:2:291448)
https:ffdriver.caru.com.tw/_nuxt/af5d376.j=:2:291524

BEAMAAAAARANAARRNRANRY

The stack trace at the sink was:

History.replaceState (<anonymous::1:582438)

jt {https://driver.caru.com. tw/_nuxt/ebdcara.js:2:148558)

Ct {https://driver.caru.com. tw/_nuxt/ebdca¥a.js:2:148683)

e.ensureURL (https:/S/driver. caru.com. tw/_nuxt/ebBcaya.js:2:155848)
https:f/fdriver.caru.com.tw/_nuxt/ebBrcata.js:2:151671
https:f/driver.caru.com.tw/_nuxt/ebBcata.js:2:153653

r (https:/fdriver.caru.com.tw/_nuxt/ebBcata. js:2:148741)

Tt {https://driver.caru.com. tw/_nuxt/ebBca¥a.js:2:148747)
https:ffdriver.caru.com.tw/_nuxt/ebBcata.js:2:153554

r (https://driver.caru.com.tw/_nuxt/ebBca?a.js:2:148741)
https:f/driver.caru.com.tw/_nuxt/ebBcata.js:2:148%69
https:f/driver.caru.com.tw/_nuxt/ebBcata.js:2:153261
https:ffdriver.caru.com.tw/_nuxt/ebBca?a.js:2:158108

¥ (https://driver.caru.com.tw/_nuxt/eb@cata.js:2:1528495)

r (https://driver.caru.com.tw/_nuxt/ebBca?a. js:2:148758)

Tt {https://driver.caru.com. tw/_nuxt/ebBca¥a.js:2:148787)
e.Nt.confirmTransition (https://driver.caru.com.tw/_nuxt/ebBca?a.js:2:153285)
e.vt.transitionTe (https://driver.caru.com.tw/_nuxt/ebBcala.js:2:151612)
eg.init (https://driver.caru.com.tw/_nuxt/eb8cara.js:2:158965)
On.beforelreate (https://driver.caru.com.tw/_nuxt/ebBca¥a.js:2:161173)
ee {(https://driver.caru.com. tw/_nuxt/ebdica¥a.js:2:11828)

wn {https://driver.caru.com. tw/_nuxt/ebdca¥a.js:2:26234)

Dn.t._init (https:/Sdriver.caru.com.tw/_nuxt/ebfca¥a. js:2:33862)

new On (https://driver.caru.com.tw/_nuxt/ebBcata.js:2:31251)
https:ffdriver.caru.com.tw/_nuxt/af5d376. s :2: 298474

h (https:/fdriver.caru.com.tw/_nuxt/4f5d3ve.js:2:181657)
Generator._inwoke (https://driver.caru.com.tw/_nuxt/af5d376.§5:2:181445)
Generator.E. forEach.e. <computed> [as next] (https://driver.caru.com.tw/_nuxt/3f5d376. js:2:102068)
r (https:/fdriver.caru.com.tw/_nuxt/ebBcata.js:2:66614)

1 (https://driver.caru.com.tw/_nuxt/ebBca?a.js:2:66817)

BRaymunaNBnNBAnMUEBuBLNBRHNBRIRRDY

4.5 hitps://driver.caru.com.tw/login/
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Summary
Saverity: Information
Confidence:  Firm

Huost: hitps:/idriver carcom_ba
Path: fogind
Issue detail

The apglication may be wulnerable fo DOM-based DOM data manipulation. Data is read from location. href and passed 1o history.replace State.

Request

GET floginy? HTTFA.1

Host: driver. caru.conn.tw

Accept text’html, applcation’xhtoml+xml,applicationaml;g=0.2 image/avif image’webp, image/apng,. *™;g=0.8, application/signed-exchangew—=b3;q=0.8
Upgrade-Insscure-Raquests: 1

Referer: hitps:fidriver.caru.com. twlogin’

Accept-Encoding: gzip. deflate

Accept-Language: en-US en-GB;q=0.8 anq=0.2

Usar-Agent Maozilla5.0 (Wendows NT 10.0; Wing4; x54) AppleWebkit/537 .25 (KHTML, like Gecko) Chrome’25.0 4535 54 Safari/537.35
Connection: chose

Cache-Control: max-age=0

Response

HTTFM.1 200 OK

Diate: Thu, 02 Dec 2021 05:42:37 GMT
Server: Apache2.4.41 (Uountu)
Last-Modified: Fri, 28 Mov 2021 00:58:35 GMT
ETag: "=8f-5d13e1b4d8851-g=ip"
Accept-Ranges: byles

“ary: Accept-Encoding

Content-Length: 3743

Caonnection: chose

Caontent-Type: tesstthtml

<ldoctype himl=

<html lang="en" data-n-head="#%TE%2ang %2 %rBWHI21%2 2 W2 2en W22 % D% IO

=haad=

=title=Car ... =fitle=<meata data-n-hesd="1" charset="ui-8"><meia data-n-head="1" nama="vi
~[SHIP]...

Dynamic analysis

Data is read from location.href and passed to history.replace State.

The following value was injected into the source and reached the sink without any modification:
Puolppk7bde=uclppkboeka %22 " fuolppk Tble/ »cunlppk hde/ \ swbieqgfybebi

The stack trace at the source was:

Object._oxledee? [as proxiedGetteriallback] {<anonymous>:1:591983)
Object.get href [as href] (<anonymous::1:299867)

mt {https://driver.caru.com.tw/_nuxt/eb8ca¥a.js:2:146818)
e.setupListensrs {(https://driver.caru.com. tw/_nuxt/eblica¥a.js:2:154386)
r (https:/fdriver.caru. com.tw)/_nuxt/ebBcata. js:2:158858)
https:/f/driver.caru. com.tw/_nuxt/ebBca¥a.js:2:151664
https://driver.caru.com.tw/_nuxt/ebBca?a.js:2:153653

r (https://driver.caru. com.tw/_nuxt/ebBca¥a. js:2:148741)

It {https:/ fdriver.caru.com.tw/_nuxt/ebdcafa.js:2:148787)
https:ffdriver.caru. com.tw/_nuxt/ebBca¥a.js:2:153554

r (https:f/driver.caru. com.tw/_nuxt/ebBca¥a. js:2:148741)
https:/Sdriver.caru.com.tw/_nuxt/ebBcata.js:2:148769
https:/f/driver.caru. com.tw/_nuxt/ebBca¥a.js:2:1532681
https://driver.caru.com.tw/_nuxt/ebBca?a.j=:2:158108

® (https://driver.caru. com.tw/_nuxt/ebBca¥a. js:2:152895)

r (https://driver.caru. com.tw/_nuxt/ebBca¥a. js:2:148758)

It {https://driver.caru.com.tw/_nuxt/ebBcafa.js:2:1487F87T)
e.vt.confirmTransition (https://fdriver.caru.com.tw/_nuxt/ebBca¥a.js:2:1532385)

AAAAAAARAAARARARAAR
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e Nt transitionTo (https://driver.caru.com.tw/_nuxt/ebBcata.js:2:151613)
ea.init {https://driver.caru.com.tw/_nuxt/ebBca¥a.j5:2:1584965)

On. beforeCreate (https://driver.caru.com.tw/_nuxt/ebBcara.js:12:161173)
ee (https://driver.caru.com. tw/_nux<t/ebfcala.js:2:11828)

wn {https://driver.caru.com. tw/_nuxt/eb8cafa.js:2:20234)

Dn.t._init {https://driver.caru.com.tw/_nuxt/ebdca¥a.js:2:33862)

new Om (https://driver.caru.com.tw/_nuxt/eb8ca¥a.js:2:31251)
https:/f/driver.caru. com. tw/_nuxt/4Ff5d376.js: 2: 298474

h (https:/f/driver.caru.com.tw/_nuxt/4f5d376.i5:2:181657)
Generator._invoke (https://driver.caru.com.tw/_nuxt/4Ff54376.5:2:181445)
Generator.E.forEach.e. <computed> [as next] (https://driver.caru.com.tw/_nuxt/af5d37e. js12:1020888)
r (https://driver.caru.com.tw/_nuxt/eb@ca¥a. js:2:66614)

HEAEANAERAEAAY

The stack trace at the sink was:

History.replaceState (<anonymous::1:582438)

mt {https://driver.caru.com. tw/_nux<t/ebfcala.js:2:146891)
e.setuplisteners (https://driver.caru.com.tw/_nuxt/ebdcara.js:2:154388)
r (https://driver.caru.com.tw/_nuxt/eb@cata. js:2:158858)
https:/f/driver.caru.com.tw/_nuxt/ebBcata.js: 21151664
https:/f/driver.caru.com.tw/_nuxt/ebBca?a.js:2:153653

r (https://driver.caru.com.tw/_nuxt/eb@cata. js:2:148741)

It {https:/ driver.caru.com. tw/_nuxt/ebfcaPa.js:2:148787)
https:/f/driver.caru.com.tw/_nuxt/ebBcata.js:2:153554

r (https://driver.caru.com.tw/_nuxt/eb@cata. j=:2:148741)
https:/f/driver.caru.com.tw/_nuxt/ebBcata.js:2:148769
https:/f/driver.caru.com.tw/_nuxt/ebBca?a.js:2:153261
https:/f/driver.caru.com.tw/_nuxt/ebBcata.js: 21158108

¥ (https://driver.caru.com.tw/_nuxt/eb@cata.j=:2:152895)

r (https://driver.caru.com.tw/_nuxt/eb@cata. js:2:148758)

It {https:/ driver.caru.com. tw/_nuxt/ebfcaPa.js:2:148787)
e.vt.confirmTransition (https: S driver.caru.com. tw/_nuxt/ebBcala.js:2:153285)
e.vt.transitionTo (https://driver.caru.com.tw/_nuxt/ebBca?a.js:2:151612)
ea.init (https:/fdriver.caru.com.tw/_nuxt/ebBcala.js:2:158965)
On.beforeCreate (https://driver.caru.com.tw/_nuxt/ebBcata.js:2:161173)
ee (https://driver.caru.com.tw/_nuc<t/ebdcala.js:2:11828)

wn {https:/ /driver.caru.com. tw/_nuxt/ebfcala.js:2:26234)

On.t._init {https://driver.caru.com.tw/_nuxt/ebdca¥a.js:2:33862)

new On (https://driver.caru.com.tw/_nuxt/ebBcala.js:2:31251)
https:/f/driver.caru. com. tw/_nuxt/4F5d376. s 21298474

h (https://driver.caru.com.tw/_nuxt/4f5d376. J=:2:181657)
Generator._invoke (https:/fdriver.caru.com.tw/_nuxt/4F5d376.35:2:101445)
Generator.E.forEach.e. <computed:> [as next] (https://driver.caru.com.tw/_nuxt/4Ff5d376.js:2:102888)
r (https://driver.caru.com.tw/_nuxt/eb@cata. js:2:66614)

1 (https://driver.caru.com.tw/_nuxt/eb@ca¥a. js:2:66817)

Y

4 6. hitps://driver.caru_com_tw/login/

Summary
Severity: Information
Confidence:  Firm
Host: hittps:iidriver.caru.com_te
Path: Tagind
Issue detail
The application may be vulnerable to DOM-based DOM data manipulation. Data is read from lecation.pathname and passed to history.replace State.

Request

GET flogin'? HTTPM.1

Haost: driver.caru.com.tw

Accept texthimnl, applcation'zhtml+xml, applicationsemt;g=0.8,image/avif imagaewebp imageiapng. **;q=0.8, application/signed-exchange:v=03;0=0.0
Upgrade-Insscure-Reguests: 1

Referer: hitps:/idriver.caru. com twilogin

Aeccept-Encoding: gzip. deflate

Accept-Language: en-US en-E8;0=0.9,2nq=0.8

User-Agent Mozilla"5.0 (Windows. NT 10.0; Wind4; x04) AppleWebKit'537.28 (KHTHWL, like Gecko) Chrome85.0.4538 54 Safarith37.28
Connection: close

Cache-Control: max-age=0
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Response

HTTF/1.1 200 Ok

Date: Thu, 02 Dec 2021 06:42:37 GMT
Servar Apache2.4.41 (Uountu)

Last-Modified: Fri, 25 Mov 2021 08:58:35 GMT
ETag: "eff-5d13e1b4d8251-gzip"
Accept-Ranges: bytes

“ary: Accept-Encoding

Content-Length: 3743

Caonnection: close

Cantent-Type: tecthtmil

<ldoctype himl=

<himl lang="en" datz-n-head="%TE%22ang 22 WTBWHIZ21W2Z- W2 2enWZ2WTDWTO"=

<haad=

=title=Carld .. ostitle=amats dats-n-hesd="1" charset="ui-8"><meta datz-n-head="1" nama="vi
~[SNIF]...

Dynamic analysis

Data is read from location.pathname and passed to history.replace State.

The following value was injected into the source:

S Loging ffwtrsgBdnz b2 PRI 2eR " K22 wirsgadanzb /EIERICwtrsgadnzh/ fE3E zox1z BCa9eE

The previous value reached the sink as:

Slogin/witrsgBanzbX27X 22568 K22 /Wt rsgBanzb/ X3EXI0wtrsgBdnzb R IEzonlz B B98& Pehjtnuugep=ehj tnuugepR2 W22 ¥eaX2 TR IR Fehjtnungepk 2 FEIEXEH
The stack trace at the source was:

Object._@xlgdee? [as proxiedGetterCallback] (<anonymous»:1:5919833)
Object.get pathname [as pathname] {<anonymous:s:1:299963)

Wt (https://driver.caru.com. tw/_nuxt/ebdca¥a.js:2:155162)
e.getCurrentlocation (https://driver. caru. com.tw/_nuxt/ebBca?a.js:2:1558497)
ee.init (https://driver.caru.com.tw/_nuxt/ebBca¥a.js:2:158980)
On.beforelreate (https://driver.caru.com.tw/_nuxt/eb@ca¥a.j=:2:161173)
ee {https://driver.caru.com. tw/_nuxt/ebdcata.js:2:11828)

wn {(https://driver.caru. com. tw/_nuxt/ebéica¥a.js:2:26234)

On.t._init {https:/fdriver.caru.com.tw/_nuxt/eb8cala.js:2;33682)

new Dn (https://driver.caru. com.tw/_nuxt/ebBca?a.js:2:31251)
https://driver.caru. com. tw/_nuxt/4f5d376.js:2: 298474

h (https://driver.caru. com.tw/_nuxt/4Ff5d376. j5:2:101657)
Generator._invoke (https://driver.caru.com.tw/_nuxt/af5d4376.j5:2:181445)
Generator.E. forEach.e.<computed> [as next] (https:S/driver.caru.com.tw/_nuxt/4f5d378.js:2:102888)
r (https://driver.caru. com.tw/_nuxt/ebBcata. js:2:66614)

1 (https://driver.caru.com.tw/_nuxt/ebB®cata. js:2:66817)
https://driver.caru. com.tw/_nuxt/ebBca?a.js:2: 68878

new Promise (<anonymous:)

https://driver.caru. com.tw/_nuxt/ebBca?a.js:2:88757

U (https://driver.caru.com.tw/_nuxt/4f3d376.j5:12:291448)
https://driver.caru. com.tw/_nuxt/4F5d376. 512291524

R Y

The stack trace at the sink was:

History.replaceState (<anonymous::1:582438)

jt {https:/fdriver.caru.com. tw/_nuxt/ebdcafa.js:2:148558)

Ct (https://driver.caru. com. tw/_nuxt/ebdca¥a.js:2:148683)
a.ensurelfL (https://driver.caru.com.tw/_nuxt/ebBca?a.js:2:155844)
https://driver.caru. com.tw/_nuxt/ebBca?a.js:2:151671
https:/ffdriver.caru. com.tw/_nuxt/ebBcata.js:2:153653

r (https://driver.caru. com.tw/_nuxt/ebBcata. js:2:148741)

It {https://driver.caru.com. tw/_nuxt/ebBca¥a.js:2:148787)
https://driver.caru. com.tw/_nuxt/ebBca?a.js:2:153554
r (https://driver.caru. com.tw/_nuxt/ebBcaa. js:2:148741)
https://driver.caru. com.tw/_nuxt/ebBcata.js:2:148789
https://driver.caru. com.tw/_nuxt/ebBca?a.js:2:153281
https://driver.caru. com.tw/_nuxt/ebBcaya.js:2: 158108
¥ (https://driver.caru. com.tw/_nuxt/ebBcata. js:2:152895)

r (https://driver.caru.com.tw/_nuxt/ebBcala.js:12:148756)

It {https://driver.caru.com. tw/_nuxt/eb8ca¥a.js:2:148787)
e.vt.confirmTransition (https:SSdriver.caru.com.tw/_nuxt/ebdca?a.js:2:1532485)
e.vt.transitionTe (https://driver.caru.com.tw/_nuxt/ebBca¥a.js:2:151612)
ee.init (https://driver.caru.com.tw/_nuxt/ebBca¥a.js: 2:158965)
On.beforeCreate (https://driver.caru.com.tw/_nuxt/eb@ca¥a.js:2:161173)
ee (https://driver.caru.com. tw/ nuxt/eb#ca?a.js:2:11828)

HAAAERAEAEEEERAARANANY
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Dn.beforeCreate (https:/Sdriver.caru.com.tw/_nuxt/ebBcaFa.js:2:161173)
ee (https://driver.caru.com. tw/_nuxt/ebBca¥a.js:2:11828)

vn {(https://driver.caru. com. tw/_nuxt/eb8ca¥a.js:2:26234)

Dn.t._init {https:/ driver.caru.com.tw/_nuxt/ebdca¥a.js:2:33862)

new Dn (https://driver.caru. com.tw/_nuxt/ebBcata.js:2:31251)
https://driver.caru. com. tw/_nuxt/4f3d37e.js:2: 2908474

h (https://driver.caru. com.tw/_nuxt/4f5d376. j5:2:1816857)
Generator._invoke (https://driver.caru.com.tw/_nuxt/aFf5d376.55:2:1081445)
Generator.E.forEach.e.<computed: [as next] (https://driver.caru.com.tw/_nuxt/4f5d376.§s:2:102088)
r (https://driver.caru. com.tw/_nuxt/ebBca¥a. js:2:66614)

1 (https://driver.caru.com.tw,_nuxt/ebBcaia.js:2:66817)

AAAAAAAHEARS

4.7, hitps:/[driver.caru.com.tw/login/

Summary
Saverity: Information
Confidence:  Firm

Huost: https:iidriver.caru com_tw
Path: fNogind
Issue detail

The apglication may ba wuinerable to DOM-based DOM data manipulstion. Data is read from location.search and pazsed to history.replace State.

Request

GET flogini? HTTP/M.1

Host: driver.caru.com.tw

Accept text’hitmnl, appicationt<html+:ml, applicationsoml;g=0.9,image/avif imagewebp, imagelapng. **;q=0.8, application/signed-exchange:w=b3;0=0.0
Upgrade-Insscure-Reguests: 1

Referer: hitps:/driver.caru. com. twlogin’

Accept-Encoding: gzip. deflate

Accept-Language: en-US,en-GEq=092n:0=0.2

Usar-Agent Mozilla5.0 (\Windows NT 10.0; Wind4; x54) AppleWebkit'537.28 (KHTML, like Gecko) Chrome35 0 4838 54 Safari/537.26
Connection: close

Cache-Control: max-age=0

Response

HTTR/1.1 200 0K

Diate: Thu, 02 Dec 2021 05:42:37 GMT
Server ApacheZ2.4.41 (Uountu)
Last-Modified: Fri, 256 Nov 2021 09:58:356 GMT
ETag: "edf-5d1321b4d8251-gzip"
Accept-Ranges: bytes

“ary: Accept-Encoding

Content-Length: 3743

Connection: close

Content-Type: teccthitrnl

<ldoctype himi=

=himl lang="en" dats-n-head="%TEMW22ang % 22: WTBMHMZ21M%22: %2 2enWE2WTDRTO™=

<haad=

=title=Carl ...........=fitke==meata data-n-hesd="1" charset="ut-8"=<meta daiz-n-head="1" nama="vi
~[SHIP]...

Dynamic analysis
Data is read from location.search and passed to history.replaceState.
The following value was injected into the source:

*ehjtnuugep=ehjtnuuggpia?¥22” " " /ehjtnuuggp <ehjtnuuggp/ \>x3chmzpscbi

The previous value reached the sink as:
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floginfwtrsgBanzbX27R20Ne0 " K22 /wtrsgBdnzb/¥3EX30wt rsgidnzb /X 3Ezoxlz BcBOBL *ehjtnuugep=chjtnuugepX 2 WX 23 Xeaka X2 2 aFehjtnuugapR 2FE3EX 3
The stack trace at the source was:

Object._sxledee? [as proxiedoetterCallback] (<anonymous>:1:591983)
Object.get search [as search] {<amonymous::1:299118)

Wt {https:/ driver.caru.com. tw/_nuxt/ebdica¥a.js:2:155317)
e.getturrentlocation (https://driver.caru.com.tw/_nuxt/ebBca¥a.js:2:1550497)
ea.init (https://driver.caru.com.tw/_nuxt/ebBcala.js:2:158988)
On.beforeCreate (https://driver.caru.com.tw/_nuxt/ebBcala.js:2:161173)
ea (https://driver.caru.com. tw/_nuxt/ebfcala.js:2:11828)

wn {https:/ driver.caru.com. tw/_nuxtebfcala.js:2:26234)

Dn.t._init {https:/fdriver.caru.com.tw/_nuxt /eb8caf¥a. js:2:33662)

new Dn (https: /driver.caru.com.tw/_nuxt/ebBcata.js:2:31251)
https:ffdriver.caru. com.tw/_nuxt/4f5d376.js:2:298474

h (https://driver.caru. com.tw/_nuxt/4f5d376.j5:2:181657)
Generstor._invoke (https://driver.caru.com.tw/_nuxt/4f5d376. js:2:101445)
Generator.E. forEach.e.<computed: [as next] (https://driver.caru. com.tw/_nuxt/4Ff5d376.j5:2:1826888)
r (https://driver.caru. com.tw/_nuxt/eb@ca¥a.js:2:86614)

1 (https://driver.caru.com.tw/_nuxt/eb@cala.js:2:66817)
https:ffdriver.caru. com.tw/_nuxt/ebBcata.js:2:68876

new Promize (<anonymous:)
https:/Sdriver.caru.com.tw/_nuxt/eb8cata.js:2:66757

U (https:/fdriver.caru. com.tw/_nuxt/3f5d376.js:2:291448)
https:ffdriver.caru. com.tw/_nuxt/4f5d376.js:2:291524

e

The stack trace at the sink was:

History.replaceState (<anonymouss::l:582436)

jt {https://driver.caru.com. tw/_nuxctfebdcala.js:2: 148558)

Ct (https:/fdriver.caru. com. tw/_nuxt ebBcala.js:2: 148683)

e.ensureliL (https:/ driver.caru.com.tw/_nuxt/ebBca¥a.js:2:1556848)
https:ffdriver.caru.com.tw/_nuxt/ebBca¥a.js:2:151671
https:f/driver.caru.com.tw/_nuxt/ebBca¥a.js:2:153653

r (https://driver.caru. com.tw/_nuxt/eb@ca¥a.js:2:148741)

It {(https:/fdriver.caru.com. tw/_nuxt/ebdcala.js:2: 148787)
https:f/driver.caru.com.tw/_nuxt/ebBca¥a.js:2:153554

r (https://driver.caru. com.tw/_nuxt/eb@caa.js:12:148741)
https:ffdriver.caru.com.tw/_nuxtSebBcata.js:2:148%64
https:/Sdriver.caru.com.tw/_nuxt/ebBcata.js:2:153261
https:/Sdriver.caru.com.tw/_nuxt/eb8cata.js:2:158108

x (https://driver.caru.com.tw/_nuxt/ebBcaia.js:2:152895)

r (https://driver.caru. com.tw/_nuxt/ebBca¥a.js:2:148758)

It {(https:/fdriver.caru.com. tw/_nuxt/ebBcala.js:2: 148787)
e.Vt.confirmTransition (https://driver.caru.com.tw/_nuxt/ebBcala.js:2:153285)
eVt transitionTo (https://driver.caru. com.tw/_nuxt/ebBcata. js:2:151812)
ea.init (https://driver.caru.com.tw/_nuxt/ebBca¥a.js:2:158965)
Dn.betorelreate (https:/fdriver.caru.com.tw/_nuxt/ebBcala.js:2:161173)
ee {https:/ fdriver.caru.com. tw/_nuxtebfca¥a.js:2:11828)

wn (https:/fdriver.caru. com. tw/_nuxt/ebBcala.js:2:26234)

Dn.t._init {https:/ driver.caru.com.tw/ nuxt/eb8ca¥a.js:2:33862)

new Dn (https://driver.caru. com.tw/_nuxt/ebBcata.js:2:31251)
https:f/driver.caru.com.tw/_nuxt/af5d376.js:2:298474

h (https://driver.caru. com.tw/_nuxt/3f5d376.j5:2:181857)
Generator._invoke (https://driver.caru. com.tw/_nuxt/4f5d376. js:2:181445)
Generator.E. forEach.e.<computeds> [as next] (https://driver.caru.com.tw/_nuxt/4Ff5d378.j5:2:1826888)
r (https://driver.caru. com.tw/_nuxt/ebBcala.js:2:66614)

1 {https:f/driver.caru.com.tw/_nuxt/ebdcala.js:2:66817)

e

4 8. https://driver.caru.com_tw/login/

Summary

Severity: Information

Issue detail
The application may be vulnerable to DOM-based DOM data manipulation. Diata is read from lecation. hash and passed to history.replace State.

Request
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GET flogin/? HTTP/M.1

Host: driver.caru.com.tw

Accept texthimnl, applcationt<html-+:ml, applicationsoml;g=0.2,image/avif image’webp, image/apng, **;q=0.8, application/signed-exchange:v=03;0=0.0
Upgrade-Inz=cure-Requasts: 1

Referer: hitps:/driver.caru.com. twlogin’

Accept-Encoding: gzip. deflate

Accept-Language: en-lJ3 en-GE;g=0.8,en;0=0.2

User-Agent Mozilla/5.0 (Windows NT 10.0; Wind4; x64) Apple\Webkit'537.28 (KHTML, like Gecko) Chrome/@5.0.4638.54 Safari’537.28
Connection: close

Cache-Control: max-age=0

Response

HTTRM.1 200 0K

Date: Thu, 02 Dec 2021 06:42:37 GMT
Server: Apache/2.4.41 (Uountu)
Last-Modified: Fri, 256 Mov 2021 09:58:36 GMT
ETag: "eff-5d1221b4d82051-g=ip"
Apcept-Ranges: bytes

ary: Accept-Encoding

Content-Length: 3742

Connection: close

Caontent-Type: texdihtmnl

<ldoctype himl=

<html lang="en" datz-n-head="%TBE%22/ang 22 WTB%IZ2 1%22: %2 2enWZ2%TOWTO™=

<haad=

<title=Carl . =fitle=<meata data-n-head="1" charset="utf-8"><meta data-n-head="1" nama="vi
~[SHIF]...

Dynamic analysis

Data is read from location.hash and passed fo history.replace State.

The following value was injected into the source:

fyBdyagdjoi=yBdyag T Jo3HIVEILT V" SyBdyag o3 reyBayag T i3S\ 15T ugeauk hE

The previous value reached the sink as:

flogin/wtrsgBanzb®2 vR2 i%ea " K22 fwtrsgidnzb/X3EX30wt rsgidnzh A 3Ezox 1z BcB9R& Y ehjtnuugep=ehj tnuugepXa M2 doakl TR Fehjtnuuggpk FREIERE
The stack trace at the source was:

Object._@xledée? [as proxiedGetterfallback] (<anonymous>:1:591933)
Object.get hash [as hash] (<anonymous::1:299763)

Wt (https://driver.caru. com. tw/_nuxt/ebBca¥a. js:2:155344)
e.getCurrentlocation (https://driver.caru. com. tw/_nuxt/ebBcala.js:2:155047)
ea.init (https://driver.caru.com.tw/_nuxt/ebBca¥a.js:2:1584988)
On.beforeCreate (https://driver.caru.com.tw,_nuxt/ebBcara.js:2:181173)
ee (https://driver.caru.com. tw/_nuxt/ebBca¥a. js:2:11828)

vn (https://driver.caru. com. tw/_nuxt/ebBcata. js:2:26234)

Dn.t._init {https:/fdriver.caru.com.tw/_nuxt/ebfca¥a.js:2:33662)

new On (https://driver.caru. com.tw/_nuxt/ebBcala.js:2:31251)

https: /S driver.caru.com.tw/_nuxt/4f5d376.j5:2: 298474

h (https://driver.caru. com.tw/_nuxt/4f5d376.js:2:1081857)
Generator._invoke (https:SSdriver.caru.com.tw/_nuxt/aFf5d376.J5:2:1081445)
Generator.E.forEach.e.<computed> [as next] (https://driver.caru.com.tw/_nuxt/4f5d376. js:2:1082088)
r (https://driver.caru.com.tw/_nuxt/ebBcata.js:2:66614)

1 (https://driver.caru.com.tw/_nuxt/ebBcala.js:2:66817)
https://driver.caru. com.tw/_nuxt/ebBca?a.js:2:68876

newW Promize (<anonymous:)

https://driver.caru. com.tw/_nuxt/ebBca?a.js:2:68757

U (https://driver.caru.com.tw/_nuxt/4f5d376.js12:291448)
https://fdriver.caru. com. tw/_nuxt/4F5d376.j5:2: 291524

Y Y Y

The stack trace at the zink was:

at History.replaceState (<anonymous::1:582438)

at jt {(https://driver.caru.com. tw/_nuxt/ebBca¥a.js:2:148558)

at Ct {https://driver.caru.com. tw/_nuxt/ebBca’a.js:2:148683)

at e.ensurelRL (https://driver.caru.com.tw/_nuxt/ebBcaia. js:2:1558448)
&t https://fdriver.caru.com.tw/_nuxt/ebBrata.js:2:151671

at https://driver.caru. com.tw/_nuxt/ebBcata.js:2:153853

at r (https://driver.caru. com.tw/_nuxt/ebBca¥a.js:2:148741)
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gt 1 (https://driver.caru.com.tw/_nuxt/eb@cala.js:2:66817)
at https:/fdriver.caru.com.tw/_nuxt/ebBcata.js:2:66876

&t new Promise [(<anocnymous:)

at https://driver.caru.com.tw/_nuxt/ebBca¥a.js:2:88757

gt U (https://driver.caru.com.tw/_nuxt/4f5d376.j5:2:291448)
at https:/fdriver.caru.com.tw/_nuxt/af5d376.Js:2:291524

The stack trace at the sink was:

&t History.replaceState (<anonymous::1:582438)

jt (https://driver.caru. com. tw/_nuxt/ebBca¥a.js:2:148558)

Ct (https://driver.caru. com. tw/_nuxt/ebBca¥a. js:2:1486483)

e.ensurelRL (https:/ /driver.caru.com.tw/_nuxt/ebBcaia. js:2:155848)
https:/fdriver.caru. com. tw/_nuxt/ebBcata.js:2:151671
https://driver.caru.com. tw/_nuxt/ebBcata.js:2:153653

r (https://driver.caru. com.tw/_nuxt/eb@ca¥a.js:2:148741)

It {(https://driver.caru. com. tw/_nuxt/ebdca¥a.js:2:148787)
https:/fdriver.caru. com. tw/_nuxt/ebBcata.js:2:153554

r (https://driver.caru.com.tw/_nuxt/ebbcata.js:2:148741)
https://driver.caru.com. tw/_nuxt/ebBcata.js:2:148760
https://driver.caru.com. tw/_nuxt/ebBca¥a.je:2:153261
https:/fdriver.caru.com. tw/_nuxt/ebBcata.js: 2156108

x (https://driver.caru.com.tw/_nuxt/ebbcata.js:2:152895)

r (https://driver.caru. com.tw/_nuxt/eb@ca¥a.js:2:148758)

Tt {https://driver.caru. com. tw/_nuxt/ebdca¥a.js:2:148787)
e.Vt.confirmTransition (https:/fdriver.caru.com.tw/_nuxt/ebdcaia.js:2:153285)
e.vt.transitionTo (https:/ /driver.caru.com.tw/_nuxt/ebBcata.js:2:151612)
ee.init (https://driver.caru.com.tw/_nuxt/ebBca¥a.js:2:158965)
On.beforeCreate (https://driver.caru.com.tw)_nuxt/ebBca’a.js:2:161173)
e (https://driver.caru. com. tw/_nuxtfebfca¥a.js:2:11828)

wn {https://driver.caru.com. tw/_nuxt/ebdcafa.js:2:26234)

Dn.t._init {https://driver.caru.com.tw/_nuxt febfica¥a.js:2:33682)

new Dn (https://driver.caru. com. tw/_nuxt/ebBca¥a.js:2:31251)
https://driver.caru.com. tw/_nuxt/4f5d376.js:2: 298474

h (https://driver.caru. com. tw/ _nuxt/4f5d376.j5:2:101657)
Generator._invoke (https://driver.caru.com.tw/_nuxt/4f5d376.js:2:181445)
Generator.E.forEach.e.<computed: [as next] (https:/Sdriver.caru.com.tw/_nuxt/4F54376.j5:2:1820888)
r (https://driver.caru. com.tw/_nuxt/eb@ca¥a.js:2:66614)

1 (https://driver.caru.com.tw/_nuxt/ebecala.js:2:66817)

AHAAAAAASAAAAAAAAAAARBARARAAR

5. Cacheable HTTPS response

There ar2 3 instances of this issue:

.
= [ mustimanifest. d0e8e203 json
= login

Issue description

Unless directed otherwise, browsers may store 2 local cached copy of content recefved from web servers. Some browsers, including Intemnet Explorer, cache
contant accassed via HTTPS. If sensitive information in application responses is stored in tha local cache, then this may be retrieved by other usars who have
access to the same computer at 3 futurs ime.

Issue remediation
Applications should return caching directives instructing browsers not to store local copies of any sensitive data. Cften, this can be achieved by configuring the web

senver to prevent caching for relevant paths within the web root. Alternatively, most web develooment platforms aliow you to control the server's caching directives
from within individual scripts. Ideally, the web server should return the following HTTP headers in all responses containing sensitive content

= Cache-control: no-store
* Pragma: no-cachs

References
= Wb Securty Acadeny: Information disclosure

Vulnerability classifications

CWE-524: In
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5.1 hitps://driver.caru.com.tw/

Summary
Saverity: Information
Confidence:  Certain

Host: hitps:fidriver.caru.com_tw
Path: i
Request
GET /HTTR.1

Host: drivier.canu.conn.tw

Accept texthiml, applicationdzhtml+:ml, applicationseml;g=0.8,image/avif imagewebp,image/apng. *™*;q=0.8,application/signed-exchange:w—=0b3;q0=0.0
Upgrade-Insscure-Requests: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-U3.en-GEq=0.9.2n:0=0.2

Usar-Agent Mozilla/5.0 (Windows NT 10.0; Wind4; 284} Apple\Webkit'537.28 (KHTML, like Gecko) Chrome/25.0.4835.54 Safari’537.25
Caonnection: closa

Cache-Control: mas-age=0

Response

HTTR/M.1 200 OK

Diate: Thu, 2 Dec 2021 05:42:24 GMT
Server Apache2.4.41 (Ubountu)
Last-Madified: Fri, 26 Mov 2021 08:56:37 GMT
ETag: "edf-5d1ae1b82d5ae-gzip"
Apcept-Ranges: bytes

“ary: Accept-Encoding

Caontent-Length: 3742

Caonnection: closa

Content-Type: testhiml

<ldoctype himl=

<html lang="en" data-n-head="%TE%22ang%h22: W TB%HI21%22- W2 2en¥22%T0%TO"=

=haad=

=title=Carll ... =<ftite=<mats data-n-hesd="1" charset="uf-3"><meata datz-n-head="1" nama="vi
~[SHIF]...

5.2_ https://driver.caru_com.tw/_nuxt/manifest d0eSc203 json

Summary
Severity: Information
Confidenca:  Certain

Host: hitps:fidriver.carucom_tw
Path: I_muetimanifest dleSc203 json
Request

GET /_nudmanifest d0eBe203 json HTTRM .1

Host: driver.cans.comitw

Accept texthiml, applcationzhtml+xml, applicationseml:g=0.8,image/avif imagewebp,image/apng. *™*:q=0.8,application/signed-axchange:w=h03;:q0=0.8
Upgrade-Insecure-Requests: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-lU3 en-GE;g=0.8,en;0=0.2

Usar-Agent Mozilla/5.0 (\Windows MNT 10.0; Wind4; 284} Apple\Webkit'537.35 (KHTML, like Gecko) Chrome/25.0.453%8.54 Safari'537.25
Connection: close

Cache-Control: mas-age=0
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Response

HTTR/1.1 200 Ok

Diate: Thu, 02 Dec 2021 05:43:18 GMT
Server: Apache’2 4 .41 (Uountu)
Last-Modified: Fri, 26 Mov 2021 08:56:40 GMT
ETag: "61d-5d1ae1bB55R2E"

Accept-Ranges: bytes

Caontent-Length: 1208

Connection: dlose

Content-Type: applicationfson

nama" "Carll "
"short_name": "Carl ......

‘description™: "## Build EE‘;:.JFI".
licons" [

"src™ "_nuedficonsficon_84x54.2024ce png",
'sizes” "Gdedd",

_[SNIP]._.

5.3. hittps://driver.caru.com.tw/login/
Summary

Savarity: Information

Confidenca:  Certain

Host: hitps:fidriver.caru.com.tw
Path: Mogind
Request

GET flogin/? HTTP/1.1

Haost: driver.caru.com.tw

Accept texthiml, applicationdxhtmi+xml applicationsemt;g=0.2,image/avif imagewebp, image/apng. 4*;q=0.8, application/signed-exchangew=83;0=0.8
Upgrade-Insscure-Requasts: 1

Referer: hitps:'driver.caru. com.twlogin’

Accept-Encoding: gzip. deflate

Accept-Language: en-UZ,en-G8;0=0.9.2n:0=0.2

User-Agent Mozilla5.0 (Windows NT 10.0; Wind4; x64) Apple\Webkit'537.26 (KHTML. like Gecko) Chrome85.0.4638 .54 Safaritb37.28
Connection: close

Cache-Control: max-age=0

Response

HTTR/1.1 200 OK

Date: Thu, 02 Dec 2021 06:42:37 GMT
Server: Apache’2.4.41 (Uountu)
Last-Modified: Fri, 26 Nov 2021 08:56:38 GMT
ETag: "=8f-5d13=1b4d8251-gzip"
Accept-Ranges: bytes

Wary: Accept-Encoding

Caontent-Length: 3742

Connection: close

Content-Type: testhimnl

<ldoctype himl=

<himl lang="en" data-n-head="%TB%22|ang%h22: W TB%HZ21%22:%22enW%22%T0%TO™=

<head=

“title=Carl ... =title=<meta data-n-hesd="1" charset="uif-8"><metz daiz-n-head="1" nama="vi
[ SHIP]...

Report generated by Burp Suite web vulnerability scanner v2021.8.1, at Thu Dec 02 15:05:28 GMT+03:00 2021.
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store.caru.com.tw

Burp Scanner Report

Summary

Burp Suite

Professional

The table below shows the numbers of issues identfied in different categories. |ssues are classified according to severity as High, Medium, Low or Information. This
reflects the likely impact of each issue for a typical organization. |ssues are also classified according to confidence as Ceriain, Firm or Tentative. This reflects the

inherent reliability of the technigue that was used to identify the issus.

Confidence
Certain Firm Tentstive
High 0 L]
Medium 0 LI}
Severity
Low 1] L]
Informnation 10 1}

Taotal

The chart below shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with 2 confidenca level of Certain, and the

bars fade as the confidence level falls.

Number of issues

||:- | 1 2 3 4
High
Severity Medium _
Low [
Contents

1. TLS certificate
2. Strict transport security not enforced

3. Frameable response (potential Clickjacking)

store.canu.com.iw
store.canu.com.twilogind

al

. hitps:
2. hitps:f

4. DOM data manipulation (DOM-based)

[N A

4.1. hitps:/store.caru.com.tw

4.2. ht tore.caru.com

4.3, ht tore.caru.com

4.4. ht tore.caru.com

4.5 ht tore.caru.com oginf
4.4 hitps:/'store.caru.com oginf
4.7. hitps:/'store.caru.com oginf
4.8 hitps:!'store.caru.com. twilogin/

5. Cacheable HTTPS response

.1. https:iistore.caru.com. tw
2. hitps:'store.caru.com.tw/_nuxtimanifest.f2213aaf json
3. hitps:!'store.caru.com. twilogin

noncn
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1. TLS certificate

['hen ']

Summary

Severity: Medium
Confidence:  Certain
Haost: https:fistore.caru.com.tw

Path: I

Issue detail
The following problem was identified with the server's TLS cerificate:

= The server's cerificate is not trusted.

Note: Burp relies on the Java trust store to determine whether cerlificates are trusted. The Java frust store does not include every root CA certificate that is included
within browser trust stores. Burp might incomectly report that a certificate is not trusted, if a valid root CA cerlificate is being used that is not included in the Java trust
store.

The server presented the following certificates:

Server certificate

Issued to:  siore.caru.com.tw

Issued by: R3

Valid from: Sun Mowv 07 21:10:42 GMT+0&:00 2021
Valid to: Sat Feb 05 21:10:41 GMT+03:00 2022

Certificate chain #1

Issued to: R3

Issued by: 1SRG Root X1

Valid from: Fri Sep 04 08:00:00 GMT+02:00 2020
Valid to: Tue Sep 16 00:00:00 GMT+08:00 2025

Certificate chain #2

Issued to:  I3RG Root X1

Issued by: DST Root CA X3

Valid from: Thu Jan 21 03:14:03 GMT+08:00 2021
Valid to: Tue Oct 01 02:14:03 GMT+08:00 2024

Issue background

TLS (or 35L) helps to protect the confidentiality and integrity of information in transit between the browser and server, and to provide authentication of the server's
identity. To serve this purpose, the server must present an TLS certificate that is valid for the server's hostname, is issued by a trusted authority and is valid for the
current date. If any one of these requirements is not met, TLS connections to the server will not provide the full protection for which TLS is designed.

t should be noted that varigus attacks exist against TLS in general, and in the context of HTTPS web connections in particular. It may be possible for a determinad
and suitably-positioned attacker to compromise TLS connections without user detection even when a valid TLS certificate is usad.

References

= SSLTLE

2. Strict transport security not enforced

[- Previous -] [- MNext ']

Summary
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Severity: Low

Confidenca:  Certain

Host: https:/istore.caru.com. tw
Path: I

Issue detail

This issue was found in multiple locations under the reported path.

Issue background

The application fails to prevent users from connecting to it over unencrypted connections. An attacker able to modify a legitimate user's network traffic could bypass
the application's use of S5LITLS encryption, and use the application as a platform for attacks against its users. This attack is performed by rewriting HTTPE links as
HTTPR, so that if a targeted user follows a link to the site from an HTTF page. their browser never attempts to use an encrypted connection. The sslstrip tool
automates this procass.

To exploit this vulnerability, an attacker must be suitably positioned to intercept and modify the victim's network traffic. This scenario typically occurs when a client
communicates with the server over an insecure connection such as public Wi-Fi, or a corporate or home network that is shared with a compromised computer.
Common defenses such as switched nebworks are not sufficient to prevent this. An attacker situated in the user's [SP or the application's hosting infrastructure could
also parform this attack. Mote that an advanced adversary could potentially target any connection made over the Intemet's core infrastructune.

Issue remediation

The application should instruct web browsers to only acecess the application using HTTPS. To do this. enable HTTP Strict Transport Security (HSTS) by adding a
responsa header with the name "Strict-Transport-Security’ and the value 'max-age=expireTime', where expireTime is the time in seconds that browsers should
remember that the site should only be accessed using HTTPS. Consider adding the 'includeSubDomains' flag if appropriate.

Mote that because HETS is a "rust on first use" (TOFU) protoco!, 2 user who has never accessed the application will never have seen the HETS header, and will

therefore still be vulnerable to S5L stripping attacks. To mitigate this risk, you can optionally add the 'preload’ flag to the HETS header, and submit the domain for
review by browser vendors.

References
= HTTF Sirict Transport Security

= sslstrip
= HSTS Preload Form

Vulnerability classifications

= E-5 Urnprotected Transport of Credentials
APEC-04: Man in the Middle Attack
= CAPEC-157: Sniffing Attacks

Request

GET flogind'? HTTRM.1

Host: store.caru.com.tw

Accept: text'html, application’xhtml+xml.application/zml:g=0.8.image/avifimageiwebp.image/apng.*™:g=0.8, application/signed-exchange;v=b3:q0=0.2
Upgrade-Insecure-Reguesis: 1

Refarer: hitps://store.caru.com.twilogin

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en-GBg=0.282n:0=02

User-Agent: Mozilla'5.0 (Windows NT 10.0; WinG4; x84) AppleWebKit'537.26 (KHTML, like Gecko) Chrome/85.0.4638.54 Safari’537.36
Connection: close

Cache-Control: max-age=0

Response

HTTP/1.1 200 Ok

Date: Thu, 02 Dec 2021 04:13:17 GMT

Server: Apache’2 4.41 (Ubuntu)

Last-Modified: Tue, 30 Mov 2021 08:01:12 GMT
ETag: "efe-5d 1fdccBd52f5-gzip"
Accept-Ranges: bytes

‘fary: Accept-Encoding

Content-Length: 3742

Connection: close

Content-Type: texthtm

<ldoctype htmi=
<html lang="en" data-n-head="%T5%22ang%22: % TE%221%22:%H22enH22%BT0%70"=
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~ledu-
=title=Carl) ... <flitte==meta data-n-head="1" charset="utf-2"=<meta data-n-head="1" name="vi
~[SNIP]...

3. Frameable response (potential Clickjacking)

| Previous | [ Mext )

There are 2 instances of this issue:
.

= {login.

Issue description

f a page fails to set an appropriate X-Frame-Options or Content-Security-Paolicy HTTP header, it might be possible for a page controlled by an attacker to load it
within an iframe. This may enable a clickjacking attack, in which the attacker's page overlays the target application's interface with a different interface provided by
the attacker. By inducing wictim users to perform actions such as mouse clicks and keystrokes, the attacker can cause them to unwittingly carry out actions within
the application that is being targeted. This technigue allows the attacker to circumvent defenses against cross-site request forgery. and may result in unautharized
actions.

Maote that some applications attempt to prevent these attacks from within the HTRML page itself, using "framebusting” code. However, this type of defense is normally
ineffactive and can usually be circumventad by a skilled attacker

‘fou should determine whether any functions accessible within frameakble pages can be used by application users to perform any sensitive aclions within the
application.

Issue remediation

To effectively prevent framing attacks, the application should return a response header with the name X-Frame-Options and the value DENY to prevent framing
sltogether, or the value SAMEORIGIM to allow framing only by pages on the same origin as the response itzelf. Mote that the SAMEORIGIN header can be partially
bypassed if the application itself can be made to frame untrusted websites.

References

rity Academy: Clickjacking

Vulnerability classifications

VE-G83: Protection Mechanism Failure
= CAPEC-103: Clickjacking

3.1. https://store_caru.com_tw/

[' MNext ']

Summary
Severity: Information
Confidence:  Firm
Host: https:iistore.caru.com.tw
Path: )

Request

GET /HTTPM.1

Host: store.caru. com. tw

Accept: text’htm|, application/=html+:xml, application’zm|;g=0.9,image/avif image’webp,image/apng,*™;g=0.2.application'signed-exchange,v=b3;0=0.9
Upgrade-Insecure-Regueasis: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-US en-GBg=0.8 eng=0.2

User-Agent: Mozilla'5.0 (Windows NT 10.0; Wing4; x84} AppleWebkit'537 .36 (KHTML, like Gecko) Chrome/85.0.4638.54 Safari/337_.356
Connection: close
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LUache-Control: max-age=U

Response

HTTPM.1 200 QK

Date: Thu, 02 Dec 2021 04:02:41 GMT

Server: Apache’2.4.41 (Ubuntu)

Last-Medified: Tus, 20 Mov 2021 09:01:12 GMT
ETag: "efe-5d 1fdoccBdeci2-gzip”
Accept-Ranges: bytes

Wary: Accept-Encoding

Content-Length: 3742

Connection: close

Content-Type: texthtm

=ldoctype htmi=

<html lang="en" data-n-head="%7B%22lang%22: ¥ TBWHI21%22:%22enWH22%TD%TO">

Zhead=

=title=Carl) ... <ftifle=<meta data-n-head="1" charset="utf-8"=<meia datz-n-head="1" nama="vi
~[SNIP]...

3.2 https://store_caru.com_tw/login/

[: Previous :] [: Mext :]
Summary

Severity: Information

Confidence:  Firm

Haost: https://store.caru.com.tw
Path: Mogind
Request

GET Mogin/? HTTR/1.1

Hest: store.caru.com.tw

Accept: text’html application/zhtml+xml, application’sml:q=0_8.imagefavif image/webp image/apng,*™;qg=0.8, application/signed-exchange;v=b3;0=0.2
Upgrade-Insecure-Reguesis: 1

Referer: https:store.caru.com twilogin

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en-G8:q=02een0=02

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x84) AppleWebkit'537 .36 (KHTML, like Gecko) Chrome/85.0.4638 54 Safari/537.38
Connection: close

Cache-Control: max-age=0

Response

HTTPM.1 200 QK

Date: Thu, 02 Dec 2021 04:13:17 GMT

Server: Apache’2.4.41 (Ubuntu)

Last-Medified: Tue, 30 Mow 2021 08:01:12 GMT
ETag: "efe-5d 1fdccBd5215-gzip”
Accept-Ranges: byles

Wary: Accept-Encoding

Content-Length: 3742

Connection: close

Content-Type: texthtm

<ldoctype htmi=

<himl lang="en" data-n-head="%7B%22lang%22: HTBWH221%22: % 22enH22%TD% 70"

<hsad=

=title=Carll ... =ftitte=<meta dats-n-head="1" charset="utf-8"=<meiz data-n-head="1" name="vi
~[SNIP]...

. DOM data manipulation (DOM-based)
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I Previous I I MNext I

There are & instances of this issue:

flogin
{login
flogin
flegin.

Issue background

DO -oased vulnerabilities arise when a client-side script reads data from 3 controllable part of the DOM (for example, the URL) and processes this data in an
unsafe way

DO data manipulation arises when a script writes controllable data to a field within the DOM that is used within the visible Ul or client-side application logic. An
sttacker may be able to use the vulnerability to construct a URL that, if visited by another application user. will modify the appearance or behavior of the client-side
UI. An attacker may be able to leverage this to perform virtual defacement of the application, or possibly to induce the user to perform unintended actions.

Burp Suite automatically identifies this issue using static code analysis, which may lead io false positives that are not actually exploitable. The relevant code and
execution paths should be reviewed to determine whether this vulnerability is indeed present, or whether mitigations are in place that would prevent exploitation.

Issue remediation

The most effective way to avoid DOM-based DOM data manipulation vulnerabilities is not to dynamically write to DOM data fields any data that originated from any
untrusted source. If the desired functionality of the application means that this behavior is unaveidable, then defenses must be implemanted within the client-side
code to prevent malicious data from being stored. In general, this is best achieved by using a whitelist of permitted values.

References

= \Web Security Academy: DOM data manipulation

Vulnerability classifications

= CWE-20: Improper Input Validation
= CAPEC-152: Input Data Manipulation

4 1. https://store_caru.com _tw/

I Previous I I Mext I

Summary

Severity: Information

Confidence:  Firm

Host: https:iistore.caru.com.tw
Path: )

Issue detail

The application may be vulnerable to DOM-based DOM data manipulation. Data is read from location.href and passed to history.replace 5tate.

Request

GET/HTTR1.1

Host: store.caru. conn._tw

Accept: text’html, application/zhtml+xml,application/zml;q=0.2 image/avif image’webp.image/apng,*/;g=0.8,application/signed-exchange,w=b3:0=0.9
Upgrade-lnsecure-Requasis: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-US . en-GEg=0.8.en:0=0.2

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x54) AppleWebKit'527 .36 (KHTML, like Gecko) Chrome/85.0.4538.54 Safari/537.35
Connection: close

Cache-Control: max-age=0
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Response

HTTP/1.1 200 Ok

Date: Thu, 02 Dec 2021 04:03:41 GMT

Server: Apache2.4.41 (Ubuntu)

Last-Modified: Tue, 30 Mov 2021 09:01:13 GMT
ETag: "ele-5d 1fdccbdeciZ-gzip”
Accept-Hanges: bytes

ary: Accept-Encoding

Content-Length: 3742

Connection: close

Content-Type: texthtml

<ldoctype htmi=

<html lang="en" data-n-head="¥TE%22lang%22: B TEWHRZ21% 22: % 22enH22% 7D %70

<hsad>

<title>Carl) ............ <ftitte><meta data-n-head="1" charset="utf-8">=meta data-n-head="1" name="vi
-.[SNIP]...

Dynamic analysis

Data is read from location.href and passed to history.replace State.

The following value was injected into the source and reached the sink without any modification:
?sakmg7lilk=sakmg7lilk%27%22 "~ /sakmg7lilk/><sakmg7lilk/ \»elr20265wes

The stack trace at the source was:

at Object._#xledde? [as proxiedGetterfallback] (<anonymous::l:591983)

at Object.get href [as href] (<anonymous::1:299867)

at mt {https://store.caru.com.tw/_nuxt/4fflebf.js:2:146886)

at e.setupListeners (https://store.caru.com.tw/_nuxt/4fflebf.js:2:154382)
at r {https:/fstore.caru.com.tw/_nuxt/4fflebf.js:2:158848)

at https://fstore.caru.com.tw/_nuxt/afflebf.js:2:151688

at https:/fstore.caru.com.tw/_nuxt/a4fflebf.js:2:153649

at r {https://store.caru.com.tw/_nuxt/afflebf.js:2:148737)

at Tt {(https://store.caru.com.tw/_nuxt/afflebf.js:2:148783)

at https://fstore.caru.com.tw/_nuxt/4fflebf.js:2:153558

at r {https://store.caru.com.tw/_nuxt/afflebf.js:2:148737)

at https:/fstore.caru.com.tw/_nuxt/4fflebf.js:2:148765

at https://store.caru.com.tw/_nuxt/afflebf.js:2:153257

at https://store.caru.com.tw/_nuxt/afflebf.js:2:158895

at x {(https:/fstore.caru.com.tw/_nuxt/afflebf.js:2:152891)

at r {https://store.caru.com.tw/_nuxt/afflebf.js:2:148748)

at Tt {https://store.caru.com.tw/_nuxt/afflebf.js:2:1487583)

at e.Wt.confirmTransition (https://store.caru.com.tw/_nuxt/afflebf.js:2:153281)
at e.vt.transitionTe (https://fstore.caru.com.tw/_nuxt/dfflebf.js:2:151688)
at ee.init (https://store.caru.com.tw/_nuxt/dafflebf.js:2:1589a61)

at Dn.beforelreate (https://store.caru.com.tw/_nuxt/afflebf.js:2:161169)
at ee (https://store.caru.com.tw/_nuxt/afflebf.js:2:11828)

at wn {https://store.caru.com.tw/_nuxt/4fflebf.js:2:36234)

at Dn.t._init (https://store.caru.com.tw/_nuxt/dfflebf.js:2:33662)

at new Dn (https://store.caru.com.tw/_nuxt/dfflebf.js:2:31251)

at https:/fstore.caru.com.tw/_nuxt/36ec?2?.js:2:298475

at h {https://store.caru.com.tw/_nuxt/36ec?2?.js:2:181658)

at Generator._invoke (https:/fstore.caru.com.tw/_nuxt/3bec?i¥.js:2:181444)
at Generator.E.forEach.e.<computed> [as next] (https://store.caru.com.tw/_nuxt/3bec?2¥.js:Z:182079)
at r {https://store.caru.com.tw/_nuxt/4fflebf.js:2:66614)

The stack trace at the sink was:

at History.replaceState {<anonymous::1:582438)

at mt {(https://store.caru.com.tw/_nuxt/afflebf.js:2:146887)

at e.setuplListeners {https://store.caru.com.tw/_nuxt/4fflebf.js:2:1543082)
at r {https://store.caru.com.tw/_nuxt/afflebf.js:2:158848)

at https://store.caru.com.tw/_nuxt/afflebf.js:2:151660

at https://store.caru.com.tw/_nuxt/afflebf.js:2:153649

at r {(https:/fstore.caru.com.tw/_nuxt/afflebf.js:2:148737)

at Tt {(https://store.caru.com.tw/_nuxt/afflebf.j=:2:148783)
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at https://store.caru.com.tw/_nuxt/4fflebf.js:2:153558

at r {https://store.caru.com.tw/_nuxt/4fflebf. js:2:148737)

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:148785

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:153257

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:158896

at x {https://store.caru.com.tw/_nuxt/4fflebf. js:2:152891)

at r {https://store.caru.com.tw/_nuxt/4fflebf. js:2:148748)

at Tt {https://store.carw.com.tw/_nuxt/afflebf.js:2:148783)

at e.vwt.confirmTransition (https://store.caru.com.tw/_nuxtfdfflebf.js:2:153281)
at e.Wt.transitionTo (https://store.caru.com.tw/_nuxt/dfflebf.js:2:151688)
at ee.init (https://store.caru.com. tw/_nuxt/4fflebf. js:2:158961)

at Dn.beforefreate (https://store.caru.com.tw/_nuxt/afflebf.js:2:161169)
at ee (https://store.carw.com.tw/_nuxt/afflebf.js:r2:11828)

at vn {https://store.carw.com.tw/_nuxt/afflebf.jsr2:26234)

at Dn.t._init (https://store.caru.com.tw/_nuxt/dfflebf.js:2:33662)

at new Dn {https://store.caru.com.tw/_nuxt/dfflebf.js:2:31251)

at https:/f/store.caru.com.tw/_nuxt/36ec?2¥. jsr2:298475

at h {https://store.caru.com.tw/_nuxt/36ecFi¥.js:2:1816558)

at Generator._inwvoke (https://fstore.caru.com.tw/_nuxt/36ec?i¥.js:2:1081444)
at Generator.E.fortach.e.«<computed> [as next] (https://store.caru.com.tw/_nuxt/36ecy2¥.js:2:182879)
at r {https://store.caru.com.tw/_nuxtfafflebf.js:2:66614)

at 1 {https://store.caru.com.tw/_nuxtfafflebf.js:2:66817)

4 2 https://store_caru.com.tw/

I Previous I I Next I

Summary

Severity: Information

Confidence:  Firm

Host: https /istore.caru.com. tw
Path: I

Issue detail

The application may be vulnerable to DOM-based DOM data manipulation. Data is read from location.pathname and passed o history.replace 5tate.

Request

GET/HTTRM.1

Host: store.caru. conn._tw

Accept: textihtml, application'=zhtml+xml application’zml;g=0.98,image/avif image/webp.image/apng,*/*;g=0.8,application/signed-exchange;v=b32;g=0.2
Upgrade-Insecure-Reguests: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en-58:0=0.9,en:0=0.2

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x84} AppleWebKit'527.26 (KHTML, like Gecko) Chrome/35.0.4638.54 Safari/537.35
Connection: close

Cache-Control: max-age=0

Response

HTTP/1.1 200 QK

Date: Thu, 02 Dec 2021 04:02:41 GMT

Server Apache/2.4.41 (Ubuntu)

Last-Modified: Tue, 20 Nov 2021 08:01:12 GMT
ETag: "ebe-5d1fdccldecf2-gzip”
Accept-Ranges: bytes

ary: Accept-Encoding

Content-Length: 3742

Connection: close

Content-Type: texthtml

<ldoctype html=
<himl lang="en" data-n-head="%T7E%22lang%22- HTEW221% 22 % 22enWH22%TDWHTO"=
<head=

278




{‘ii't_I;:;-CarU oAl EEmeta data-n-head="1" charset="utf-8"=><meata data-n-head="1" nama="vi
~-[SMIP]...

Dynamic analysis

Data i= read from location.pathname and passed to history.replace State.

The following value was injected into the source:

SAfffo3qfeiiulkaTEaiken K22 03q9Ffe iul/EIEREICo3g9fe jiul//RIEQUCIn3FFITE

The previous value reached the sink as:

So3goFejivlRaTE22E6R 22 /039 FEjiul MEIERICo3qifejiul FE3Egucin3FFITA sil6bmmyuj=sil6bmmyu jE2FE22EEREITRI2NIFsi166mmyu]E2FEIERICS1]
The stack trace at the source was:

at Object._exled8e? [as proxiedGetterCallback] (<anonymous::1:591983)

at Object.get pathname [as pathname] {<anonymous>:1:2999&63)

at Wt (https://store.caru.com.tw/_nuxt/dfflebf.js:2:155158)

at e.getCurrentlocation {(https://store.caru.com.tw/_nuxt/afflebf.js:2:155893)
at ee.init (https://store.caru.com.tw/_nuxt/4fflebf.j5:2:158978)

at DOn.beforefreate (https://store.caru.com.tw/_nuxt/4fflebf.js:2:161169)
at ee (https://store.caru.com.tw/_nuxt/afflebf.js:2:11838)

at vn (https://store.caru.com.tw/_nuxt/afflebf.js:2:26234)

at Dn.t._init (https://store.caru.com.tw/_nuxt/4fflebf.js:2:33662)

at new Dn (https://store.caru.com.tw/_nuxt/dfflebf.js:2:31251})

at https://store.caru.com.tw/ _nuxt/3oec?iF.js:2:298475

at h (https:f/store.caru.com.tw/_nuxt/36ec¥2?.js:2:181656)

at Generator._invoke (https://store.caru.com.tw/_nuxt/3gec?2¥.js:2:181444)
at Generator.tE.fortach.e.<computed> [as next] (https://store.caru.com.tw/_nuxt/3pecFi¥.js:2:182a79)
at r (https://store.caru.com.tw/_nuxt/4Fflebf . js:2:66614)

at 1 (https://store.caru.com.tw/_nuxt/afflebf.js:2:60817)

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:66876

at new Promise (<anonymouss)

at https://store.caru.com.tw/_nuxt/afflebf.js:2:66757

at U (https://store.caru.com.tw/_nuxt/36ecy2?¥ js:2:291449)

at https://store.caru.com.tw/ _nuxt/36ec?2F.js:2:291525

The stack trace at the sink was:

at History.replaceState (<anonymousz:1:582438)

at jt (https://store.caru.com.tw/_nuxt/afflebf.js:2:148554)

at Ct (https://store.caru.com.tw/_nuxt/dfflebf.js:2:148679)

at e.ensureURL (https:/fstore.caru.com.tw/_nuxt/4fflebf.js:2:155836)

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:151667

at https://store.carwu.com.tw/_nuxt/4fflebf.js:2:153649

at r (https://store.caru.com.tw/_nuxt/4fflebf js:2:148737)

at Tt (https://store.caru.com.tw/_nuxt/4fflebf.js:2:148783)

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:153558

at r (https://store.caru.com.tw/_nuxt/4fflebf. js:2:148737)

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:148765

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:153257

at https://store.carw.com.tw/_nuxt/4fflebf.js 215889

at x (https://store.caru.com.tw/_nuxt/4fflebf js:2:152891)

at r (https://store.caru.com.tw/_nuxt/4fflebf . js:2:148748)

at Tt (https://store.caru.com.tw/_nuxt/afflebf.js:2:148783)

at e.vt.confirmTransition (https://store.caru.com.btw/_nuxt/4fflebf.js:2:153281)
at e.vt.transitionTo (https://store.caru.com.tw/_nuxt/dfflebf.js:2:151688)
at ee.init (https://store.caru.com.tw/_nuxt/4fFflebf.js:2:158961)

at On.beforefreate (https://store.caru.com.tw/_nuxt/4fflebf.js:2:161169)
at ee (https://store.caru.com.tw/_nuxt/afflebf.js:2:11838)

at vn (https://store.caru.com.tw/_nuxt/afflebf.js:2:26234)

at Dn.t._init (https://store.caru.com.tw/_nuxt/4fflebf.js:2:33662)

at new Dn (https://store.caru.com.tw/_nuxt/dfflebf.js:2:31251})

at https://store.caru.com.tw/ _nuxt/3oec?iF.js:2:298475

at h (https://store.caru.com.tw/_nuxt/36eci2? . js:2:181656)

_____ dmm Zmeemlie Fldmee e J dmmmm e mmen e d e JAF o AT oL e A4 AT
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at Generator._inwvoke (https://store.caru.com.tw/_nuxt/3becii¥.js:2:1e1444)

at Generator.E.forEach.e.<computed> [as next] (https://store.caru.com.tw/_nuxt/36ec?i?.js:2:1082879)
at r (https:/Sstore.caru.com.tw/_nuxt/afflebf.js:2:66614)

at 1 (https:/fstore.caru.com.tw/_nuxt/afflebf.js:2:66817)

4 3. hitps://store_caru.com_tw/

I Previous I I Next I

Summary

Severity: Information

Confidenca:  Firm

Haost: https://store.caru.com. tw
Path: )

Issue detail

The application may be vulnerable to DOM-based DOM data manipulation. Data is read from location.search and passad to history.replace State.

Request

GET/HTTPM.1

Host: store_caru.com.bw

Accept: text'html, applicationzhtml+xml, application/=ml:q=0.8,image/avif.image’webp image/apng,*™:q=0.8.application/signed-exchangev=b3:0=0.2
Upgrade-Insecure-Regueasts: 1

Accept-Encoding: gzip, deflate

Accept-Languags: en-US en-GEg=0.2en9=0.2

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x84) AppleWebHit'537.26 (KHTML, like Gecko) Chrome/85.0.4638.54 Safari’537.36
Connection: close

Cache-Control: max-age=0

Response

HTTP/1.1 200 Ok

Date: Thu, 02 Dec 2021 04:032:41 GMT

Server: Apache 2 4.41 (Ubuntu)

Last-Modified: Tus, 30 Mov 2021 08:01:13 GMT
ETag: "=fe-5d 1fdccbdecf2-gzip”
Accept-Ranges: bytes

“ary: Accept-Encoding

Content-Length: 3742

Connection: close

Content-Type: texthtm

<ldoctype htmiE-

<himl lang="en" data-n-head="%7E%22lang%22: % TEWZ2 1% 22: W2 2enH22% TDWT0"=

<haad>

<title=>Carl) ............ =ftile><meta data-n-head="1" charset="utf-8"=<meta data-n-head="1" nama="vi
[SMIP]...

Dynamic analysis

Data is read from location.search and passed to history.replaceState.

The following value was injected into the source:

!silebmmyuj=silabmmyuE2FE22° " " fsilebmmyu] s ><silebmmyu] s\ ghtbovEwadi

The previous value reached the sink as:

Jo3gofeiiulEaTe2iken 22 fo3q9Ffejiul /E3ER3Co3q9Fe]iul FE3EgUCcjn3FFi7&? sileommyuj=siloommyu a2 FE22KeaE2 7RI 2X2F silaommyujE2FEIERICsilnbm:

The stack trace at the source was:
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at Object._Bxlodde? [as proxiedGetterCallback] (<znonymous>:1:591983)

at Object.get search [as search] (<anonymous>:1:299118)

at Wt {(https://store.caru.com.tw/_nuxt/4fflebf.js:2:155313)

at e.getCurrentLocation (https://store.caru.com.tw/_nuxt/afflebf.js:2:155893)
at ee.init (https://store.caru.com.tw/_nuxt/dfflebf.js:2:158970)

at Dn.beforeCreate (https://store.caru.com.tw/_nuxt/4fflebf.js:2:1611649)
at ee (https://store.caru.com.tw/_nuxt/4fflebf.js:2:11828)

at vn (https://store.caru.com.tw/_nuxt/4fflebf.js:2:2a234)

at bDn.t._init (https://store.caru.com.tw/_nuxt/dfflebf.js:2:33662)

at nmew Dn (https://store.caru.com.tw/_nuxt/dfflebf.js:2:31251)

at https://store.caru.com.tw/ _nuxt/3gecy2?.js2:298475

at h {https://store.caru.com.tw/_nuxt/36ec?2¥.js:2:181658)

at Generator._inwvoke (https://store.caru.com.tw/_nuxt/3bec?2¥.js:2:181444)
at Generator.E.forEach.e.<computed> [as next] (https://store.caru.com.tw/_nuxt/3bec?2¥.js:2:182879)
at r {https://store.caru.com.tw/_nuxt/4fflebf.js:2:66614)

at 1 {https://store.caru.com.tw/_nuxt/4fflebf.js:2:66817)

at https://store.caru.com. tw/_nuxt/afflebf.js:2:6887%6

at new Promise (<anonymous:)

at https://store.caru.com.tw/_nuxt/afflebf.js:2:66757

at U {https://store.caru.com.tw/_nuxt/3cecy2?.js:2:291449)

at https://store.caru.com. tw/ _nuxt/36ec?2¥.js:2:291535

The stack trace at the sink was:

at History.replacestate (<anonymous:»:1:582438)

at jt (https://store.caru.com.tw/_nuxt/dfflebf.js:2:148554)

at ¢t (https://store.carwu.com.tw/_nuxt/dfflebf.js:2:148679)

at e.ensursURL (https:/fstore.caru.com.tw/_nuxt/4fflebf.js:2:155836)

at https://store.caru.com.tw/ _nuxt/afflebf.js:2:151687

at https://store.caru.com. tw/_nuxt/afflebf.js:2:153649

at r {https://store.caru.com.tw/_nuxt/4fflebf.js:2:148737F)

at Tt (https://store.caru.com.tw/_nuxt/4fflebf.js:2:148783)

at https://store.caru.com.tw/_nuxt/afflebf.js:2:153558

at r {https://store.caru.com.tw/_nuxt/4fflebf.js:2:2148737)

at https://store.caru.com.tw/ _nuxt/4fflebf.js:2:148765

at https://store.caru.com.tw/_nuxt/4fflebf.Js:2:153257

at https://store.caru.com.tw/_nuxt/afflebf.js:2:15889:

at x {https://store.caru.com.tw/_nuxt/4fflebf.js:2:152891)

at r {https://store.caru.com.tw/_nuxt/4fflebf.js:2:148748)

at Tt (https://store.caru.com.tw/_nuxt/4fflebf.js:2:148783)

at e.vWt.confirmTransition (https://store.caru.com.tw/_nuxt/f4fflebf.js:2:153281)
at e.vWt.transitionTo (https://store.caru.com.tw/_nuxt/4fflebf.js:2:151888)
at ee.init (https://store.caru.com.tw/_nuxt/dfflebf.js:2:158961)

at Dn.beforeCreate (https://store.caru.com.tw/_nuxt/4fflebf.js:2:161169)
at ee (https://store.caru.com.tw/_nuxt/4fflebf.js:2:11828)

at vn (https://store.caru.com.tw/_nuxt/afflebf.js:2:36234)

at bDn.t._init (https://store.caru.com.tw/_nuxt/dfflebf.js:2:33662)

at new Dn (https://store.caru.com.tw/_nuxt/dfflebf.js:2:31251)

at https://store.caru.com.tw/_nuxt/36ec?27.js:2:290475

at h {https://store.caru.com.tw/_nuxt/3cecy2?.js:2:181658)

at Generator._invoke (https://store.caru.com.tw/_nuxt/3bec?2¥.js:2:181444)
at Generator.E.forfach.e.<computed> [as next] (https://store.caru.com.tw/_nuxt/36ec?2¥.js:2:182879)
at r {https://store.caru.com.tw/_nuxt/4fflebf.js:2:66614)

at 1 {https://store.caru.com.tw/_nuxt/4fflebf.js:2:66817)

4.4 https://store.caru.com. tw/

Summary

Severity: Information

Cornfidence:  Firm

Haost: hitps:iistore.caru.com.tw
Path: !
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Issue detail
The application may be vulnerable to DOM-based DIOM data manipulation. Data is read from location.hash and passad to history.replace State.

Request

GET /HTTPM.1

Host: store.caru. com._tw

Accept: text’html,application/xhtml+xml,application/xml.g=0.8 imagefavif image’webp imagei/apng,*;0=0.8,application/signed-exchange;v=b3q=0.2
Upgrade-Insecure-Reguesis: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-US.en-GBg=0.2.2n;0=0.2

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x54) AppleWebKit'527 .36 (KHTML, like Gecko) Chrome/85.0.4538.54 Safari/537.25
Connection: close

Cache-Control: max-age=0

Response

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 04:03:41 GMT

Server: Apache’2. 4 41 (Ubuntu)

Last-Modified: Tue, 30 Mow 2021 08:01:12 GMT
ETag: "efe-5d 1fdccidecizZ-gzip”
Accept-Ranges: byles

“ary: Accept-Encoding

Content-Length: 3742

Connection: close

Content-Type: texthtml

<ldoctype htmi=

<himl lang="en" data-n-head="%TE%221ang%22: % TE%HZ21%22: W 22enW22%TD%TO"=

<head=

<tfitle=Carll ... =ftifle=<meta data-n-head="1" charset="utf-8"><meia data-n-head="1" nama="vi
[SMIP]._.

Dynamic analysis
Data is read from location.hash and passed to history.replace State.

The following value was injected into the source:

ttdkaztxoebp=dkazbxoetp®iTid """ fdkazixoedp/ > cdkazixoesp/ \ > ydmsBuwvadxE

The previous value reached the sink as:
Jo3qofejiulEaTE22EeR K22 03q9Fejiul, E3ER3Co3q9Ffajiul fE3Egucin3fFivasiletmmyuj=silabmmyu R FE22Ee0E2TRI2XIFsilcammyujE2FE3ERICi166mn
The stack trace at the source was:

at Object._exledde? [as proxiedGetterfallback] (<anonymous::l:591983)

at Object.get hash [as hash] (<anonymous>:1:299763)

at Wt (https://store.caru.com.tw/_nuxt/afflebf.j=:2:155338)

at e.getCurrentLocation (https://store.caru.com.tw/_nuxt/afflebf.Js:2:155893)
at ee.init (https://store.caru.com.tw/_nuxt/4fflebf.js:2:158976)

at Dn.beforeCreate (https://store.caru.com.tw/_nuxt/afflebf.fs:2:161169)

at ee (https://store.caruv.com.tw/_nuxt/afflebf.js:2:11828)

at wvn (https://store.caru.com.tw/_nuxt/afflebf.js:2:28234)

at Dn.t._init (https://store.caru.com.tw/_nuxt/4fflebf.js:2:33662)

at new Dn (https://store.caru.com.tw/_nuxt/4fflebf.js:2:31251)

at https://fstore.caru.com.tw/_nuxt/36ecy2?.js:2:290475

at h (https:/fstore.caru.com.tw/_nuxt/36ec?2?.js:2:1081656)

at Generator._invoke (https://fstore.caru.com.tw/_nuxt/3bec?i?.js:2:181444)

at Generator.E.forfach.e.<computed:> [as next] (https://store.caru.com.tw/_nuxt/3bec?2?.js:2:102879)
at r (https:/fstore.caru.com.tw/_nuxt/4fflebf.js:2:66814)

at 1 {(https://store.caru.com.tw/_nuxt/afflebf.js:2:66817)

at https:/fstore.caru.com.tw/_nuxt/a4fflebf.js:2:66876

at new Promise (<anonymous:)

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:66757

at U {(https:/fstore.caru.com.tw/_nuxt/36ec?2?.js:2:291449)
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at https://store.caru.com.tw/_nuxt/36ec?2?.js:2:291525
The stack trace at the sink was:

at History.replaceState {<anonymous>:1:582436)

at jt (https://store.caru.com.tw/_nuxt/dfflebf.js:2:148554)

at Ct (https://store.caru.com.tw/_nuxt/dfflebf.Js:2:148679)

at e.ensureURL (https://store.caru.com.tw/_nuxt/4fflebf.js:2:155838)

at https://store.caru.com.tw/_nuxt/afflebf.js:2:151667

at https://store.caru.com.tw/_nuxt/afflebf.js:2:153649

at r (https://fstore.caru.com. tw/_nuxt/afflebf.js:2:148737)

at Tt (https://store.caru.com.tw/_nuxt/dfflebf.js:2:1487E83)

at https://store.caru.com.tw/_nuxt/afflebf.js:2:153558

at r (https:/fstore.caru.com.tw/_nuxt/4fflebf.js:2:148737)

at https://store.caru.com.tw/_nuxt/afflebf.js:2:148765

at https://store.caru.com.tw/_nuxt/afflebf.jsc2:153257

at https://store.caru.com.tw/_nuxt/afflebf.js:2:158896

at x (https://store.caru.com.tw/_nuxt/3fflebf.js:2:152891)

at r (https:/fstore.caru.com.tw/_nuxt/4fflebf.js:2:148746)

at Tt (https://store.caru.com.tw/_nuxt/dfflebf.js:2:1487E83)

at e.Vt.confirmTransition (https://store.caru.com.tw/_nuxt/afflebf.js:2:153281)
at e.Vt.transitionTo (https://store.caru.com.tw/_nuxt/dfflebf.js:2:151688)
at ee.init (https://store.caru.com.tw/_nuxt/4fflebf.js:2:158961)

at On.beforeCreate (https://store.caru.com.tw/_nuxt/4fflebf.js:2:161169)
at ee (https://store.caru.com.tw/_nuxt/4fflebf.js:2:11828)

at wvn (https:f/store.caru.com.tw/_nuxt/4fflebf.js:2:26234)

at Dn.t._init (https://store.caru.com.tw/_nuxt/dfflebf.js:2:33662)

at new Dn (https://store.caru.com.tw/_nuxt/dfflebf.js:2:31251)

at https://store.caru.com.tw/_nuxt/36ec?2?.js:2:298475

at h (https://store.caru.com.tw/_nuxt/36ecF2?. js:2:181656)

at Generator._invoke (https://store.caru.com.tw/_nuxt/3bec?2?.js:2:181444)
at Generator.E.forfach.e.<computed> [as next] (https://store.caru.com.tw/_nuxt/36ec?2¥.js:2:1682879)
at r (https://store.caru.com.tw/_nuxt/3fflebf.js:2:868814)

at 1 (https://fstore.caru.com.tw/_nuxt/4fflebf.js:2:66817)

4 5. https://store_caru.com_tw/login/

s - N "y
| Previous | [ Mext |
b AN y

Summary

Severity: Information
Confidence:  Firm
Haost: https:/istore.caru.com tw

Path: Nogin/

Issue detail

The application may be vulnerable to OM-based DOM data manipulation. Diata is read from location.href and passed to history.replace State.

Request

GET fogind? HTTRM.1

Huost: store.caru. com.tw

Accept: text'html|, application’xhtml+xml, applicationxml;g=0.9,imagefavifimage’webp,image/apng,**;0=0.8.application'signed-exchange;w=b3;q0=0.2
Upgrade-Insecure-Reguesis: 1

Referer: hitps:/fstore.cans.com.talogin/

Accept-Encoding: gzip, deflate

Accept-Language: en-US en-GB:q=0.9en:q=02

User-Agent: Mozilla'3.0 {(Windows NT 10.0; WinG4; x84} AppleWebkit'537 .36 (KHTML, like Gecko) Chrome/25.0.46358.54 Safari/537.38
Connection: close

Cache-Control: max-age=0

Response
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HTTP/1.1 200 QK

Date: Thu, 02 Dec 2021 04:12:23 GMT

Server: Apache/2.4.41 (Ubuntu)

Last-Modified: Tue, 30 Mow 2021 09:01:12 GMT
ETag: "efe-5d1fdccBd5275-gzip"
Accept-Ranges: bytes

“ary: Accept-Encoding

Content-Length: 3742

Connection: close

Content-Type: texthtml

<ldoctype html=

<html lang="en" data-n-head="%TE%22lang%22: ®HTEW221%22: %22enW22%TDRTO"=

<head®

<title=>Carl ............ =flitle><meta data-n-head="1" charset="utf-8"><meta data-n-head="1" name="vi
- [SNIP]...

Dynamic analysis

Data is read from location.href and passad to history.replace State.

The following value was injected into the source and reached the sink without any medification:
2qlysqnqeah=qly6qnqeah%27%22 " fqlysqngeah/><qly6gnqeah/\>epdpbgrslgs

The stack trace at the source was:

at Object._@8xledBe? [as proxiedGetterlallback] (<anonymous::1:591983)

at Object.get href [as href] (<anonymous::1:2998&7)

at mt {(https://store.caru.com.tw/_nuxt/d4fflebf.js:2:146886)

at e.setuplListeners (https://store.caru.com.tw/_nuxt/ dfflebf.Js:2:154302)
at r {https://store.caru.com.tw/_nuxtfafflebf.js:2:158846)

at https://store.caru.com.tw/_nuxt dfflebf.Jjs:2:151668

at https://store.caru.com.tw/_nuxt/ 4fflebf.Js:2:153649

at r {https:/fstore.caru.com.tw/_nuxtfafflebf.js:2:148737)

at Tt {https://store.carw.com.tw/_nuxt/dfflebf.js:2:1487583)

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:153558

at r {https://store.caru.com. tw/_nuxt/aFfflebf.js:2:148737)

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:148765

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:153257

at https://store.caru.com.tw/_nuxt/4fflebf.js 2158898

at x {(https://store.caru.com.tw,/_nuxt/afflebf.js:2:152891)

at r {https://store.caru.com.tw,/_nuxt/afflebf.js:2:148748)

at Tt {(https://store.caru.com.tw/_nuxt/afflebf.js:2:1487E83)

at e.vt.confirmTransition (https://store.caru.com.tw/_nuxt/afflebf.js:2:153281)
at e.vt.transitionTo (https://store.caru.com.tw/_nuxt/d4fflebf.js:2:151688)
at ee.init (https://store.caru.com.tw/_nuxt/4fFflebf.js:2:158961)

at Dn.beforeCreate (https://store.caru.com.tw/_nuxt/4fflebf.js:2:161169)
at ee (https://store.caru.com.tw/_nuxt/afflebf.js:2:11828)

at vn {(https:/f/store.caru.com.tw/_nuxt/afflebf.js:2:26234)

at Dn.t._init (https://store.caru.com.tw/_nuxt/afflebf.js:2:33662)

at new Dn {https://store.caru.com.tw/_nuxt/dfflebf.js:2:31251)

at https://store.caru.com.tw/_nuxt/36ec?2?.js:2:290475

at h {https://fstore.caru.com.tw/_nuxt/36ec?2?.js:2:181656)

at Generator._inwvoke (https://store.caru.com.tw/_nuxt/3bec?i?.js:2:181444)
at Generator.tE.fortach.e.<computed> [as next] (https://store.caru.com.tw/_nuxt/3bec?iT.js:2:1082879)
at r {https://store.caru.com.tw/_nuxtfafflebf.js:2:66614)

The stack trace at the sink was:

at History.replaceState (<anonymous>:1:582438)

at mt {https://store.caru.com.tw/_nuxt/afflebf.js:2:146887)

at e.setupListeners (https://store.caru.com.tw/_nuxt/ 4fflebf.js:2:154382)
at r {https://store.caru.com.tw,/_nuxt/afflebf.js:2:158848)

at https://store.caru.com.tw/_nuxt/d4fflebf.js:2:151668

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:153649

at r {https://fstore.caru.com.tw/_nuxt/afflebf.js:2:148737)

at Tt {(https://store.caru.com.tw/_nuxt/d4fflebf.js:2:148783)

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:153550

at r {https://fstore.caru.com.tw/_nuxt/afflebf.js:2:148737)
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at https://store.caru.com. tw/_nuxt/afflebf. jso2:153257

at https://store.caru.com. tw/_nuxt/afflebf. js2:158895

at x (https://store.caru.com.tw/_nuxt/afflebf.js:2:152801)

at r (https://store.caru.com.tw/_nuxt/afflebf.js:2:148748)

at Tt (https://store.caru.com.tw/_nuxt/afflebf.js:2:148783)

at e.vt.confirmTransition (https://store.caru.com.tw/_nuxt/4fflebf.js:2:153281)

at e.vt.transitionTo (https:/S/store.caru.com.tw/_nuxt/dfflebf.js:2:1516888)

at ee.init (https://store.caru.com.tw/_nuxt/4fFflebf.js:2:1585961)

at Dn.beforeCreate (https:/ store.caru.com.tw/_nuxt/4fflebf.js:2:161169)

at ee (https://store.caru.com.tw/_nuxt/dfflebf.js:2:11828)

at wn (https://store.caru.com.tw/_nuxt/4fflebf.js:2:28234)

at On.t._init (https://store.caru.com.tw/_nuxt/dfflebf.js:2:33682)

at new Dn {(https://store.caru.com.tw/_nuxt/dfflebf.js:2:31251)

at https://store.caru.com. tW/_nuxt/36ecy27 . jsr2:298475

at h {https://fstore.caru.com.tw/_nuxt/36ecT2?.js:2:1081656)

at Generator._invoke (https://store.caru.com.tw/_nuxt/36ec?2¥.js:2:101444)

at Generator.E.forEach.e.<computed> [as next] (https://store.caru.com.tw/_nuxt/3bec?2¥.js:2:1082879)
at r {(https://store.caru.com.tw/_nuxt/affilebf.js:2:
at 1 (https://fstore.caru.com.tw/_nuxt/aFfflebf.js:

4 6. https://store_caru.com_tw/login/

(Previous ) ( Mext )
Summary
Severity: Information
Confidence:  Firm
Host: https:iistore.caru.com. tw
Path: Nogind

Issue detail

The application may be vulnerable to DOM-based DOM data manipulation. Data is read from location.pathname and passed to history.replace State.

Request

GET flogin/? HTTRM.1

Host: store.caru.com.bw

Accept: text'html, application’=zhtml+xml, application/zml;q=0.8,image'avif image/webp image/apng,*/*;q=0.5, application/signed-exchange;v=b3;q=0.8
Upgrade-Insecure-Reguesis: 1

Referer: https:iistore.caru.com twllogind

Accept-Enceding: gzip, deflate

Accept-Language: en-US,en-GB0=0.8,en:0=0.2

User-Agent: Mozilla'5.0 (Windows NT 10.0; WinG4; x54) AppleWebKit'537.28 (KHTML, like Gecko) Chrome!35.0.4638.54 Safari/537.38
Connection: close

Cache-Control: max-age=0

Response

HTTPM.1 200 Ok

Diate: Thu, 02 Dec 2021 04:13:23 GMT

Server Apache/2 4.41 (Ubuntu)

Last-Modified: Tue, 30 Nov 2021 08:01:12 GMT
ETag: "efe-5d1fdccBd5215-gzip”
Accept-Ranges: byfes

Wary: Accept-Encoding

Content-Length: 3742

Connection: closs

Content-Type: texthtm

<ldoctype htmi=

<html lang="en" data-n-head="%TEW®22lang%22:HTEHZ21%22: % 22en 22U TDWHTO"=

Zhezd=

<title=Carl ........... =ftile=<meta data-n-head="1" charset="utf-8"><meta data-n-head="1" name="vi
~[SNIP]...
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Dynamic analysis
Data is read from location.pathname and passed to history.replace State.

The following value was injected into the source:

JA loging f fxsThBaytegRa TR 2%00 "X22 fxsTheaytlg/E3EXICxs Yhoayteg/ /E3Ecrxztrbm5td

The previous value reached the sink as:

Jlogin/xs7bRaytBgXaTHaa%en %22 fxsVbdayteg/EIEXICxsThoaytog /E3EcrxztrbmStEFudbnyz2ht g=ulbnyz 2ht g R 2 PE2ORE R 2 TR IR 2Fudbnyz 2ht g B2 FRIERIC
The stack trace at the source was:

at Object._exlgdde? [as proxiedaettertallback] (<anonymous:z:1:591983)

at Object.get pathmame [as pathmame] {<anonymous::1:3999&3)

at Wt (https://store.caru.com.tw/_nuxt/afflebf.js:2:155158)

at e.getCurrentlocation (https://store.caru.com.tw/_nuxt/afflebf.js:2:1558%93)
at ee.init (https://store.caru.com.tw/_nuxt/4fflebf.js:2:158978)

at Dn.beforeCreate (https://store.caru.com.tw/_nuxt/3fflebf.js:2:161169)
at ee (https://store.caru.com.tw/_nuxt/afflebf.js:2:11828)

at vn (https://store.caru.com.tw/_nuxt/afflebf.js:2:26234)

at Dn.t._init (https://store.caru.com.tw/_nuxt/dfflebf.js:2:33662)

at new Dn {https://store.caru.com.tw/_nuxt/dfflebf.js:2:31251)

at https://store.caru.com.tw/_nuxt/36ec?i? . js:2:298475

at h {https://store.caru.com.tw/_nuxt/36ecT2?.js:2:181656)

at Generator._invoke (https://fstore.caru.com.tw/_nuxt/3bec?i?.js:2:181444)
at Generator.E.forEach.e.<computed> [as next] (https://store.caru.com.tw/_nuxt/36ec?2¥.js:12:182879)
at r (https://store.caru.com.tw/_nuxt/afflebf.js:2:66614)

at 1 (https://store.caru.com.tw/_nuxt/afflebf.js:2:66817)

at https://store.caru.com.tw/_nuxt/afflebf.js:2:66876

at new Promise (<anonymous:)

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:66757

at U (https:f/store.caru.com.tw/_nuxt/36ecFl?.js:2:291449)

at https://store.caru.com.tw/_nuxt/36eci?2?.jsr2:291525

The stack trace at the sink was:

at History.replacestate (<anonymous:»:1l:582438)

at jt (https://store.caru.com.tw/_nuxt/afflebf.js:2:148554)

at Ct (https://store.caru.com.tw/_nuxt/afflebf.js:2:148679)

at e.ensurelRL (https://store.caru.com.tw/_nuxt/4fflebf.j5:2:155836)

at https://fstore.caru.com. tw/_nuxt/4fflebf.j=:2:151667

at https://store.caru.com.tw/_nuxt/afflebf.js:2:153649

at r {https://store.caru.com.tw/_nuxt/4fflebf.js:2:148737)

at Tt (https://store.caru.com.tw/_nuxt/afflebf.js:2:148783)

at https://store.caru.com.tw/_nuxt/afflebf.js:2:153558

at r (https:f/store.caru.com.tw/_nuxt/afflebf.js:2:148737)

at https://store.caru.com.tw/_nuxt/afflebf.js:2:1487865

at https://store.caru.com.tw/_nuxt/afflebf.js:2:153257

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:15889

at x {(https://store.caru.com.tw/_nuxt/4fflebf.js:2:152891)

at r (https:f/store.caru.com.tw/_nuxt/afflebf.js:2:148746)

at Tt (https://store.caru.com.tw/_nuxt/afflebf.js:2:148783)

at e.wt.confirmTransition (https://store.caru.com.tw/_nuxt/4fflebf.js:2:153281)
at e.vwt.transitionTo (https://store.caru.com.tw/_nuxt/dfflebf.js:2:1516888)
at ee.init (https://store.caru.com.tw/_nuxt/4fflebf.js:2:158961)

at Dn.beforeCreate (https:/fstore.caru.com.tw/_nuxt/afflebf.js:2:161169)
at ee (https://store.caru.com.tw/_nuxt/afflebf.js:2:11828)

at vn (https://store.caru.com.tw/_nuxt/afflebf.js:2:26234)

at Dn.t._init (https://store.caru.com.tw/_nuxt/dfflebf.js:2:33882)

at new Dn (https://store.caru.com.tw/_nuxt/dfflebf.js:2:31251)

at https://store.caru.com.tw/_nuxt/36ec?2¥.js:2:29e475

at h (https://store.caru.com.tw/_nuxt/36ecFl?.js:2:181656)

at Generator._invoke (https://store.caru.com.tw/_nuxt/3bec?2?.js:2:181444)
at Generator.E.forfach.e.<computed> [as next] (https://store.caru.com.tw/_nuxt/36ec?i¥.js:12:182879)
at r (https://store.caru.com.tw/_nuxt/afflebf.js:2:66614)
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at e.vt.confirmTransition (https://store.caru.com.tw/_nuxt/afflebf.js:2:153281)
at e.vt.transitionTo (https://store.caru.com.tw/_nuxt/d4fflebf.js:2:151608)

at ee.init (https://store.caru.com.tw/_nuxt/4fFflebf.js:2:158961)

at On.beforelreate (https://store.caru.com.tw/_nuxtfafflebf.js:2:161169)

at ee (https://store.caru.com.tw/_nuxt/4fflebf.js:2:11828)

at vn (https://store.caru.com.tw/_nuxt/d4fflebf.js:2:26234)

at On.t._init (https:/ store.caru.com.tw/_nuxt/dfflebf.js:2:33662)

at new Dn (https://store.caru.com.tw/_nuxt/dfflebf.js:2:31251)

at https://store.caru.com.tw/ _nuxt/36ec?2?.js:2:398475

at h (https://store.caru.com.tw/_nuxt/36ecT2¥.js:2:101656)

at Generator._invoke (https://store.caru.com.tw/_nuxt/3bec?2¥.js:2:181444)

at Generator.E.forEach.e.<computedr [as next] (https://store.caru.com.Tw/_nuxt/3eecii¥.js:2:182a79)
at r (https:/fstore.caru.com.tw/_nuxt/4fflebf.js:2:66614)

at 1 (https:/fstore.caru.com.tw/_nuxt/4fflebf.js:2:66817)

4 7. https://store_caru.com_tw/login/

I:' Previous .:] [:. Next .:]

Summary

Severity: Information

Confidence:  Firm

Haost: https:iistore.caru.com.bw
Path: Mogind

Issue detail

The application may be vulnerable to DOM-based DOM data manipulation. Data is read from location.search and passed to history.replace State.

Request

GET flogin/? HTTPM.1

Host: store.caru.com.ter

Accept: textihtml, application!=htmil+:xml, application=ml;q=0_2,image/avif.imageee=bp image/apng,*™:g=0.8.application/signed-exchange;v=b3:q=0.8
Upgrade-Insecure-Reguesis: 1

Refarer: https://store.caru.com.tw/login/

Accept-Encoding: gzip, deflate

Accept-Language: en-US . en-GEg=0.2.en0=0.2

User-Agent: Mozilla'5.0 (Windows NT 10.0; WinG4; x4} AppleWebKit'527.26 (KHTML, like Gecko) Chrome/85.0.4638.54 Safari/537.36
Connection: close

Cache-Control: max-age=0

Response

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 04:13:23 GMT

Server: Apachel?2 4.41 (Ubuntu)

Last-Modified: Tue, 20 Mov 2021 08:01:12 GMT
ETag: "e8e-5d 1fdccEd52{5-gzip"
Accept-Ranges: bytes

‘ary: Accept-Encoding

Content-Length: 3742

Connection: close

Content-Type: texthtm

<ldoctype htmi=

<html lang="en" data-n-head="%TE%221ang%22: % TB%N221%22: H22enH22%7D%T0O"=

Zhezd>

<title>Carl) ........... =ftitle>=meta data-n-head="1" charset="utf-8"><meta data-n-head="1" namea="vi
..[SHNIP]...

Dynamic analysis

Data is read from location.search and passed to history.replace State.
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The following value was injected into the source:

JuBbnyz2htg=uBenyz2htgXaFE22" "" fuBbnyr2htg/><udonyzzhtg/ \>»hnbBpickwed

The previous valua reached the sink as:

Jlogin/xs7beaytRgX2Ri2Ken X223/ vsVbdayteg / K3EEICxsVhoaytog/EIEcruztrbmStEFudenyz iht g=udbnyz 2ht gE2 PR 22X ERX 2 TRI2E2Fudenyz Zht gH2FRIES
The stack trace at the source was:

at Object._exleddey [as proxiedGetterCallback] (<anonymous::1:591983)

at Object.get search [as search] (<anonymous>:1:299118)

at Wt {https://store.caru.com.tw/_nuxt/adfflebf.js:2:155313)

at e.getCurrentLlocation (https://store.caru.com.tw/_nuxt/ 4fflebf.js:2:155893)
at ee.init (https://store.caru.com.tw/_nuxt/4fFflebf.5:2:158978)

at Dn.beforeCreate (https://store.caru.com.tw/_nuxtfafflebf. js:2:16116%9)
at ee (https://store.carw.com.tw/_nuxt/4fflebf.js:2:11828)

at vn {(https://store.caru.com.tw/_nuxt/afflebf.js:2:26234)

at Dn.t._init (https://store.caru.com.tw/_nuxt/dfflebf.js:2:33662)

at new Dn {(https://store.caru.com.tw/_nuxt/dffiebf.js:2:31251)

at https://fstore.caru.com.tw/_nuxt/36ec?2?.js:2:298475

at h (https://fstore.caru.com.tw/_nuxt/3gec?2¥.js:2:101658)

at Generator._invoke (https://store.caru.com.tw/_nuxt/3Becyi¥.js:2:181444)
at Generator.E.forEach.e.<computed> [as next] (https://store.caru.com.tw/_nuxt/3oect2¥.js:Z:1B2a79)
at r (https:/fstore.caru.com.tw/_nuxt/4Ffflebf.js:2:66614)

at 1 (https://store.caru.com.tw/_nuxt/4Ffflebf.js:2:68817)

at https://fstore.caru.com.tw/_nuxt/4fflebf.js:2:66878

at new Promise (<anonymous:)

at https://fstore.caru.com.tw/_nuxt/ 4fflebf.js:2:68757

at U (https://store.caru.com.tw/_nuxt f38ec¥2¥.js:2:291449)

at https:/fstore.caru.com.tw/_nuxt/36ec?2?.js:2:291525

The stack trace at the sink was:

at History.replaceState (<anonymous>:1:582438)

at jt {https://store.caru.com.tw/_nuxt/dfflebf.js:2:148554)

at Ct (https://store.caru.com.tw/_nuxts4fflebf.js:2:148679)

at e.ensureURL (https://store.caru.com.tw/_nuxt/4fFflebf.js:2:155838)

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:151687

at https:/fstore.caru.com.tw/_nuxt/4fflebf.js:2:153649

at r (https://store.caru.com.tw/_nuxt/aFfflebf.js:2:148737)

at Tt {(https://store.caru.com.tw/_nuxt/afflebf.js:2:148783)

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:153558

at r (https://fstore.caru.com.tw/_nuxtfafflebf.js:2:148737)

at https://store.caru.com.tw/_nuxt/ 4fflebf.js:2:1487865

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:153257

at https:/fstore.caru.com.tw/_nuxt/4fflebf.js:2:158896

at x (https://store.caru.com.tw/_nuxt/4Ffflebf.j5:2:152891)

at r (https://store.caru.com.tw/_nuxt fafflebf.js:2:148748)

at Tt {https://store.caru.com.tw/_nuxt/adfflebf.js:2:148783)

at e.Vt.confirmTransition (https://store.caru.com.tw/_nuxt/4fflebf.js:2:153281)
at e.vr.transitionTo (https://store.caru.com.tw/_nuxt/4fflebf.js:2:151688)
at ee.init (https://store.caru.com.tw/_nuxt/4fflebf.js:2:158961)

at Dn.beforeCreate (https://store.caru.com.tw/_nuxtfafflebf.js:2:161169)
at ee (https://store.caru.com.tw/_nuxt/afflebf.js:2:11828)

at wvn {(https://store.carw.com.tw/_nuxt/afflebf.js:2:26234)

at Dn.t._init (https://store.caru.com.tw/_nuxt/dfflebf.js:2:33662)

at new Dn {(https://store.caru.com.tw/_nuxt/dfflebf.js:2:31251)

at https://store.caru.com.tw/_nuxt/3cecy27.js:2:298475

at h (https://store.caru.com.tw/_nuxt f38ec¥2¥.js:2:181656)

at Generator._invoke (https://fstore.caru.com.tw/_nuxt/3bec?2¥.js:2:181444)
at Generator.E.fortach.e.<computeds> [as next] (https://store.caru.com.tw/_nuxt/3eecfiy.js:2:182a79)
at r (https://store.caru.com.tw/_nuxt/4Ffflebf.js:2:68814)

at 1 (https://store.caru.com.tw/_nuxt/4fflebf.js:2:66817)

4 8. https://store_caru.com_tw/login/
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I:' Previous I:' MNext ':I

Summary

Severity: Information

Confidenca:  Firm

Haost: https:/istore.caru.com.tw
Path: Mogind

Issue detail

The application may be vulnerable to DOM-based DOM data manipulation. Dats is read from location.hash and pas=z=d to history.replace State.

Request

GET flogin/? HTTRM.1

Host: store.caru. com.bw

Accept: text'html, application/=zhtml+:ml, application’zml:q=0.8,image/avif imageiwebp.image/apng,*™;q=0.5.application/signed-exchange;v=b3:q=0.2
Upgrade-Insecure-Reguesis: 1

Referer: https://store.caru.com twilogin/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en-GE:0=0.8.en:0=0.2

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x94) AppleWebkit'537.36 (KHTML, like Gecko) Chrome/35.0.4538.54 Safari/537.26
Connection: close

Cache-Control: max-age=0

Response

HTTP/1.1 200 OK

Date: Thu, 02 Dec 2021 04:13:22 GMT

Server: Apache’2.4.41 (Ubuntu)

Last-Modified: Tue, 30 Mow 2021 08:01:12 GMT
ETag: "efe-5d1fdccBd52f5-gzip"
Accept-Ranges: bytes

Wary: Accept-Encoding

Content-Length: 3742

Connection: close

Content-Type: text/htm

<ldoctype htmi=

<html lang="en" data-n-head="®TE%22lang%22: HTEWHIZ21%22 % 22enWH22% 7D %7 0=

<hesd>

<title>CarlJ ............ =fitte=<meta data-n-head="1" charset="utf-8"><meta data-n-head="1" name="vi
~[SHNIP]...

Dynamic analysis

Data is read from location.hash and passed to history.replace State.

The following value was injected into the source:
#omlf2jgwgqp=cmlf2jqwqpd2FE22” " fomlf2jgwgpS><cmlf2jqugps/ > tgll3ikjuwhE

The previous value reached the sink as:

flogin/xs7bBaytegEaTH22%e0 %22 /xsThoaytog /E3EXICxsThdaytog/ BIEcraztrbmSt&Fusdbnyzihtg=udbnyzihtg¥a PR 2 2XeRX I T 2E2FusbnyzZht gR2FRIEXR3C
The stack trace at the source was:

at Object._Bxlodde? [as proxiedGetterCallback] (<anonymous::1:591953

at Object.get hash [as hash] (<anonymous::1:299763)

at Wt (https://store.caru.com.tw/_nuxt/fafflebf.js:2:155336)

at e.getCurrentLocation (https://store.caru.com.tw/_nuxt/dfflebf.js:2:15568493)
at ee.init (https://store.caru.com.tw/_nuxt/4fflebf.js:2:158978)

at Dn.beforeCreate (https:/f/store.caru.com.tw/_nuxt/4fflebf.js:2:161169)

at ee (https://store.caru.com.tw/_nuxt/4fflebf.js:2:11828)
at wvn (https://store.caru.com.tw/_nuxt/fafflebf.jsr2:26234)

mt Fim = Smid Chbsme s (e s s s f s ALL kL Se e 33220
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at Dn.t._init (https://store.caru.com.tw/_nuxt/4fflebf.js:2:336682)

at new Dn (https://store.caru.com.tw/_nuxt/dfflebf.js:2:31251)

at https://fstore.caru.com.tw/_nuxt/36ec?2?. Js:2:298475

at h {(https:/fstore.caru.com.tw/_nuxt/3ceci2?.js:2:181656)

at Generator._invoke (https://store.caru.com.tw/_nuxt/3bec?2¥.js:2:181444)
at Generator.E.forEach.e.<computed> [as next] (https://store.caru.com.tw/_nuxt/3bec?i¥.js:2:182879)
at r (https://store.caru.com. tw/_nuxt/afflebf.js:2:66614)

at 1 {https:/fstore.caru.com. tw/_nuxt/afflebf.js:2:66817)

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:68876

at new Promise (<anonymous:)

at https://fstore.caru.com.tw/_nuxt/afflebf.js:2:86757

at U {(https:/fstore.caru.com. tw/_nuxt/36ecy2¥ . js:2:291449)

at https://store.caru.com.tw/_nuxt/36ec?¥2?.js:2:291525

The stack trace at the sink was:

at History.replaceState {<anonymous»:1:582436)

at jt {https://store.caru.com.tw/_nuxt/dfflebf.js:2:148554)
at ¢t {(https://store.caru.com.tw/_nuxt/afflebf.js:2:148679)
at e.ensureURL (https://store.caru.com.tw/_nuxt/4fflebf.js:
at https://fstore.caru.com.tw/_nuxt/4fflebf.js:2:151667

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:153649

at r {(https:/fstore.caru.com. tw/_nuxt/afflebf.js:2:148737)
at Tt {https:f//store.caru.com.tw/_nuxt/afflebf.js:2:1448783)
at https://fstore.caru.com.tw/_nuxt/afflebf.js:2:153550

at r (https:/fstore.caru.com.tw/_nuxt/afflebf.js:2:148737)
at https://fstore.caru.com.tw/_nuxt/4fflebf.js:2:148765

at https://store.caru.com.tw/_nuxt/4fflebf.js:2:153257

at https:/fstore.caru.com.tw/_nuxt/afflebf.js 2158898

at x (https:/fstore.caru.com.tw/_nuxt/4fflebf.js:2:152891)
at r {(https:/fstore.caru.com. tw/_nuxt/afflebf.js:2:148748)
at Tt {https:f/store.caru.com.tw/_nuxt/afflebf.js:2:144783)
at e.vwt.confirmTransition (https://store.caru.com.tw/_nuxt/4fflebf.js:2:153281)

at e.Wt.transitionTo (https://store.caru.com.tw/_nuxt/dfflebf.js:2:151608)

at ee.init (https://store.caru.com.tw/_nuxt/4fflebf.js:2:158961)

at Dn.beforeCreate (https://fstore.caru.com.tw/_nuxt/4fflebf.js:2:161169)

at ee {(https:f/store.caru.com.tw/_nuxt/afflebf.js:2:11828)

at wn {https:f/store.caru.com.tw/_nuxt/afflebf.js:2:26234)

at Dn.t._imit (https://store.caru.com.tw/_nuxt/4fflebf.js:2:33662)

at new Dn (https://store.caru.com.tw/_nuxt/dfflebf.js:2:31251)

at https://store.caru.com.tw/_nuxt/36ec?2?.js 2298475

at h {https:/fstore.caru.com. tw/_nuxt/36ec?i¥.js:2:181656)

at Generator._invoke (https://store.caru.com.tw/_nuxt/3b6ec?i¥.js:2:181444)

at Generator.E.forEach.e.<computed> [as next] (https://store.caru.com.tw/_nuxt/3bec?i¥.js:E:182879)
at r {(https:/fstore.caru.com. tw/_nuxt/afflebf.js:2:66814)

at 1 (https:/fstore.caru.com.tw/_nuxt/afflebf.js:2:66817)

5. Cacheable HTTPS response

[ Previous

There are 3 instances of this issue:

.
= nuxt'manifest.f2313aafjson
= flogin

Issue description

Unless directed otherwise, browsers may store 3 local cached copy of content received from web servers. Some browsers, including Intemet Explorer, cache
content accessed via HTTPE. If sensitive information in application responses is stored in the local cache, then this may be retrieved by other users who have
access to the same computer at a future time.

Issue remediation

Applications should return caching direetives instructing browsers not to swr\e logal -:c\p es of 5'1:.' sen;-mve datz. Often, this can be achisved :J:.' -:ang .Jrng the web
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Applications should return caching directives instructing browsers not to store local copies of any sensitive data. Often, this can be achieved by configuring the web
server to prevent caching for relevant paths within the web root. Alternatively, most web development platforms allow you to control the server's caching directives
from within individual scripts. |deally. the web server should return the following HTTF headers in all responses containing sensitive content:

= (Cache-control: no-store
= Pragma: no-cache

References

= Web Security Academy: Information disclosure
Vulnerability classifications
24: Information E: Through Caching

]
= CWE-525: Information Ex e Through Browser Caching
- : Retrieve Embedded Sensitve Data

pOs
PO

5.1. https://store_caru.com_tw/

( Previous ) ([ Next )
Summary

Severity: Information

Confidence:  Certain

Haost: https:iistore.caru.com . tw
Path: I
Request
GET/HTTPM.1

Host: store.caru. com.bw

Accept: texthtml, application/xhtml+:xml, application’=ml;q=0.9,image/avifimagefwebp.image/apng,*™;q=0.8,application'signed-exchange;v=b3;q=0.2
Upgrade-Insecure-Requesis: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-US.en-GBg=0.8.en0=02

User-Agent: Mozilla'5.0 (Windows NT 10.0; Wing4; x84} AppleWebHit'537.26 (KHTML, like Gecko) Chrome/85.0.4638.54 Safaril5237.38
Connection: close

Cache-Control: max-age=0

Response

HTTP/1.1 200 Ok

Date: Thu, 02 Dec 2021 04:03:41 GMT

Server: Apachel2 4.41 (Ubuntu)

Last-Modified: Tue, 20 Nov 2021 09:01:13 GMT
ETag: "efe-5d 1fdccldeci2-gzip”
Accept-Ranges: bytes

Wary: Accept-Encoding

Content-Length: 3742

Connection: close

Content-Type: texthtm

<ldoctype htmi=

<himl lang="en" data-n-head="%T7E%2Zlang%22: W TEWEZ 1% 2 2: ¥22enW22WT0%TO"=
<head>
=title=Carl)
-.[SMIP]...

affitlez=meta data-n-head="1" charset="utf-8"=<maiz data-n-head="1" nama="vi

5.2 https://store_caru.com_tw/_nuxt/manifest f2313aaf json

I:- Previous -j] [j- MNext -j]
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Summary

Severity: Information

Confidence:  Certain

Host: https:iistore.caru.com.tw
Path: I_nuxt'manifest.f2212aaf json
Request

GET i_nuxtimanifest f2313aaf json HTTP/M.1

Hast: store.caru. com.tw

Accept: text’html, application/xhtml+xml, application’zml;g=0.8,image/avifimagea’webp.image'apng, */*;g=0.8, application/signed-exchange;v=b3;0=0.2
Upgrade-Insecure-Reguests: 1

Accept-Enceding: gzip, deflate

Accept-Language: en-US en-GBig=09en0=02

User-Agent: Mozilla/5.0 (Windows NT 10.0; \Wing4,; x54) AppleWebKit'537.36 (MKHTML, like Gecko) Chrome/'85.0.4638 .54 Safari/537.35
Connection: close

Cache-Control: max-age=0

Response

HTTP/.1 200 Ok

Date: Thu, 02 Dec 2021 04:13:48 GMT

Server Apachel2.4.41 (Ubuntu)

Last-Modified: Tue, 30 Nov 2021 08:01:18 GMT
ETag: "51d-5d 1fdocd47dat™

Accept-Flanges: bytes

Content-Length: 1308

Connection: close

Content-Type: applicationjson

‘name": "Carl
*short_name" arld ... "
‘description™ "## Build Setup”.
lcons™: |

{
'sre': "_nuxtiiconsficon_G4x54 282402 png",
'sizes": "B4xG4,

[SNIP]...

5.3. https://store.caru.com_tw/login/
| Previous |
Summary

Severity: Information

Confidence:  Certain

Host: https:iistore.caru.com.bw
Path: fMogin/
Request

GET flogind? HTTP1.1

Hast: store.caru. com.tw

Accept: text'html, applicationxhtmi+xm|, application’z=ml.q=0.8.image/avifimage’webp.image/apng,*;q=0.8. application/signed-exchange;v=b3:q=0.2
Upgrade-Insecure-Reguests: 1

Referer: hitps:/istore caru.com_twilogind

Accept-Encoding: gzip, deflate

Accept-Language: en-US en-GBg=0.9,en0=02

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinS4; »54) AppleWebkit'537.26 (KHTML, like Gecko) Chrome'05.0.4638.54 Safari/537.35
Connection: close

Cache-Control: max-age=0
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Response

HTTP1.1 200 Ok

Date: Thu, 02 Dec 2021 04:13:23 GMT

Server: Apache’2 4.41 (Ubuntu)

Last-Modified: Tue, 30 Mov 2021 08:01:12 GMT
ETag: "efe-5d 1fdccBd52f5-gzip”
Accept-Hanges: bytes

‘ary: Accept-Encoding

Content-Length: 3742

Connection: close

Content-Type: texthtm

=ldoctype htmi=

<html lang="en" data-n-head="%7B%22lang%22: W TE®RI21%22: W2 2enW22WTD%RTD" "=
Zheszd>

=title=Carl) ... <ftitle==mets data-n-head=
-.[SNIP]...

1" charset="utf-8"=<meta data-n-head="1" nama="vi

Report generated by Burp Suite web vulnerability scanner w2021.8.1, at Thu Dec 02 14:57:11 GMT+08:00 2021.
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test-caru.welcometw.com

Burp Scanner Report

Summary

Burp Suite

The table balow shows the numbers of izsues identified in different categonies. |ssues are dassified according to severity as High, Medium, Low or Information. This
reflects the likely impact of each issue for a typical organization. |ssues are also classifed according to confidence as Ceriam, Firm or Tentative. This reflects the

nherant refiabifty of the technigue that was usad to identify the izsue.

Confidence
Certsin Firm Tentative
o 4
Severity
-

Total

12

23

The chart below shows the aggregated numbsers of issues identified in 23ch category. Solid colored bars regresent issues with a confidence level of Cerain, and the

oars fade 2= the confidence level falls.

Mumber of issues

] 2 4 ] 2 10
High
Severity Medium
Low I
Contents

1. 8QL injection

2. TLS cookie without secure flag set

2.1. httpsitest-canuwelcomebw.com/

2.2 t-caru welcomet

2.3 t-caru welcomete.com/admin
2.4. https:iftest-caru welcometw.com/logn
2.5. httpszifiest-carnu welcometw.com/logn

3. Cookie without HitpOnly flag set

W IESE-Cand. WS CoOMEBTW.COmY
W IESE-Canu WS COMEBTW.COM 20mNin
iftest-caru welcometa com/logn

LJ La d
[ Y
=
===~
el e]
[T

4. Password field with autocomplete enabled
5. Ajax request header manipulation {DOM-based)

6. Link manipulation (reflected DOM-based)

W IBSE-Canu W Come

[= =y a)
B ) =
=
== =
he =]
oo

7. Source code disclosure

8. Strict transport security not enforced

iftest-caru welcometa.com/loginbgoydjwdTu [URL path filenamse)
om/loginnTmndvibek [URL path filename]
iftest-caru welcometw com/loginyztizzhz Te [URL path filename)
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GOy admin
ESE-Cand. Wl COMEetw: GGI‘l‘-|$E n

9. Input returned in response (reflected)

test-caru welcometa.com/admin [XSRF-TCKEM cookie]

welcomehwcomadmin [caru_session cookie]

welcometw.com'admin [remember_web_58ba38addcZb2fB401 5501 4075822423 0888d cookie]
test-caruwelcomete.com/login [URL path filename]

w0
I £ P

10. Cross-domain script include

10.1. hity
10.2. hity

can. welcometw com,
caruwelcometn com'admin

11. Frameable response {potential Clickjacking)

sfftest-caru welcometa com/
siftest-canywelcomatw comizdmin
siftest-can welcomata comidogin
sfest-caru welcomatw comipassword resst

12. Email addresses disclosed
13. Robots.txt file

14. Cacheable HTTPS response

14.1. htty
14.2. hity

caru.welcometw. comirobods £
caru.welcometw com SwWaiog

15. Base64-encoded data in parameter

caruwelcometn com'admin
cany.weloomst
can.weloomet
cany.weloomet
can welcometw comvlogin

caruwelcometw. comylogin

can.welcometw comirobods. td

(SIS T T T T T ]

) ED LN £ P =

16. TLS certificate

1. SAL injection

Summary

Severty: High
Confidence:  Firm

Host: hitps:iitest-caru welcometw.com
Path: Nogin
Issue detail

The URL path filename appears to be vulnerable to QL injection attacks. The payload ' was submittad in the URL path filename. and 2 database ermor message
was returned. You should review the contents of the emror message, and the application’s handling of other input, to confirm whether a vulnerability is present

The database appears to be Microsoft S0L Server

Remediation detail

The apglication should handle emors gracefully and prevent S2L ermor messages from being retumad in responses.
Issue background

S2L injection vulnerabilities arise when user-controflable data is incorporated into database SCOL gueries in an unsafe manner. An attacker can supply crafted input
- f E i ir i = i E rrounding guery,

o Dreg S Q900 CONTest in SWNICH tnel o Qoegrs gng Interiers I fhe Structyurs of fhe
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S0L injection vulnerabilities arise when user-controflable data is incorporated nto database SQL queries in an unsafe manner. An attacker can supply crafted input
to break out of the data contesxd in which their input appears and interfere with the structure of the surmounding query.

Aowide range of damaging attacks can often be defivered via S0L injection, including reading or modifying crtical application data, interfaring with applicafion logic,
escalating privileges within the datsbase and taking control of the database server.

Remediation background

The most effective way to prevent SQL injection attacks is to use parameterized quenies (also known as prepared statements) for all database acoess. This method
uses two steps to incorporate potantially tainted data into SCQL querias: first, the application specifies the structure of the query, leaving placeholders for each item of
userinput; second, the application specifies the conterts of 2ach placsholdern Beeauss the structure of the query has already been defined in the first step, it is not
possible for malformed dats in the second step to interfers with the query structure. “ou should review the documentation for your database and application platfiorm
o determine the appropriate APIs which you can use to perfomn parameterized guenes. It is strongly recommended that you paramelenze avery varizole data item
that is incorporated into database queries, even if it is not cbwviously tainted, to prevent owversights occuming and avoid vulnerabilities being infroduced by changes
alsawhare within the code base of the application.

ou should ke aware that some commonly employed and recommended mitigations for S0AL injection wulnerabiities are not always efective:

=  One common defenss is to double up any single quotation marks appearing within wser input before incorporating that input inte a SQL query. This defense is
designed to prevent malformed data from terminating the string into which it is mserted. Howewver, if the data being incorporated into queries is numeric, then
the defanse may fail, because numeric data may not be encapsulated within guaotes, in which case only 3 space is required o break out of the data contexd
and interfare with the query. Further, in second-order SQL injection attacks, data that has besn safely escaped when initially insered into the databass is
subsequently read from the database and then passed back to it again. Quotation marks that have been doubled wp initialy will return to their original form
whan the data is reusad, allowing the defense to be bypassad.

= Another often cited defense is to use stored procedures for database access. While stored procedures can provide security benefits, they are not guaranteed
to prevent SCQL injection attacks. The same kinds of vulnerabilities that arise within standard dynamic SCQL queries can arise if any S0L is dynamically
constructed within stored procedures. Further, even if the procedure is sound, S0L injection can arise if the procadure is invoked in an unsafe manner wsing
usar-controllzble data.

References
= Wb Securnty Acadenny: SOL injection
= Using Burp to Test for Injection Flaws

= Wb Securty Acadenmy: S0L Injection Cheat Sheet

Vulnerability classifications

: Improper Meutralization of Special Blements used in an SQL Command (S0L Injection’)
4 Improper Control of Generation of Code ('Code Injection')

-118: Improper Encoding or Escaping of Output

CAPECHS: S0L Injection

Request

POST fogin' HTTRM.1 -
Haost: test-caru welcometw. com

Cookie: X3RF-

TOKEMN=ey.JpdilGiky $0UNM3MIVER ERQmAND 3VI RVAwb VESPSIsInZhbHWYIIj0iS 3h Ea BSMUTTY 5] RS LR KeHNOertC 02 h Y ZgLkd HED T HWVES Ua TUwd LM C
c2dTRFhgh3RISiyd US0eGpedin ON2hwd Lt 3Cmp Dbk ya3pSH2 RK O g5 2h SWKFW mB0dIFPenFtUF ph2 W OF RELEY e GEROTmEZ32WDMmMZ GVmBE3
NLAL CIRAMEOIINDeIY Ty 1Y 2Otz BIOTNCOWRZ DI Mk MWE M BjMj U4 W WWRIO DO 2WF M2 2 M2Mz M VMG ZT WIhMDdkdn0%30;
canu_session=eypdilGlkR 1R} czazF2dk0552RIOT VK S GrNEEBP S sInZhbHWjoiV 3cre Up 5O ESyNDIM S B Rd 2:dd BV GM] W LN IUROITMX Rz RENMeVpiS3Fu
MnBBHzM=UCH jJFveCtGMWAP emMWMVUZoeDMrikRjbzhaMS0LZzF relpLS0pY UDczM1 ASM2t LY np3dFISRnd 1 IUEtdIEwWS W aZ EdDL=duR T whiRmo2nlil
CHWMICIIOZ TNRNGFODKIMzFiZjNIOG 24y mE20Te 3 mPhOTJIMzdI N gy MWFhMmREOGEXMThIY o MWy ZT g2 Nz AIN2 Y yIn0 %30

Caontent-Length: 113

Cache-Control: max-age=0

Sec-Ch-Ua: " Mot A;Brand";w="82", "Chromiumw="25", "Google Chroma"w="05"

Sec-Ch-La-Maobile: 70

Sec-Ch-La-Platform: "Windows'

Dnt: 1

Upgrade-Insscure-Requasts: 1

User-Agent Mozilla/s.0 (Windows NT 10.0; WinG4; :x54) Apple\Webkit'537.38 (KHTML, like Gecko) Chrome/28.0 4864 45 Safari’537.28

Onigin: https:itest-caru welcometa.com

Caontent-Type: applicationfx-wara-form-urencoded

Accept textitnl, applcationt=htmi+:ml, applicationtoml;g=0.9,image/avif imagafwebp,.image/apng. *™,q=0.8, application/signed-exchange=030=0.0 =

Ber-Fetrh-Siter sama-nrinin

Response

HTTF/M.1 405 Method Mot Allowed
Server: nginx'1.21.3

Caontent-Type: texdhtml; charset=UTF-2
Caonnection: close

allow: GET, HEAD

Cache-Control: no-cache, private

date: Thu, 02 Dec 2021 02:45:23 GMT
Content-Length: 572621

<ldoctype himiz=
=himl class="thems-light"=
<l
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Symfony'Component'Htpkemel ExceptioniMethodMotAllowedHitpException: The POET method is not supported for this route. Supported methods: GET, HEAD.
in

~.[SHIP]...

JSCROLL" "SEARCH',"SECOND","SECONDS" "SECOTY","SECURITY™,"SEMSITIVE", "SEQUEMCE", "SESSION","SESSION_USER","SIGNAL","SIMILAR","SIM
PLE"."SMALLINT","SNAN","SOME","SOURCE". "SPECIFIC","SPECIFICTYPE","SQL", "SQLEXCEPTION","SQLID","SALSTATE", "SALWARNING™, "S0ORT. "STAC
KED","STAMDARD" "START" "STARTIMG" "STATEMENT","STATIC","STATMENT ", "STAY™,"STODEV_POP","STDDEV_SAMP","STOGROUF,"STORES","STYL
E""SUBMULTISET" "SUBSTRING",

~[SHIP]...

2. TLS cookie without secure flag set

——
| Previous | | Mext )
', AN A

There ar2 § instances of this issue:

admin
login
login

Issue background

If the secure flag is st on a cookie, then browsars will not submit the cookie in any requests that use an unencrypted HT TP connection, thereby preventing the
cookie from being trivially intercepted by an attacker monitoring network traffic. If the secure flag is not s=t, then the coolkie will be transmitted in clear-text if the user
visits any HT TR URLs within the cookiz’s scope. An attacker may be able to inducs this event by feeding 3 user suitable links, sither directly or via another web site.
Ewven if the domain that issued the cookie does not host any content that is accessed owver HT TR, an aitacker may be sble to use links of the form
nttpoeample.comc 443 fo perform the same attack.

To exploit this vulnerability, an attacker must be suitably positioned to eavesdrop on the viciim's network traffic. This scenario typically occurs when a client
commmunicates with the server ower an insecure connection such as public VWi-Fi, or a2 corporate or home network that is shared with 3 compromised computer.
Caommon defenses such as switched networks are not sufficient to prevent this. An attacker situated in the usar's ISP or the applcation's hosting infrastructure could
also perform this attack. Mote that an advanced adversary could potentially target any connection made over the Intarnet’s core infrastructure.

Issue remediation

The s=cure flag should be ==t on all cookies that are used for transmitting s=nsitive datz when accessing content over HTTPS. If cookias are used to transmit
session tokens, then areas of the application that are accessed ower HTTPS should employ their own session handling mechanism, and the session tokens used
should never b= transmitted over unencrypted communications.

Vulnerability classifications

= CWE-814: Sensitive Cookie in HTTPS Session Without "Secura' Attribute

2.1, https:/ftest-caru. welcometw com/

" "
[ Mext |
', J

Summary
Severity: Medium
Confidence: Firm

Host: hitps:/itest-caru welcometw.com
Path: I
Issue detail

The following cookie was issued by the application and does not have the secure flag sat:
= XSRF-TOKEN

The cookie appears to contzin 3 s=ssion token, which may increase the risk associated with this issue. You should review the contents of the cockie to determine its
function. This issue was found in multiple locations under the reported path.

Request 1

GET Mfacebookiauth HTTRM.1

Limmde dimmd o 1 nim |y i,
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Usaragent Mozilas.0 (Windows NT 10.0; Win4; x54) AppleWebkit'527 35 (KHTML, like Gecke) Chrome/5.0 4525 54 Safar/537.35
Connecton: cose

Response 1

HTTF/1.1 202 Found -
Server: ngins'1.21.3

Content-Type: texdhtml; charset=UTF-2

Connection: close

Cache-Control: no-cache, private

Date: Thu, 02 Dec 2021 02:28:12 GMT

Location: httpsfwsw facebook. comivd. Zidialogfoauth Polient_id=143808007828334 &radirect_uri=hitps%3AMZFWH2Flest-

caruwelcomeha. com ¥ 2Ffacebook 3 2Fautheallback&scope=email &response_type=codafstate=HACpthGriQI0IFLIERCOByRIBSTSEF VDT Zuny
Set-Cookies XSRF-
TOKEM=ey.JpdilGinNnMDlyRmUETnKUDNE YalFz vV prWodPSIsinZ hb HV I oi OF wbEMmMEHo0a280We 2 SN R mh TRkptQ 1F JaDUVUDwe TIEaVEZ RitseGl
OWnFEUHZJUHZEL 1 c2eGEvLGEy QUsIVEDhUDOrZDdjalU M UizbHo 4 Az d 1 FMRHgle EZXOWGhOVIZgeWpj U D 4 UL Cdkd CMId TWWMNodrmtH O THEVERTH20ILC
JEAWMICLIZDdmMTE Y TAZZIMZhef G 1Mzk 1 ZT hZDImZDewY zFrOWMAKE GVIZDIZY ] Ey OGEZY mMmMe ly WMWY wZGUIYTUSIN0%30; expires=Thu, 02-
Di2c-2021 04:28:12 GMT, Max-#ge=7200; path=/: sameasite=lax

Set-Cookie:

canu_session=eyJpdilBlkdfTUZAU sdvBlemlSR2VTZm Y ISVEDPS IsinZhbH\joid 5t GR 1 Ind FZnUpvIQ2 MjMEMZVIB  Wpn T 2452 MdCZERWEWzRORrS mMiZ
GHESKZEdmiakixejhORE 1200 WL 1doSjFF Cn=0WowUIZESeIMEWXpHSVNa Y X ZvaEpKSCHHIO T hEVE piSjlpy nd2W U4 eFdUNO MY W2 Sl OEMQ Dol
CIE WMEDIiZ TRENTWRMjc2 OTLH Y TdIMjl=Mm QS 02Nz Y OMm Q4 DTz 0GA2Nzex MGFNzMENWEM Y zgzy T O T h Y ze4ZTISIn0% 30, expires=Thu, 02-
Dia2c-2021 04:28:12 GMT, Max-Age=7200; path=/: httponly. sameasite=lax

Content-Length: 1202

<IDOCTYPE himl= -
Request 2

POET flogin HTTRM.1 -

Host: test-caru welcometn com

Cookie: XSRF-

TOHEM=ey.JpdilBI2WQIhS K1 JIdWFHQZEA 255 52rVIEBP SIsInZhbHVljoia\Weo T 2FIQTEIWUZEazor RVE4SURMNS DVT AIrRn] HMY owal RZel Vo Q3hibFFTWH
pA O3 1 52 VE 1FT25uRz) 33k RExsRXd CVORIbOF Kb DRV OTISNExseX NG T2zZ SRmnMwS HMOL Dby Rz 1 e CAZWmMNR dkd S W BnMDgwhIW Ry UzgiL Tt
WO JhMmIL 2l oMz TR Mz low™ zESMDI 4MNGRhOTEy MG whinbda®y TdmBM TWRMjM Mzl CWMNTMz M2 Ewy 223MNDdjMDdhin03%630;
can_session=eyJpdlGllJQc2pPNzd Y ZIW2ZL1IURDRIMOV GG e 8PS IsInZnbHVjoiZ bdzlk JHS DhueX Lhwb W2 PMGpmdWNCdIhaR 1R QaHhFSIF e Th'
=y S0hZ2a0irL Aoy X I0cTOxaF JARzdyenglaz ASWVWES T mpWRNngyeIB2WENCE Y 161105 DdHbS s 2pramd mMnZ5MZhRejdnMNAE y WINZWHMPWRBMTmh
2 LG WM B WIMOMFENT R 21 SMDA IMWIDZDg 0N FZ Tige " WAWNIZ gy 2 ExM]VjMT MEZ Te4ZDAVH Ym0 0D eSO TBRMWIwhizl 2 In0%:3D
Caontent-Length: 113

Cache-Control: max-age=0

Sec-Ch-lla: " Mot A;Brand",»w="88", "Chromium";w="85", "Google Chrome"v="0g"

Sec-Ch-La-Maobile: 70

Sec-Ch-La-Platform: "Windows"

Origin: https:itest-caru. welcomebw. com

Upgrade-Insecure-Requasts: 1

Dint: 1

Content-Type: apolication/x-www-form-urencoded

Usar-Agent Mozilla'5.0 (Windows NT 10.0; Wing4; x54) ﬁpnle‘y"u’en}'{mﬁ .38 (KHTML, like Geclo) Chrome25.0.4864 .45 Safari/537.25

Accept texthitmnl, applcatont=html+mmnl applicationsmi;g=0.2,image/avif image’webp.image/apng. **;q=0.8. application/signed-exchange:v=03,0=0.8 -
| Sec-Fetch-Site same-origin

Response 2

HTTF/1.1 302 Found -

Server: nginx'1.21.2

Content-Type: texdfhtml; charset=UTF-2

Caonnection: close

Cache-Control: no-cache, private

Diate: Thu, 02 Dec 2021 01:37:48 GMT

Location: https:/ftest-cany welcometw com'admin

Set-Cookie: XSRF-

TOKEM=ey.JpdilGikEs FJZOWxeWs 1aWeNQKVF bnovRmeBP SisinZhbHYjoi TnyWvicF haSWeeRM2Wywe DIWUINNVER 1 1TWIF DT WS PWWEyZ Dh 4 U FpMUS SMWY

NBMNZIXTL20UZKeDR2T0peS DhoaUSP Y ULk GhPe 1 FEMIZMCV o BWVHMDSFR2WmkecRUFGQANZTZHMGWF RATWVBSbErRHFyZnJMelNmb UV RTF ThWg2M

nATUGELCH WO DOTdIY MY b 3N 02y z L Z Tk Mz LD MN=FINGMO MOy My 2 WEm Y TV ThaM212M2iOGM5OTEy Y zd IMGY xMWizInD %20,

expires=Thu, 02-Dec-2021 03:37-48 GMT, Ma=-Age=7200; path=/; samesite=lax

Set-Cookie

can_session=eyJpdlGiklZ IVEVTILZES 1 2mFkSHRvSER@ncBPS sinZhbHW1joi ZkET ¥ 3ZRMVg 2WHMNCW 1 22 KRy BLEUWWFJZ0GdpMk 1SMThiMNUpl

WzNmFMMDEzQ2FEK 1IBZjRIMEsycytLSHIzojLhwQTEMaExRZGsxR GMxd EhWej Fj TEgw 1IBMIUNEWAEA T ARV ZVgRIES UlloNZ8vSHBCMDZSQXpt TOp Y ZGEi

LCHY WM ZNDmMN TR DZhZ Wk NTFR Y zJpOWUEZT Oy WAWMDZTIDZDASODOME Y jod N wWNZE4ZmMAZT Uy T QyZmlUZZ)RmnMzdkin0%630; expires=Thu,

02-Dec-2021 33:27:48 GMT, Max-Age=T7200; path=/; httponly, samesite=lax

Set-Cookie

remember_web_H8baltaddeZb224015801014cTi5Eeade30820d=eyJpdilIm 1jNWHZER ONURQY Uc5S5zI05 XowN2cBP Sls InZhbHY ljoi RESRHpSRTR 1 S0RW

dEd"‘TﬂrZ‘u."u'le-:GhF’:-1ISbEEaaﬂwbE.t.Jde\.-'TEdIdnpthHsUz‘u'M‘r‘_dVNUNE UI.‘.II|bj E20><p4£12\d|UG1ER3Jh2](1W’)\JTZGQ>W thGEUUDFFLIL.IZNF{IlIN'l.I'
B2t

iz

Request 3

| POST fogin HTTR1.1 =
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POST fAogin HTTPM.1 E
Hast: test-caru welcometa com

Cockie: XSRF-

TOKEM=ey.JpdilGikY 40OUM2MIWVEREL4QmIWd 30 Rk VEBP S IsInZhbHWIjoi S 2h EaBEMUT ajRELUNRKe HNOcmtC Q2 h b Zsg Ukd HZ0 1 HWVES U TUwd LM T
c2d TRFhgM3RISVioyd 50eGpxdMn) ONZiwdLit3Qrnp Dbk Jya3 pSKZRKOX WS 2hSWhFvY m30d 0F PenFtUF phZWwOF R eGROTmZ32NWNWDMmIGVYmEa
MNALCIE WMECIJINDe 3y T 1 zChwhzBiOTJIOWFZD1 1 Mk 1 MWESM] BjMjU42 W WRIOD Qe 2WF M2 I2M2MzMz VEMGZ WIRMDdkin0%:30;
can_session=eyJpdilGikR 1RXczazF 2 a8 52 R TVKS GrNEEBP SIsInZ hbHVIjoiV 3creUp SO0ESyNDM S MR Rd2:UEVGN WVIUTIUROITMXRzRENMeVRiS3Fu
MnBBEKzM:UCHEY JFveCtGMWAYPemNMYU ZoeDMriMkRjbzhaMS 8L ZzF relpL30p  UDczN1 ASM2tLY np23dFISRnd 1 UUStd 0EwoWlaZ EdDLzduRT ¥ wiRmo3nlil
CUWMECHIBZ TMhMN G ODKIMzFiZjMI OG04y mES OTe 3 Y mFhOT JINzdl Mgy MWFhMmREOGExMTRIN jed MU Z Tg2M= ANy In0 %30

Content-Length: 112

Cache-Control: max-age=0

Sec-Ch-lUa: " Mot A;Brand"v="88", "Chromium’";v="85", "Google Chroma"v="09"

Sec-Ch-Lia-Mobile: 70

Sec-Ch-Lia-Platform: "Windows"

Dnt: 1

Upgrade-Insecure-Requasts: 1

User-Agent Mozilla/5.0 (Windows NT 10.0; Wind4; x54) Apple\Webkit'537.25 (KHTML, like Gecko) Chrome/e5.0.40564.45 Safari/ia7r. 38

Origin: htfps:iftest-caru. welcometa.com

Content-Type: application/x-www-form-urencoded

Accept texthiml, applcationtzhtml+xml, applicationsoml;g=0.8,image/avif imagewebp,imagelapng.*™;q=0.8,application/signed-exchangev=b3;q=0.0
Sec-Fetch-Site: same-oriain

Response 3

HTTF/1.1 202 Found -
Server: nginx'1.21.3

Caontent-Type: text'html; charset=UTF-2

Connection: close

Cache-Control: no-cache, private

Date: Thu, 02 Dec 2021 01:32:14 GMT

Location: hittpsiitest-carnwelcometwcom/admin

Set-Cookie: XSRF-

TOKEM=ey.JpdilBlkp DoV U202 pg OGN WRy S TFUTGRMHC P SisinZhbHVIotWnBMMEI T 3U0d2FSUEDY UFIGWmth W TRIMUSLMF IS 2s0R 2k 2dEdGek. kel
Eyb\ W rUUF X diOWFREN=ICRHRZMktE a2 F MBI 4alranpiiVej2Mj2 a2 ExG602p3 dn Ob 1w Q21 2UjJURINLNGpaM2RW Y kFh Rmc2bXILbFZ OSkYILC
JEAWMICH IDZTE4MNGM I MNO=M]I Y TR ThiyNmEyZ G611 Mzl OMFIEWQEDAWMNIMjcz MDExMGI2 Y 2F [ZjM 1 MDIh Y zUSMeCwYmE 1In0%30; expires=Thu, 02-Dec-
2021 03:32: 14 GMT, M=-Age=T200; path=/; samesite=lax

Set-Cookie:

can_session=eypdilGllpLbVpMOsE TN OVFyOWVBZZ 3MSUKESP SisInZhbH VljoiS Fose R IQWIL OV oW hjaWiNNR 1WUMEI 00X g ScHE MNP T 3pullizhmib
O wT 20y K2hDalvMW Lt X RHOWFLcldz L3ViweXh2 K207 203LWVBBcUM0L2gyMnFgdDedakhzb DK RnlowRN W kove GESVELzd 1dHS 0d=MGETFWVOM ML
I G WMEDHT T Q4 O TREZ TEJNjLAONZUIOMDLUEMN TR NTBIMGEWZ TIZ2WLEY TR 2R TAINZM 1NDBRMmMmMDISNESZ DASMTEY In0%%30:;
expires=Thu, 02-Dec-2021 03:32:14 GMT; Max-Age=7200; path=/; httponly; samesite=lax

Cantent-Length: 284

=IDOCTYPE himl=
<himlz

2.2. hitps:/fest-caru.welcometw.com/

Summary
Saverity: Medium
Confidence:  Firm

Huast: hittps:iftest-caru welcometw.com
Path: I
Issue detail

The following cookie was issued by the application and does not have the secure flag sat:
*  Caru_session

The cookie sppears to contain 3 session token, which may increase the risk associated with this issues. You should review the contents of the cookie to determine its
function. This issue was found in multiple lecations under the reported path.

Request 1

GET ffacebook/auth HTTF/M.1

Hast: test-caru welcometa com

Accept-Encoding: gzip, deflate

Accept =~

Accept-Language: en

User-Agent Mozilla/5.0 (Windows NT 10.0; Wind4; x54) Apple\Webkit/537.28 (KHTML, like Gecka) Chrome/25.0.4838.54 Safari/537.35
Cannection: close
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Cache-Control: no-cache, private

Diate: Thu, 02 Dec 2021 02:20:12 GMT

Location: https:iferssa facebook. comiva. ZidialogioauthPelient_id=143808007 325334 &radirect_uri=https%IABZFW%2Flest-
caruwelcomeba com 2Ffacebook 32 Fautheallback&scope=email&response_type=code&state=HAQpthGrFQI0IFLIERCOBVYBIBSTSBFsIVET Zucty
Set-Cookie: XIRF-

TOKEM=ey.JpdilSinNnMDy RmlUET nlKU0EYalF 2y VpreWeaP SisinZ hbH I oi OF wbEMmSHola28We 3 SN RV mhTREpt FJaDulvUDve TIEaVEZ RiMses.]
DVnFEUHZ JUHZ 8L 1 c2eGavUIGEyQUsIVEBhUIDOrZ Ddjal UzbHodeX dzd 1 FMRHgDeEZX WEhDVIZgo WpjUD 4 LI Cdkd CMId 1WA ModmtH OTHVERTA20iLC
JEAAWMICIZ DdmnMTZ Y TAMzZ IMZhef G 1Mzl 1 ZTJhZDImZ Dow'y zFr OV GVIZD 2| Ey OGE Y mNmMz y MW wZ GUENY TUSIN0%3D; expires=Thu, 02-
Diec-2021 04:28:12 GMT, Max-Age=T7200; path=/; samesite=lax

Set-Cookie:

canu_session=eyJpdilGllkdtTUDSAM sdVBlemISR2VTZmy ISVESPSIsinZhbHWjoid 5tGR 1 Ind FZnLjvIQZ MMM VIB Y Wpn T 3A520dCZERWEWzRORrSmMIZ
GHESKEEdmMVEkbxejIRE 1a20WWL 1 doSjFF QnZ= 0ol 2t SelMBWX pKSYNaY X 2vaEpH S CHO hEVE p Silpy nd2W U4 eFd UMOpM Y Wo2 SkiUxOEMCQZ 0 L
T AMEOLIZT M N T2 OTLH Y T dIMj MM OEZ Q2N OMm Q4 0Tk DGO2 Mz MGFiNzMENWEm Y 2g=y TMOT h Y zo4ZTISIN0%30; expires=Thu, 02-
Diec-2021 04:28:12 GMT, Max-Age=7200; path=/. httponly; samesite=lax

Caontent-Length: 1202

<INOCTYPE himl=

Request 2

POET feogin HTTR.1

Host: test-caru welconmetw.com

Cookie: XZRF-

TOKEM=ey.pdilSIE2WADhEK 1 IdWFHO2ErR 265 S2rvVIEBPSIsInZhbHYljoia\Weo T 2F IQTENWUZEazcr AVE4SUhNS DVT A IrRnJHMVowalRZel vieQ3hibFF TVH
pAOILIEAIK1 52 VETFT25uRz) 3aWIk R Exs R d CVORIBOF Kb DRV OTISNExseX NG T 22 SEmkwSHMOL DRz Je CBZVWmNR dkadEWBaMDgwh WV Ry Uzgil Tt
WO hMmLN Zjl oMz LI T4 Mzlow'y zESMDI4NGRhOTEy NG Crahimba’y TdmB TWhAj MMzl AWM TMzM2 Ewy 20 3MDdjMDdhinda6 30
can_session=ey.JpdilGil) Qo2 pPNad Z0W2ZL 1IURDRIMOVGYGe 8PS isInZhbHIljoiZ Odz Uk JHS Chuex Lwb WinF WVPMGpmdWHCdIhaR 1RQaHhFSIFXeT iy
2y S0h2a0irADY XM0cT=aF JBRzdyenglaz A5V S TmRpWRNngyedB2dWENE Y1 2105 DdHES s 3pramdmiMnZ 5N 2hRejdnMAE y N WHMPWRBM TrmhL
DYILCIE WKEDIB WINPT RIYZI SMDA 1 MWIDZDg OMF i Tge WML gy 2 Ex MV NT MEZ Te4ZDVh Y mMO OD e 5O TBRMWIwhMz U 2In0%:20
Content-Length: 112

Cache-Control: maz-age=0

Sec-Ch-lla: " Mot A;Brand";w="88", "Chromium”;v="25", "Google Chroma"v="03"

Sec-Ch-Lia-Mobile: 70

Sec-Ch-Ua-Platform: "Windows"

Origin: https:itest-caru. welcometa com

Upgrade-Insecure-Requasts: 1

Dnt: 1

Content-Type: application/<-www-form-urlencoded

User-Agent Maozilla®.0 (Windows NT 10.0; Wind4; :064) AppleWebkit/537 .28 (KHTML, like Gecko) Chrome/06.0 4864 45 Safari’537.38

Accept texthtml, applicationzhtml+:ml, applicationtemnl;g=0.2.image/avif imagefwebp,image/apng. *™;q=0.8,application/signed-exchangev=03;0=0.0

| Sec-Fetch-Site: same-origin

Response 2

HTTF/1.1 202 Found

Server: ngina'1.21.2

Content-Type: teesthtml; charset=UTF-2

Connecton: close

Cache-Control: no-cache, private

Diate: Thu, 02 Dec 2021 01:37:48 GMT

Location: hittps:iftest-caruwelcometacomi/admin

Set-Cookie: XSRF-

TOKEM=ey.pdil8lkis Ui Z00WC=eWs 1aWpNQkVF bnowRmcBP SisinZ hbH o TnvWeFhgSWhaRMEVye DV UIAVEF kI WAIF DTWSPWWEyZ Dh4 LNV Fp MUSERMWY
NBMZJXTLIZ0UZHeDR2TOpz S Dioa ISP Y U LkeGhPe 1 FEMIZMOV o VHND S FRZVmieRUFSANZ TZHN GV ROTVESbErRHFy Zn MedNmbUEVRTF ThWg2h
n& 1 UGELCH WIS IDOT AN M ANz Lk TNz LONz FINGMOM DAy N 25 WEm Y TV ThdM 21 ZM20GMEOTEy Y 2d MGy« MWizInD%6 30,
expires=Thu, 02-Dec-2021 03:37:43 GNMT, Max-Age=T200; path=/; samesite=lax

Set-Cookie:

canu_session=eyJpdilGlkd=ZIEVTILZEs 1 0mFkSHRvSERrancBPS sinZhbHWjoiZk 8Ty 3ZRMVg2WHNCWV1ZE Y kRmY | BLEUeAVF JZ0Gdphic 1 SM 1 hIMUpM
VzMNmFHMDEzQ2FE IIBEjRINEsycytL SHIzojUvOTEMaExRZ GsxRGM=d EWei F TEgw 1IBMLNVE WA Y1ATVZVgREESUlloMN2BvSHECMDZSQXpt TOpY ZGE
LCH WG ZMDImN ThIODZ hZWkNTFh Y z ) OWUEZT Oy WO ZTI0ZD A DM Y e N wNZE4ZmMIZT Uy Y T Oy ZmUZZ Rmnibzdkin0% 20 expires=Thu,
02-Dec-2021 03:37:48 GMT, Max-Age=T200; path=; httponly; samesite=lax

Set-Cookie:

remember_web H8balGaddc2b2f0401530f014cTi58ea430880d=ay JpdlBIm 1jNAMEZ ERONUR DY Uch SzI0S X owN2cBPSIs InZhbH I [joi MSRHpERTh 1SORW
dIdCTERrEWUkvd0h P11 Sb0E3aloybStuR2d T 3dldnpgbjRsUIZWAY TdAWAUNOUDIL E2 0¥ p4Q2d LG 1ERZJhENY TWHITZ G Y idhN GEUUOFFUUZ MRDUMNY
kErdvWhSakovMEZ LW 043 B2 GooR Hd 1 clB0al ErMmte T GF Cvnhabld ScOh 1Y IV Wz 3B R dz\WnbGRIL S BmWT 10N R.RExadnieHoo RLIEVTZwb2h

Request 3

POET fogin HTTRM.1

Host: test-caru welcometw.com

Cookie: X3RF-

TOKEM=ey.pdilGiky 40UMIMIVERER QMWD IVIREWEYEBP SIsInZhbHYIIjoiS 3hEafsMUTTY 5jRSUNVRKeHMOcmiC 2 h b 2wy Ukd HEZ 01 HVES U TUwd LM C
c2dTRFhgM3RISVigd US0eGpedin ONZ had|t30mp Dbk ya3pS K2RKIODXWVgS 2hSWk vy mE0d0F PenFtUF phZ W OFRtUFY xeGEROTmZ 2 2WADMmI GYmBaa
MNIAL IS WKESINDe 3y Ty 1Y 20z BiO TN OWFZD1H Mk NMWE M) BiMU42WE WA D= WR M2 [ ZMEMzMEVEMGZT WIhMDdkin0%30;
can_session=ey.JpdilGikR 1R czarF2dk}6 S 2RI T VRS GrMEESPSIsInZhbH ol 3cre Uip 50 ESyNDM S P8R Z:4dUEVGN) W1 LN IRV RzREMMeVRIS3Fu
MnBBKzN UCH Y JFwcCHGMWAYPemMMWMVLZoe DMridkRjbzhaMS 8L Z=FrelpLS0pY UDczM1 ASMZt LY np3dFISRnd 1 ULUStd 0Ewe W a7 EdDL=duR Ty wRmo 'y nlil
CIE WMECII DZETNhN GO DR MMzF iZjNIOGRmEIOTe T mPhOTJINzd Njgy MWFhMmRkOGEMThIY jc INWLYZ Tg2MeAIN2Z Y yIn0%30

Caontent-Length: 112

Cache-Control: maz-age=0

Sec-Ch-Llac " Mot A;Brand";w="88", "Chromium”,v="85", "Google Chrome",v="03"

Sec-Ch-Ua-Maobile: 70
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Set-Cookie: XSRF-

TOKEN=eyJpdilSlkpDoWU202 pg DG MWRySTFUTGpWHeSP Sl InZnbHWI jolWnBMMEI Ty 3U0d2FSUERY UFIGWmthWTRIMUSLMFIhS 2s0R 2k 2dEdGek. Jkel
Eyb\WW U diOMFR EMNzICRHRZMktSaZ8F MmERM3.J4a0hranpiWeilEMjZ a2 ExGQ2p3 dnJ Ob ka2 212U R3NLN GpaMZRWY kFh Rmc2bXILbFZ OS5 KYILS
JEOWKDH IDZT E4NGM 1MWz NI TR Ty NmEyZG1 1 Mzl DM FI2WQE2WNINez NDE:NGIZ Y 2F I ZjM 1 NDIRY U SMz 0w mE 11n0%30); expires=Thu, 02-Dec-
2021 03:32:14 GMT, Mae-Age=T200; path=/, samasite=lax

Set-Cookie
caru_session=eyJpdil&llpLb\p\MOsETIWVQWFyOWBzZ 3NS UKESP SisInZhbH VI joiSF oot X RJ WL axjhja WiiNR 1W UMz 00 g5cHB 2MENPT Zpullzhmb
O wT3QyKZhDal WUtz R RHOWFLokizLaVweXh2K20z72 02 UNWVBEcU 1 0L 3gyMnF gd D4 akhzb DUk Rn kw RN WAWLEne GESVELzd 1dHS 0dz MGLETFWVORMU
OYILCJEYWMEDIT Y Q40T REZT BjNjUONZUOMD LN TM 1 NTBIMGEwWZ TIzZZWUEY TNy 2REY TAOMNZM 1 MO BhMmMNmMDISMESZDASMT Eyin0%30;
expires=Thu, 02-Dec-2021 03:32-14 GMT; Max-Age=7200; path=/; hitponly; samesite=lax

Content-Length: 284

=<IDOCTYPE himi=
<himlz=

2.3, hitps:/ftest-caru. welcometw.com/admin
Summary

Saverity: Medium
Confidence:  Firm

Host: hittps:iitest-caru welcometw.com
Path: Tadmin
Issue detail

The following cookies were issued by the application and do not have the secure flag set

* X5RF-TOKEN
= caru_session

The cookies appear to contain s2ssion tokans, which may increass the risk associsted with this issue. You should review the contents of the cookies to datermine
their function.

Request 1

GET /admin HTTP/1.1 -~
Haost: test-caru welcomatw.com

Cookie: X3RF-

TOKEN=ey.pdilSllkpDc\ U202 pgOGI MRy STFUTGRMWHCBP S s InZhbHWI jolWnBMMEI T 3L0d2FEUERY UFIGWmth WVTRIMUSLNFIhS 2s0R 22 dE dbek. k|
Eyb\ UK dio OWFR NI CRHRZ NG a28 FMmBMMI. 4alMranpWgI2MjZ a2 Ex502 p3dn ) Ob 1 kw2121 RINLN GpaM2ZRWY kFhRmc2bXILbFZ DS kY ILC
JEAWMICH IDZTE4MGM I MWz NI TN Ty NmEy 2611 Mz DMFLONOEDWNMINjcz NDENGEZ Y 2F1ZjM 1 NDIh Y 2 SMz O mE 1In0%30;
caru_session=ey.JpdildIpLbVpMOsE TR ONVFyONVBZZ 3MSUKESP SisInZhbHW1ljoi S Foev ¥R QWILICAV axWWjhjaWNNR 1W UMzl 0 gScHBE MNP T 3pulizhmib
OrwT 30y HZhDalWVLEY X RHOWF Leklz L3Viwe X h2 K207 203 UNVEBC U DL 2gyMnF gdDied akhzb DU Rnlkw R Wkoee GESVELzd 1dHS 0z MGLETFVOMMU
LG AWMECI 1Y Q4 OTREZT BjMjLIOMNZUOMDLUEMN TR NTBIMG EwZ Tiz2WULE TNy 2R TADNZM 1 MDBhMNmMmMDI SMJESZDASMTEyin0%30
Cache-Control: max-age=0

Dint: 1

Upgrade-Insscure-Reguests: 1

User-Agent Maozilla®.0 (Windows NT 10.0; WinS4; :084) Apple\Webkit'537.358 (KHTML, like Gecko) Chrome'26.0.4884. 45 Safarit637.28

Accept textitml applcation’xhtmi+x:ml applicationsoml;g=0.2,image/avif imaga’webp image/apng. ~™,q=0.8 application/signed-axchangew=n03,0=0.8
Sec-Fetch-Site: samea-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-Usar 71

Sec-Fetch-Dest: document

Sec-Ch-Ua: " Mot A;Brand™v="88", "Chromium";v="25", "Google Chroma"v="08"

Sec-Ch-LUa-Mobile: 70

Ser-h-l 1a-Platfinrm- "WWindmes" T
Response 1
HTTF/.1 302 Found -

Server: nginx'1.21.2

Content-Type: teesthtml; charset=UTF-2

Caonnection: close

Cache-Control: no-cache, private

Diate: Thu, 02 Dec 2021 01:35:35 GMT

Location: htips:iftest-carwelcometaw comiogin

Set-Cookie: XSRF-

TOKEN=eyJpdilgikdk\"MncnRh QX proHNtibGhHaZ3 FUBIERPS|sinZhbH W joi TUky TWd De UI2WUIhEAWW I dk4 DbHItM 28 p\IBigiMe Xy ZFBIRVR GWWiBz SSBMN Y
BMBEVubGhpRUBEWN2MIctwb 1FYaESKMZHUE xreGINR 2k RGENITLX Rk SngdemeuZZhdndz SiF clx SULE4T 2RaTIRUZ0WEemJNWHZ TN 1YILC A WO
JIMWRhZmMIMWEZNzMZ Ty MOcwNDRmO DEENj R OGR0& kR 0DAY mRIZWZhZTUIOTMeMecIMz Fr'y ZimMNWE 40 U 1In0%:3D0; expires=Thu, 02-Dec-
2021 03:26:35 GMT. Max-Age=T200; path=/; samesite=lax

Set-Cookie

caru_session=eyJpdil§impraviNyZUITS 1 pUXFnWEY 3R Ut4d 0 EBPSIs InZhbHW ljoiMmipd VB Jhw TS L ENWEF sQnBE Y dibnBpd CrouUrndi WWF ielikKWOMET

AAR] AL A B A e i R ID R Y DA R A bl Dl T A A0 S A Y S C LA -4 D1 IR SO TRlma S| RARRIL T A D M TR D O R D OOT 1 A et AR A O e DL SWLAN ™

301




1T N W o Pl PRI W R i 11 0 T ] WAL I Sl AP 1S4 el B B A PR | ¥ PL el ¥ WA 0%V F P MmN D WL I VA il L% M Vi ¥ DDt 2O | W

BMEEVUbGhpRUEWW2MIcitwb 1 FYaESKMZHUE e GINR2ccRGENVITLX Rk SngdemxuZ I hdndz StFel=SULET IRaTIRUZIVBemMWHZ 1M 1YILCK Y WIWiCH
JIMAWRhZ mMiMWE 2MzNEZ Ty NDowMDRmODEEMNRjOGQ0ELEODA Y mRIZWERZ TUIOTMEMecIMzFm Y ZinMWE M| U1 In0%:320); expires=Thu, 02-Dec-
2021 03:35:235 GMT, M=xe-Age=T200; path=/; samesite=lax

Set-Cookie
can_session=eyJpdilGlimpravMNyZUITS1 pUXFnWF T 3RUt4d0ERPS s InZhbH [josMmilpd VBN jhwTrkS LMW sCnBZY 1 dibn BpdOeouUmdi CWWF telllVOMET
WLz dWeG:dtDmMNBMNXRWIWzMNmRIhn T 1d{VERy QM X SF PWSzk 1 RULSSZRTHmSa Vg NHY = T2dX R Dd Qe 05R g hENnRRAT JCAGAMABPQmpR O WD
whliL S AWMICilzMGEx A GFZmZhNDZhMTAIM Dl MTEWMTe2Y 200 mRjNMNjODg32WjZ DOz ODI2MDhk Y jO20TO27 DAOMjdh Mdiln09630;
expires=Thu, 02-Dec-2021 0:3:36:35 GNMT, Max-Age=7200; path=/; hitponly; samesite=lax

Caontent-Length: 284

ADDCTYPE himl=
<himl=

2.4, hitps:/ftest-caru.welcometw.com/login

Summary
Severity: Medium
Confidence:  Firm

Host: https:iftest-caru welcometw.com
Path: fNogin
Issue detail

The following cookies were issusd by the application and do not have the secure flag st

* XSRF-TOKEN
* Caru_session

The cookies appear to contain session tokens, which may increass the risk associated with this issue. You should review the contents of the cookies to determine
thesir function.

Request 1

POST fogin HTTRIM.1 -
Host: test-caru. welcometw. com

Caookie: XSRF-

TOKEMN=ey. pdilblky 4OUMBMIVER ER4OmIWH VIR VRwbVEBPSIsinZhbHY1ljoiS3h EalsMUTTY 5jRELVRKEHNOemtC O2h YhZxogLkd HED 1 HYWES U TLd LM C
c2dTRFhgM2RISYid S 0eGpxdin OM2 hed Lt 3 0mnpDibk.ya3pSH2ZRKOXVgS2h SWkFvy mB0d 0FPenFtUFphZ2 W hvOF R e GB0TmEIDMDMmME GV mEa
MIALCIE WKEDIJINDe Y Ty 1 zChatzBiOT I OWF ZD11 Mzk 1 MUWE M| BiMU4ZWEDWRIDD Q=2 WF M2 1ZM2MzMaVEMGZN WM Ddkdn 09630,
can_session=eyJpdilGIkR 1R czazFZdkI552RIATVR S GirMEEBPSIsInZhbHVljoi 3creUp SOESyNDM S IERd 24 UEV GMN V1 LM IUROMAVX RzREMMeNpiS3Fu
MnBBKzMxUCHY jFwveCtGMWYPemMMVLZoeDMriVkRjbzhaME 8L ZzF relpLS0pY UDezMN1ASM2t LY np2dFISRnd 1 ULEtd 0EwbW.aZEdDLeduR Ty wRmoZnlil
CUE WMECDIIBE TNhNGFODk Mz F iZjMICG O mE3 OTe 3 rmFh OTJINzd Njgy MWFRMmRkOGEMThIY e MWL ZT g2 Nz AN Y yInD %30

Caontent-Length: 113

Cache-Control: max-age=0

Sec-Ch-Ua " Mot A;Brand",»w="208", "Chromium’;»="83", "Google Chrome",v="03"

Sec-Ch-Ua-Mobile: 70

Sec-Ch-LUa-Platform: "Windows™

Dnt: 1

Upgrade-Insecure-Requasts: 1

User-Agent Mozilla/s.0 (Windows NT 10.0; Wing4; x84) AppleWebkit'537.28 (KHTML, like Gecko) Chrome"26.0.4864.45 Safari’537.20

Origin: https:itest-caru. welcometa.com

Content-Type: apolication/x-www-form-urencoded

Accept text’hitmnl, appicationt<html+:ml, applicationsoml;g=0.8,image/avif imagewebp, imagelapng. **;q=0.8, application/signed-exchange:v=b3;0=0.0
Sec-Fefch-Site: same-origin

Response 1

HTTF/1.1 202 Found

Server: ngins'1.21.3

Caontent-Type: texdt'html; charset=UTF-2

Connection: close

Cache-Control: no-cache, private

Date: Thu, 02 Dec 2021 01:32:14 GMT

Location: hitpsiitest-cans welcometaw.comi'admin

Set-Cookier XSRF-

TOKEM=ey.JpdilBikpDoy U202 pg OGN WRySTFUT G WHe 8P SlsInZhbHVI ot WnB MM T 3042 FELUERY UFIGWmth W TRIMUSLMFIhS2s0R 2k 2dEdSek. kel
Eyb\WWrUUF X diOWFREN=ICRHREM kG a28F MBI J4albranp\Wejl2Mj2 a7 ExG02p3dn Ok 1 lew Q212U RINLN GpaM2ZRW Y kFh Rmc2bXILbFZ OSkYILC
JECWRICH I0ZTE4MGM 1 MNQzMNIP TR Ty MmEyZ 61 Mzl 0MFI2WQE2WMINcz MDIxMGIZ Y 2FIZjM 1 MDIh Y 2USMzCwyYmE 1In0%30; expines=Thu, 02-Dec-
2021 03:32: 14 GMT, M=x-Age=T200; path={; samesite=lax

Set-Cookie:

can_session=eyJpdil&lipLbVpVMOsE TN OVFyONVBZZ 3MSUKESPSIsInZhbH VI ljoiSFosd MRIWILCA oxdWjhjaWNNR 1V UMzl 00X g5cHB 2 MNP T 2pullzhmb
T 20y K2hDal My Ltz X RHOWFL cldz L3Viwe X h2 K207 203LNVBB UM DL 2gyMnF gd Dedakhzb DK Rnkow RN WL GESVELzd 1dHS 0dzMGEE TFWOMjML
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| <IDCCTYPE himi= -
<himl>

2.5, hitps:/ftest-caru. welcometw.com/login

——— "
| Previous | [ Mext )
', LN J

Summary
Saverty: Information
Confidence:  Ceriain

Host: https:fitest-caruwelcometes.com
Path: Togin
Issue detail

The following cookie was issued by the application and does not have the securs flag set
* remember_web_50balfaddcZb2fB401580f01407i582a4230080d

The cookie does not appear to contain & session token, which may reduce the risk associsted with this issue. You should review the contents of the cookie to
detarmineg its function.

Request 1
POST Nogin HTTRM.1 -
Host: test-caru welcometa com
Cookie: XSRF-

TOHEMN=ey.pdilBIWO0hE K1 IdWFHOZE R 265 S2IrvIERPSIsIinZhbHYljoia\Whe T 2F 10T E0WLUZ EazerRVE4SURNS DV TAIrRnHMowal RZ el vioQ3hibFF TWH
p4OULKEQ3K1 52 VE 1F T25uRZ) 3aWIkR ExsRXd CVORIBOF KB DO TISNEseX NG T zZ2S RmikwS HMOL DkyRz V. e CS2WmNRdkdBWBnMDgwh IV RyLizgil Tt
WM JhMmU Zji0Mz LI TR 40 zlow™ zESMDI4NGRhCTEy MG CrahmibMny TdmM TR MNMNzCVWMEN TMzM2 Ewy 203MDdiMDdhin 046 30;
caru_session=eyJpdilGll. JQc2pPNzd Y20 ZL 1IURDRIMIV GVGe 8PS IsInZhbHWIjoiZ DdzUk JHS Dhuel Lwb Wk 2VPMGpmdWNCdIhaR 1R QaHhF SIF e Thd
2y S0h2a0ir MY X 00cTQxaF J8R=zdycnglaz ASWVW S TmRWRngyeIB2dWENCE Y 121J05 DdHBS s JpramdmMnZ5M 2h RejdnNIAE y WM ZWHMPWRBMTmh
DOALC I WNEDIEO WIADMFRNT RIY 2l MDA 1 MWI0ZDg OMjF E T WML gy 2 ExMVNTMEZ Te4Z DVh Ym0 0D e SO TBRNWIwhizl 3 In0% 20
Content-Length: 112

Cache-Control: max-age=0F

Sec-Ch-Ua: " Mot A;Brand",w="208", "Chromium";w="05", "Google Chroma"v="04"

Sec-Ch-Ua-Mobile: 70

Sec-Ch-Ua-Platform: "Windows"

Origin: htips:iftest-caru. welcomete.com

Upgrade-Insecure-Reguasts: 1

Dnt: 1

Content-Type: application’=-www-form-urencoded

Usar-Agent MozillaS.0 (Windows NT 10.0; \WinG4; :54) AppleWebkit'537.28 (HKHTML, like Gecko) Chrome25.0.4864 45 Safari'537.25

Accept textdhbnl, appbcationtzhtmi+:ml, applicationmi;g=0.2,image/avif, imagewebp.image/apng. “*;q0=0.8,application/signed-exchangew=b3,0=0.0

Sec-Fetch-Site: same-origin T
Response 1
HTTP/.1 302 Found —

Server: nginx'1.21.3

Content-Type: teccthtml; charset=UTF-2

Connection: close

Cache-Control: no-cache, private

Date: Thu, 02 Dec 2021 01:37:48 GMT

Location: hitps itest-can welcomehw comiadmin

Set-Cookie: XIRF-

TOMEMN=ey)pdilblkSsUjJ20W e Ws 1aWpNQkYFbnovRmceBPSIsinZhbH o TnyWeFhg SV RM2YWye D WUINEF | T WIF DT WS PYWWEYZ Dh4 LV FpMUSSRW
MNBMZIXTLZ20UZKeDR2TOpeS Do USSP ULkeeGhPe 1 FEMIZMOWeSWHND S FR2VmecRUFEANZTZHMNGVF RATVESblrRHFy Znd MelMmb LEWRTF ToWg2M
n& T UGALCH Y AMICHDOTdl Y IME Y rml 3Ny 2 L Z TNz UMz FIMIMO MDAy MY 2 WEmy TV T 4N 21 2M20GMEOTEY Y 2d MG MWz InD %3 0x
expires=Thu, 02-Dec-2021 03:37:48 GMT, Max-Age=TZ00 path=/, samesite=lax

Set-Cookie

caru_session=eyJpdildlkl=Z3VEVT LI Es10mFkSHRvEERrancBPS |sinZhoH W1 oi Zk 8T 3ZRMWG3WHMCY 1 22 kRm Y BLBUFJZ20Gdphk 1 SM1hINURMNY 1
WzNmMFMMDEzQ3FEK 1IBZjRIMEsycytLSHIzg Lh-DOTBMaExRZGsxRGM=d EhVve Fi TEgW 1IBMIUNEY AEN 1 ASZ g REtSUIloNZ28vSHECMDZ SQX ptTOpY ZGEi
LA WIMICH3NDImMNTRCDZhZ Wk NTFh Y z O AZ Ty WD Z T I0ZDA4O DM Y jod M e ZE4ZmMIZT Uy T QyZmiU 2 Rimkizdkin0% 30, expires=Thu,
02-Dec-2021 03:37:43 GMT. Max-Age=T200; path=/. hiiponly; samesite=lax

Set-Cookie:

remember_web_5%balEaddc2b2f2401 52800 14cTi58e 242208808 d=y JpdilBIm 1jNWIHZEROMNUR DY LIcSSzI0S X owMN2c8PSl= InZhbHY jei FSRHpSRTH1S0RW
d0dCTKRrZWUvdlhPb 11SbDE3a0oybStuR2d W T3dldnpgbjRsUZWVMY TAAUNOUOIE E2OXp4+02d MG 1ERSIhZ] W TZGEXYIdhNGEUUDFFUUZNRDUNY -
kOl S sboreMIEF 1 AF ndbA RS nn R HA 1 nl Billal Eridot® TEE O nhnbid Selh Y AW RR din bRl T O TINR R IRFwsfniseHnn R L IEW T w2 h

3. Cookie without HttpOnly flag set
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There arz 3 instances of this issue:

"
= [admin
= flogin

Issue background

[f the HitpCnly stirbute is =2t on 2 coolie, then the cookie's valus cannot be read or set by cient-side JavaSerpt This measure makes cedain dlient-side attacks,
such 3= cross-site soripting, slightly harder fo exploit by preventing them from trivially capturing the cookie’s value via an injected script.

Issue remediation

There is usuzlly no good reason not to set the HtpOnly flag on all cookies. Unless you specifically require legitimate client-side seripts within your application o
read or 5=t 3 cookig’s value, you should st the HitpOnly flag by including this attribute within the relevant Set-cootie directive

“fou should be aware that the restrictions imposed by the HipOnly flag can potentially be circunmented in some circumstances, and that numerous ather serious
attacks can be delivered by client-side seript injection, aside from simple cookia stealing.

References

= \Web Security Academy: Exploiting X355 vulnerabilities
= HitoOnly effectivensss

Vulnerability classifications

= CAPEC-31: Accessing/InterceptingModifying HTTP Cookies

3.1 hitps:/ftest-caru welcometw.com/
Summary

Severity: Low
Confidenca:  Firm

Host: https:/ftest-caru welcometw.com
Path: I
Issue detail

The following cookie was issued by the application and does not hawve the HitpOnly flag set
* XSRF-TOKEN

The cookie sopears to contsin 3 session token, which may increase the risk associsted with this issus. ou should review the contents of the cookie to defermine its
function. This isswe was found in multiple locations under the reported path.

Request 1

GET /Hfacebook/auth HTTFM1.1

Host: test-car welcometa com

Accept-Encoding: gzip, deflate

Apcept =

Accepi-Language: en

User-Agent Mozilla/5.0 (Windows NT 10.0; Wind4; x84) AppleWebkKit'537.28 (KHTML, like Gecko) Chrome/25.0.4838.54 Safari’fa7.28
Connection: chose

Response 1

HTTFM.1 202 Found -
Server: ngine'1.21.2
Content-Type: teesthtml; charset=UTF-2
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Date: Thu, 02 Dec 2021 02:28:12 GMT

Location: hitps:fwwa facebook. comiv3. 3dialogioauth Pelient_id=1438080072328334&radiract_uri=https%%3A%2F3%2 Flest-

caru.welcometw comM2Ffacebook W 2Fauthcallback&scope=email Gresponse_type=codefstate=HAQpthGriQIDIFLIERCOBVYRIBSTSEF sIVETZuot
Set-Cookie: XSRF-

TOKEMN==eyJpdilSinMnlD )y RmUETnlK U0 alF 2y proWeBP S sinZ hbHjoiOF hwbEMNmMEHo0a28We 3 ISNY R mh TRkptQ 1F JaDUlVUDwe TIEaVEZRMseG
CWnFEUHZJUHZ 6L 1c2cG8vUGEy QUs0VEBhUDCrZ DdjaUUzbHodeX Az d 1FNRHgleEZXWGhOWVIZqouWpUID 4 UL Cdkd CMId TWAMNodrmtHOThiVERTA20iILC
JEWMICLZDdmMTZ Y TAMzZ IMZ et EY 1Mzk 1 Z T hZDimZ Dew' z FrmOMWAEE GVIZDIZ Y Ey OGEZY mNmMzly MW wZ GUIY TUSIN0%30; expires=Thu, 02-
Diac-2021 04:28:12 GMT, Max-Age=7200; path=/ samesite=lax

Set-Cookie:

canu_session=eyJpdilGlkdfTUSA U sdVBlemlSR2V TZm Y 0SVEDPSIsinZhbHWIjoidStGR 1 Ind FZnUvQ2 MMEzVIB M Wpn T 2ASZ0dCZERwWEWIzRORrSmMNIE
G565kZ EdmiVakbxehORE 1200WWL 1doSjFFOn=0WMiovUI 2t SelMENXpSWMa X Z2vaEpKS CHQ1hEVXpSjlpY nd2WUQdeFd UINOpM Y W2 Sk e DEMNQZ Dol
CHWMICIJIZTVENT VM2 OTUH Y TdIM MM QST 22N Y OMm Q4 OThz0GQA2Nae MGRINz MENWEM Y 2gz Y TM 0T h Y 2e4Z TISN0%30; expires=Thu, 02-
Diac-2021 04:28:12 GMT, Max-Age=7200; path=" httponly; samesite=lax

Caontent-Length: 1202

=IDOCTYPE himl=

Request 2

POET fagin HTTRM.1

Haost: test-car welcometa com

Cookie: X3RF-

TOKEM=eyJpdilGIEWA0hEK 1 JdWFHQZER 26552IrIEAPSIsInZhbHWTjoiz\Weo T AF IQTEIWU ZEazerAVE4SUhNS DV TAIrRnJHM cwal RZ el Vo Q3hibFF TWH
p40UEAL 152 VE IFT25uRz)3aWIkRExs R d C\WVIRIbOF Kb DR OTISNExseXMNGTzZ25S RmnlwS HMOLDky Rz e CE2WmMNR dkd Wi BnMDgwh IV Ry LzgiL Tt
WIS JAMmU Zjl 0z LM TM4Mzkow' ZESMDI4NG RO TEy MG CrwMmibiwy TdmM TWVh MMMz iCWNEM TMzMZ Ew'y 2203 MDdj MOdhind3630;
can_session=eyJpdilGllJQc2pPNzd Y ZIWZL 1IURDRIMOVGYGe8PSisinghbHWYIljoiZ bdzl ik JHS ThueX Lwb W VPMG pmdWNCdIhaR 1RQaHRF SIFXe Theis
Ry S0h2a0ir Ay X M0cT QxaF JARzdyenglaz ASVWST mpWRngyelB2dWENCE Y 12105 DdHES s 2pramdmMnZ SN Zh Rejdn MASy WINZWHMPWRBMTmhL
DL WM B WO FEN TR 21 BMDA 1MW DZDg OMIFZ T ge WL gy 2 Ex MW NTMSE Te4Z DV 0 OO0 c SO TBRMN WIwMz U2 In0%30
Content-Length: 112

Cache-Control: max-age=0

Sec-Ch-Ua: " Mot A;Brand™;w="28", "Chromium,v="8G", "Google Chrome"vw="8G"

Sec-Ch-la-Mobile: 70

Sec-Ch-Ua-Platform: "Windowes"

Cirigin: hitps:iftest-caru. welcometw.com

Upgrade-Insscure-Requests: 1

Dint: 1

Caontent-Type: application/s-wanw-form-urlencoded

User-Agent Mozillas.0 (Windows NT 10.0; Wing4; x54) Apple\Webkit'537.28 (KHTML, like Gecko) Chrome/26.0.4864.45 Safari/537.25

Accept texthitnl applcationixhtmi+xml, applicationsmi;z=0.8,image/avif image’webp,image/apng. *™;q0=0.8, application/signed-exchange:v=03;0=0.8
Sec-Fetch-Site: same-origin

Response 2

HTTF/M.1 302 Found

Server: ngine'1.21.2

Caontent-Type: tessthirnl; charset=UTF-2

Caonnection: chose

Cache-Control: no-cache, private

Date: Thu, 02 Dec 2021 01:37:48 GMT

Location: hitps:/ftest-caniwelcometw.com/admin

Set-Cookie: XSRF-

TOKEM=ey.JpdilGikbs LiJZ0WNWxe\Ws 1 aWpNQKWF bnovRmeBP SIsinZhbHW oI TnWeFhgSWeaRMEWye DIvUINAVER K TWIF DT WS P WWEyZ Dh 4LV FpMUSSMMW
NBMNZJXTLI20UZ KeDR2TOpzS Dioai/ USPY ULkecGhP o1 FEMIZMOW e B WVHMNDSFRZVmlccRUFSANZT ZHMGWF ROTWVEBSbErRHFyZ ndMedNmb UV RTF TEWg2 i
nATUGELC AWM DOTdIYjME Y 3N Q2 Y z L Tk Nz 0Nz FINGMOMD Ay M 25 WEmy T ThaNZ1ZM2 Ji0GMEOTEy Y zd IM G =MWIzIn0%20;
expires=Thu, 02-Dec-2021 03:37-48 GMT, Max-Age=T200: path=/; samesite=|ax

Set-Cookie:

caru_session=eyJpdilGIkixZIVEVTZLZES12mFkSHRYSERancBPSIsinZhbHWjoiZk 8T 3Z RMW S WHMNCW 1 ZZ ¥ kR ] BLDU W FJZ0GdpMk 1SN 1hiMUply 1
WzNmFMMDEzQ3AFEK 1IBZjRIMEsycytL SHIzojLwOTBMaExRZ G5 RGMxd EhWej Fj TEgw™ 1IBMUVE WA ABVZ Vg RKES UIloM28wSHECMDZSQX pt TOp Y ZGEi
LS WNWIICE I 2NDImMNThODZhZ VENT Fhy z fOWL 32 Ty WO Z TIDZ DA SO DM Y o N wiN ZE4Z2mM3Z T Uy Y T Oy ZmU 22 jRmzdkin %63 0; expires=Thu,
J2-Dec-2021 02:37:48 GMT, Max-Lge=7200; path=/; htiponly; samesite=lax

Set-Cookie:

remember_web_58balGaddc2b2f2401 5800 14cTi5Eea4e3088Bd=ey JpdilGIm 1jMAIEZER DMURQY Ue5SzID S XowM2cBPSIs InZhbHY1 ljoi LRBSRHpSRTH 1 S0RW
ddCTERrEW UvdOh P 115b0E3a0oybStuR2d T 3dldnpgbjRsUz Wy TdWWIUMOUDIIL E2 0 p402dI G 1 ERZJhZ] 1WWHITZGEX Y IdhNGEUUDFFUUZMRDIMY
O WS sk AMIE T RAE nAMM AR T Grn R Ho 1 pl B al Erbdmt 3 T SE O inhinbid el 1Y AWM= WER R A= uinhG Rl Do MeOmWWTINMN YR IRFw=a0vnieHnn R LIFWT Fwhi?h

Request 3

PCET Nagin HTTRM.1

Haost: test-car welcometa com

Cookie: XSRF-

TOKEM=eyJpdilGIky 4OUMIMIVERE40mIWd 34 RVEwEWVERPSIsInZhbH VI joiS3h EalSMUTTYajRS UV Ke HMOemtC Q2 h b ZxagUkd HED 1HWESUS T Uwd 1T
c2dTRFhgM3RIS\kyd U50eGpedin) ON2 wd Ut3 2mp Dbk ya3pSH2ZRKOH g5 2h WK maod IF PenFtUF phZWUvOF Rt UZ Y xeGR0TmZ 22NN DMmZGYmBe3
MALCIFWMECIJINDc 2 T 1Y zChazBiOTJIOWFZDN 1 Mzl 1 MWEAMBMU42WET WD D Cz2WFM2Z 1ZM2MzMeVEMGZT WIhMOdkin0%:30;
caru_session=eyJpdiliIkR1RXczazFZdk05S2RIATVE S GrNEESP S IsInZhbHWIljol 3cre Up SOESy MO S 00 Rd 2 IEVGEHN] W1 L IURDITMY RzRENMe\piS3Fu
MnBBKzMxUCH Y jFvcCiGMWPemMNWWVUZoeDMiVkRjbzhaM S8 ZzF relpL30p UDezM1 ASMZILY np3dF 1S Rnd 1 UUEtd0EwD W . aZEdDLzduR T wRmoZ Y nliL
CIty WMECIDZTNRNGIFODKMMzFiZiNIDG 24y mEZOTe Y mPhOTJINzdIN gy MWFRMmPEOGEMTRMjo 1 MWUZT g2 Mz A3 N2y In0 %30

Content-Length: 112

Cache-Control: max-age=0

Sec-Ch-Ua: " Mot A;Brand":v="88", "Chromiumv="86", "Google Chrome"v="85"

Sec-CTh-lla-Mobile: 70

Sec-Ch-Ua-Platform: "Windows"
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Response 1

HTTF/.1 302 Found -
Server: ngine'1.21.3

Caontent-Type: tedhtmil; charset=UTF-2

Connection: close

Cache-Control: no-cache, private

Date: Thu, 02 Dec 2021 01:35:35 GMT

Location: hitpsiitest-cann welcometw.comiogin

Set-Cookie: X5RF-

TOHEM=ey.lpdilgikd\"MNronRh QX prbHMibGhHa3FUBIERPS I sinZhbHy1joi TUky TWd DelUL2WUHFWW. K died DEHIN 2 Bp\IBiajMe Iy ZF BIRVR GWHIZSSEMN YV
BMEEVUbGhpRUEW2MIcitnb 1 FyaESKMZHUEre GINR2I: RGNV T Rk SngdemxuZ I hdndzSitFel=SULR4T IR TIRUZIWVBemINWHZ 1M 1YILC A WIWICE
JINAWRhZmMIMWE 3Nz NZ Thy MDowMDRmO DEENRj 0 GR0 Gk CDATY mRIZWERZ TUZOTMEMecIMEFm Y ZimMWE M| U 1 In0%30; expires=Thu, 02-Dec-
2021 03:358:35 GMT, Max-Age=T200; path=/; samesite=lax

Set-Cookie:

caru_session=eyJpdilSImpraNYZUJTE1 lpUXFrnWFY 2R Lt4d0EDPE = InZhbHW joiMmilpd VB Y] TS LR MWF s QB2 1 dibn Bpd Teou Unnd i VVFIIWVOMET
WL czdW e GeddDmNBMNY RWMzMmRkhn T1djVERyQkMXSFRASzk 1 RUKSSZRTHmSalL WV dMHY = T2dXRDd Qe 5RohBNnR RRT JCAGrABPOmpROVTY WD
whlHi LG WMICI zMGEZ GFEmZhMDZNMTJIMDloaMTEwMTe2 Y 200 mRjMMODg 32W 2D 0z ODI IMDhkY jR2 0T Z DADMdhMdilnD 9630
axpires=Thu, 02-Dec-2021 03:238:25 GMT, Max-Age=T200; path=/; httponly; samesite=lax

Content-Length: 284

<IDOCTYPE himl= -
=himlz=

3.3. https:/itest-caru.welcometw com/login
Summary

Saverty: Low
Confidence:  Firm

Host: hitps:iftest-caru welcometw.com
Path: Nogin
Issue detail

The following cookie was issued by the application and does not have the HitpCnly flag set
* XSRF-TOKEN

The cookie sppears to contain 3 session token, which may increase the risk associated with this issue. “You should review the contents of the cookie to determine its
function.

Request 1

POET fMagin HTTPM.1 —
Host: test-carn welcometw. com

Cookie: XSRF-

TOKEN=eyJpdilGliky4OUMIMIVERE 40N 3V R\VEwbWYEBPSIsInZ hbH oIS 3h Ea05MUTTY 5jR SR Ke HMNOcrtC Ci2h b ZxgUkd HE D 1 HWB Ua T Ud LM C
c2d TRFhgM3RISViyd 5 0eGredn) ONZ dUit3mp Dbk ya3 pSKZRKCH g S 2hSWkFv m30dOF PenFtUF phZWhOF R G e0TmZ3 MWW DMmZ GvmEa
MALCIEAWMECIJIMNDe 2y T 1 zChahlz BiOT I OWF ZD1H 1 Mzk 1 NAWE4M B MjU42 W WO D Ce2WFMZ 1ZM2MzMz VkMGEN WIRMDdkin 0% 30;
caru_session=eyJpdilGIkR 1 RxczazFZ a8 S2RIATVKSGrNEESP SIsInZhbHVIjoiV 3crcUp SOESyNDM S MERd 2 UEVGN V1L IURDITMXRzRENMeVpi53Fu
MnBBKzM=UCHY jFvcCtGMWYPemMMVU ZoeDMriMkRibzhaM S 8L ZzF relpL30p UDczMN 1 ASM2iLY np23dFISRnd 1 UUStd 0EwD WaZ EdDLzduR T wRmodYnlil
CUtWAMECIIBZ TMhMN GUFODkIMzFiZjMIC G4 mES OTe3 Y mFhOTJINzd Mgy MWFRMmRROGExMThHN jo 1 MAUyZ Tg2 Mz ANy In0 %30

Content-Length: 113

Cache-Control: max-age=0

Sec-Ch-la: " Mot A;Brand”;v="88", "Chromium;v="2G", "Google Chromsa"wv="83"

Sec-Ch-La-Mobile: 70

Sec-Ch-La-Platform: "Windows™

Dint: 1

Upgrade-Insecure-Requasts: 1

User-Agent Mozillas.0 (Windows NT 10.0; Wind4; x54) Apple\Webkit'537.28 (KHTML, like Gecka) Chroma/e5.0.4054.45 Safari’5a7r 38

Crrigin: https:iftest-caru welcomete.com

Content-Type: apgplicationx-www-form-urencoded

Accept texthibml, applcation<html+:ml applicafion’mnl;p=0.2,image/avif imagewebp image/apng. **;q=0.8, application/signed-exchange:v=b3;g=0.0 o
Ser-Fetrh-Site same-nrinin

Response 1

HTTFM.1 302 Found -
Server: nginx'1.21.3
Caontent-Type: tedhtml; charset=UTF-3
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Set-Lookie: ASHE-

TOKEN=ey.JpdilBikpDc\ U202 pg OGN WRYSTFUTGpMWHe8P SisInZhbHWIljonWnBMMEJ Ty 2U0d2FSUENY LFISWmEWTRIMUSLMFIhS 2s0R2k2dEdSek kel
Eyb\WWrilUFX 4k OMFRENZICRHRZMK5a28 FMmBRMZ.] 4a MranpWejl2 M2 a2 Ex5Q2p3dnOb Tkow @2 2U§U1 R 2hLN GpaMZRWY kFhRmc2bXILEF 205 kYILC
JEWMIOH IDZTE4MNGM 1TMNQz MY T ThiyMmEyZG1 1 MzIOMjFIDN2EDWNINjcz MO MGIZ Y ZFIZjM 1 NDIRY ZUSMzOwmE 1In0%30; expires=Thu, 02-Dec-
2021 03:32:14 GMT; M=-Age=T200; path=/; samesite=lax

Set-Cookie:

caru_session=eyJpdilGllpLb\pVMIsET I QVFyOWBzZ NS UKESPSIsInZheHVjoiS Fox X RJW LA o= Whja WM 1W UMz 30X g SeHB 2MEMPT 2pulizhmi
0w T30y KZhDal WMy Utz X RHOWFLckkz L3VWwe hz2 K20z Z202UNBBcU 1 0L3gyMnF gdDod akhzb DU K Rnkw RN WlWUeve GESWVELzd 1dHS DdzMGLE TFWVONMU
OYILCJEWMEDIT Y Q40 TREZT BjMNjLMOMZUOMDUN TR NTBIMGEWZ TIzZWUeY TR ZREY TAOM2M 1 MDBRMNrnMmMDI SNJESZDASMT Eyin0%%630;
expires=Thu, 02-Dec-2021 03:32:14 GMT, Ma=-Age=T200; path=/; hitponly; samesite=lax

Content-Length: 284

<IDCCTYPE himl=
<himl=

4. Password field with autocomplete enabled

I: Previous :I I: Mext :I
Summary

Savarity: Lowr
Confidence: Certain

Host: hitps:iftest-caru welcometw.com
Path: Nogin
Issue detail

The page contains a form with the following action LIRL:
= [hitpssitest-caru welcometa comilogin
The form contains the following password field with autocomplete enabled:

*  passwond

Issue background

Nhost browsers have a facility 1o remnember user credentials that are entered into HTML forms. This function can be configured by the user and also by applications
that employ user credentizls. If the function is enabled, then credentials entered by the user are stored on their local computer and retrieved by the browser on
future visits to the same application.

The siored credentia’s can be captured by an attacker who gains control over the user's computer. Further, an attacker who finds 2 separate application wulnerakbility
such 3= oross-site soripting may be able to explait this to retrieve 2 usar's browser-storad credentials.

Issue remediation

To prevent browsars from storing credentials entered into HTML forms, include the attribute autocomplete="off" within the FORM tag (to protect all form fialds) or
within the relevant INFUT tags (fo protect specific individual fields).

Pleas= note that modern web browsers may ignore this directive. In spite of this there is a chance that not disabling autocomplete may cause problemns obtaining
PCI| compliance.

Vulnerability classifications

= CWE-200: Information Exposure

Request 1

GET flogin HTTF/1.1 -
Host: test-caru welcometw.com

Cookie: X3RF-

TOKEN=ey.JpdilBlkFTIBWY T ye\ JUDWEwa CorZkiB M2 cBPE]s InZhbHW |jos DU Sbkdha BV C TUdoempo MX ez K2RIFXI SMNGRX KA NV WV C LA 2dWF Ceniiy Wi
JpTERZRCs2aDJJeERTWIMAS2RzeVNPZGpCNERZVdPOGRWEFMNWR U1 ZULN e TWWOHZX Q2 ME O]l RmeF pLks4Zkd IS np4RAT W R2Y MU
MGHILCIOWIMICI200Q1 Mze3OWLIwNTBRMDEIZ W 2QzMmIEZNZUwWE Te2MNWVhMTBRMGHNjNWh Y IZhMDAZMDIRNDEZ Y zdjNmNEZmMIIn3630;
caru_session=eyJpdilGllUZMEF To\WMsb FNudjluCDhTUE:xd FESPSIsInZhbHVljoicEptRDFwiWnhHQ2 18dHpEVHZIMzROZTVAT 1'WUIBF Codx MV WVaDPWS2
gy Q2FNZZkERVIZ 2l T2 JEZHAFF DRz ErZ U pkeFFMEZpmyFVIKWIRNSERW T v SKVPHIMAMXZhWF ZR £y BplzhgMy szaEwrSmhx a2 X MFloal Fy'5 128MWE
LCHWWIOLIMen Y 2007 ZNjQ 1 CWEYMTMEM TN = OOMENAZZmFm2WZm Y ZM40TQ 1 NDMIY 2N WMz Iz CWES Y z2FmMjc4NZYyIin0%30
Cache-Contral: mas-age=0

Upgrade-Insecure-Raqueasts: 1

Dnt: 1

Usar-Agent MozillaB5.0 (Windows NT 10.0; Wind4; ©54) Apple\Webkit'537 .26 (HHTML, like Gecko) Chrome25.0.4864.45 Safari’537.28

Accept textibml, appication’xxhtml+:ml applicationtonl;g=0.8.imape/avif imagewebp.image/apng. **,q=0.8, application/signed-exchange:v=b3;q=0.9
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate
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Sec-Fetoh-Usar: 71

Sec-Fetch-Dest: document

Sec-Ch-Lla: " Mot A;Brand”,w="28", "Chromium’;w="84", "Google Chromsa"wv="88"

Sec-Ch-Ua-Maobile: 70 o
Sier O Llz-Platfom "Windows"
Response 1

HTTFM.1 200 OK -
Server: nginx'1.21.2

Content-Type: teedt'html; charset=UTF-2

Connection: chose

Cache-Control: no-cache, private

Date: Thu, 02 Dec 2021 01:38:38 GMT

Set-Cookie: X3RF-

TOKEN=eyJpdilGIkIWA0hEK 1 JIdWFHQZEM 26552 EBPS IsinZhbH VI joiaWhe T 2F IQTEWUZE azerRVE4SURNS DVTIIrRN HMY cwal RZel Vo Q2hibF F TWVH
pAOULGQ3K 152 VE 1FT25uRz) 2aWIkR ExsRdCWVORIBOF KEDRWVO TISNExseX NGTzZS RmwS HMOLJkyRz W Jo CEZ\WmMNR dkdSWiBnMDgwhIVRy UzgiL CJt
YWIOIJhMmUA Zji 00z LA TMEMzow ZESMDI4MGRhOTE y MG Crahnba Tdm M TV N Mz CAWMeN TMzM2Ew'y 203MDdjMDdhin03%30; expines=Thu,
02-Dec-2021 03:35:28 GMT, Max-Age=7200; path='. samesite=lax

Set-Cookie:

caru_session=eyJpdilGlJQcZ pPhad Y Z00W 2L 1IURDRIMOY GG 8PSIsInZhbHYIljoiZOdzUkJHS Dhuex Lwb Wb 2WFMG pmdWHCdIhaR 1R QaHhF SIF e The/
=y ElhZa0irhAtny X00cTxar JoRzdyengDaz ARV TmpWRNngy el B2dWENCE Y 10105 DdHbS s\ ZpramdrMnZ BN 2hRiejdnMAEy WINZWHNPWRBRM TmhLU
ZLCIDWMED B WMOM P TR 21 SMDA T MWD Z Dg 0N R Tgee VAN gy Y 2ExMVINTMEZ Te4Z DV Y imMO CDeBOTERNWIWMzU2In0%3D; expires=Thu,
02-Dec-2021 03:35:38 GMT, Max-Age=T200; path= httponly; sameasite=lax

Content-Length: 2427

<ldoctype himl=

<html lzng="zh-hant"= -
<head=>

5. Ajax request header manipulation (DOM-based)

e B Y
| Previous | | Mext |
. ALY .»

Summary
Saverty: Low
Confidence:  Firm

Huost: hitps:itest-caruwelcometw.com
Path: I
Issue detail

The application may be vilnerable to DOM-based Aj=x request header manipulation. Dats is read from document.cookie and passed to
xhrsetRequestHeadervalue.

Issue background

COM-based vulnerabilities arse when a client-side script reads dats from 3 controllable part of the DOM (for examnple. the URL) and processes this dsta in an
unsafe way.

Ajax request haader manipu'ation arizes when a soript writes controllable data into 3 header of an Ajax request that &= issued using XmiHitpRlequest. An aftacker
may be able {o use the vulnerability to construct a URL that, if visited by another application user, will set an arbitrary header in the subseguent Ajax reguest.

The potential impact of the vulnerabilty depends on the role of specific HTTF headers in the server-side application’s processing of the Ajax request. If the header is

used to control the behavior that results from the Ajax request, then the attscher may be able fo causs the user to perform unintended actions by manipulating the
neadsar.

Burp Suite automatically identifies this issue using static code analysis, which may lead to false positives that are not actually exploitabla. The relevant code and
execution paths should be reviewsd to datermine whether this vulnerability is indeed presant, or whether mitigations are in place that would prevent exploitation.

Issue remediation

The most effective way to avoid DOM-based Ajax request header manipulation vulnerahilities is not to dynamically set Ajax request headers using data that
ariginated from any untrusted source. This behavior should never be implemented for headers that hawe any role in contralling the effects of privileged actions within
the application.

References

= \Weh Securty Acadeny: Ajax request header manipulation (DOM-based)

Vulnerabilitv classifications
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'=-118: Improper Encoding or Escaping of Output
APECS: Argument Injection

Request 1

GET/HTTFM.A

Host: test-car welcometw. com

Accept-Encoding: gzip, deflate

Accept ™

Accept-Language: en

User-Agent Mozilla’s.0 (Windows NT 10.0; WinG4: ::54) AppleWebKit/537 .25 (KHTML, like Gecko) Chrome/25.0.4838 54 Safari/537.38
Connection: close

Response 1

HTTF/1.1 200 Ok

Server: ngine'1.21.2

Content-Type: tessthiml; charset=UTF-2

Connection: close

Cache-Control: no-cache, private

Date: Thu, 02 Dec 2021 02:20:12 GMT

Set-Cookie: XSRF-

TOKEN=ey.Jpdil8inR 1Y nhEaGlzcWNGd2] Dd2oe Q0MIQ3c8P SisInZhbHWIljolWGxZNmETb2pnvFIIM2 00 2dMNejd SbTWMAUI2c0iRCY xdmZRRUR TSWMyZF
VR loeDeMOrSURI Mt WA Y IFZUF Rd G 1 U ZEcWdhSCE T MWE UaHF gdmu s Qmivio GnBUZ k1 CekoyL 3N2eDMzMNzRMeHMMez RpTGhFYnB2dipn TWvb el
CIAWMECHT NzBINGISOTM=NmE4M2FhNDZkNDe2 NmFhMNjO4 Y[ EE Dhi A4 2 GO NT Y 2 EZ YL MTBIMGMzNZY Mz liNGFmIn0%30); expires=Thu, 02-
Diec-2021 04:20:12 GMT, Mas-Age=7200; path=/; sameasite=lax

Set-Cookie:

canu_session=ey.JpdilGinZhd3 Y zUS M GI4alvo Yy TS IRCCOESP SlsinZhbHWIoiMzNELUA W 1Y 20622 4wd TV sy BNcEpY 2k TUZorSHg 0ZniNhb X Ewi\j2
LUTBTeEglTGVieENIMjFua X RTSCIF SWUzd27 CO=dUR 1kwezBIbUZLT2 RXbjRnUitzd FWVWY mZuME.lieE 1 gMid0eFFBLAF 2MDNOdnd UMn10%0lzd 1ROR2wil
CIEAWMECH T WERE T AN GRINAM ] Y yEmRm O D2 MmOeZ GMwZ Qe MT I W E GO DREZmRNzhb Y TgeMmi1 Zjby 20kMjimin0%20; expires=Thu, 02-
Diec-2021 04:28:12 GMT, Maz-Age=T7200; path=/; httponly, samesite=lax

Content-Length: 7873

<ldoctype himl=
<html lang="zh-hant"=
<hazds

Dynamic analysis

Data is read from document.cookie and passed to xhr.setRequestHeader.value.
The following value was injected into the source:

d95s1adchcE2E2a T2 22" " " /95519 e/ »ed9551a%c 9 N bl rhd &

The previous value reached the sink as:

d9551a9cHcRITEIL" " d9521a9c9 ) > d9551a9cY9c N >blrlrkhd 54

The stack trace at the source was:

Object.WazNf (<anonymous::1:181933)

Object.hridT (<anonymous::1:572894)

HTMLDocument.Object . ccomputed: .get (<anonymous:>:1:589232)

Object.read (https://test-caru.welcometw.com/js/app.js:T461:32)
dispatchxhrfiequest (https://test-caru.welcometw.com/js/app.js:6389:17)
new Promise (<anonymous:)

xhradapter (https://ftest-caru.welcometw.com/js/app.js:6291:18)
dispatchiequest (https://test-caru.welcometw.com/js/app.jse937:18)

EEE

The stack trace at the sink was:

Object.ULnma (<anonymous::1:188817)

Object.llard (<anonymous::1:574598)

_Bxtdfeds (<anonymous::1:592957)

XMLHttpReguast._exddasid. XMLHttpRequest. ccomputed:. ccomputeds [as setRequestHeader] (<anonymous::l:492665)
setRequestHeader (https://test-caru.welcometw.com/js/app.js:6485:19)

Object.forEach (https://ftest-caru.welcometw.com/js/app.js:7o63:12)

dispatch¥hrfiequest (https://test-caru.welcometw. com/js app.js:6399:13)

new Promise (<anonymous:)

xhradapter (https://test-caru.welcometw.com/js/app.js:6291:18)

dispatchiequest (https://test-caru.welcometw.com/js/app.js:e937:118)

AAAAAARAAA

This was triggered by a load event
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6. Link manipulation (reflected DOM-based)

e LY
| Previous ) [ Mext )
" N J

There are 3 instances of this issue:

= loginbgoydjwd7u [URL path filenams]
= loginnymndwiGbek [URL path filename)
= loginyztz2hzTe [URL path flename]

Issue background

Refiected DOM-basad vulnerabilities arise when data s copied from 3 request and echoed into the appiication's immeadiate response within a part of the DOM that is
then processad in an unsafe way by 2 client-side script. An attacker can leverage the reflection to control 2 part of the response (for example, 2 JavaSeript string)
that can be usad to trigger the DOM-basad vulnerability.

DOM-basad link manipulation arises when a script writes controllable data fo a navigation target within the cument page, such as a clickable Enk or the submission
URL of 3 form. An attacker may be able to use the wulnerability to construct 2 URL that, if visited by another application user, will modify the target of links within the
response. An sttacker may be able to leverage this to perform various attacks, including:

Causing the user to redirect to an arbitrary extemal URL, to facilitate a phishing attack.

Causing the user to submit sensitve form data fo 3 server controllad by the attacker

Causing the user to perform an unintended action within the application, by changing the file or query siring associated with a link.

Bypassing browser ant-X55 defenses by injecting on-site links containing X555 exploits, since browser anti-X55 defenses typically do not operate on on-site
inks.

Burp Suite automatizally identfies this issue using static code analysis, which may lead to falss positives that are not actually exploitabie. The relevant code and
exacution paths should be reviewsd to determine whether this vulnerability is indeed present, or whether mitigations are in place that would prevent exploitation.

Issue remediation

The most effective way to avoid DOM-basad link manipulation wulnerabilities is not to dynamically set the target URLs of links or forms using data that originated
from any untrusted source. If the desired functionalty of the application means that this behavior is unawoidable, then defenses must be implemeanted within the
client-side code to prevent malicious data from introducing an arbitrary URL a= 2 link fanget. In general, this is best achieved by using a whitelist of LURLs that are
permitted link targets, and sirictly validating the target against this list before setting the Fnk target

References
= Web Security Academy: Link manipulation (DOM-based)
Vulnerability classifications

= CWE-20: Improper Input Walidation
= CAPEC-152: Input Data Manipulation

6.1. hitps:/ftest-caru.welcometw.com/loginbgoydjwd 7u [URL path filename]

—_———— .
| Previous | [ Mext |
\, AN J

Summary
Saverity: Low
Confidence:  Firm

Host: hittps:iftest-caru welcometw.com
Path: NoginbgoydjwdTu
Issue detail

The application may ba wuinerable to reflected DOM-basad link manipulation.
The value of the URL psth filename is copied into a JavaSeript string literal. The paylead bgoydjwdTu was submitted in the URL path filename.

The =iring containing the payload is then passed to element setAttribute href.

Request 1

310



POST feginbgoydpwd Tu HTTRM.1 -
Haost: test-caruwelcometw. com

Cookie: XSRF-

TOKEM=eyJpdilGIWA0hESK JdWFHOZEM 285 S2IrVIEEPSIsInZhbHVIIjoiaWee T 2F IQTEIWUEZE azer RWVE4SURNS DVT AIrRnHMcwal RZ el vioQ3hibFF TWH
p4OUHEA 152 E 1FT25uRz)3aWkRExsRXdCWVIRIbBOF KB DRWOT I5NExseX NG TzZ2SRmbMwS HMOLOky Rz e CAZWmMNR dkd5WBnMDgwhWRyUzgiL CJt
WIMICIJAMmUN ZjI 0z LT TR Mz kw2 ESMDI4MNGRhOTEy NG imbbay TdmMTWRMjMMziCWhBEMN TMzMZ Ew'y 203N DdjMDdhin03%30;
can_session=eyJpdil§llJQc2pPNzd  ZIW2ZL TIURDRIMOWVGWGe 8P SisindnbHWIjoi OdzUkJHS DhueX Lhawb Wi 2V PMGpmdWHCdIhaR 1RQaHhFSIFXe T
20y S0h2a0ir WAy XI0cTQxaF JARzdyengDaz AW S TmpWRngyelB20WEZNCEY 1105 DdHbS s\ 2pramdminZ5M 2h Rejdn A y WINZWHNPWRBMTmhL
Z LG WWNEDI B WM OMFENT RN zI MDA 1 MWI0ZDg 0N FE T e WNIZ gy 2ExMWNT MEZ Te4Z DV Y mMO 0D eSO TERMWIwMzU 3 In0%3D
Content-Length: 112

Cache-Control: max-age=0

Sec-Ch-Ua: " Mat A;Brand";w="20", "Chromium»="25", "Google Chroma"w="08"

Sec-Ch-Ua-Maobile: 70

Sec-Ch-Ua-Platform: "Windows"

Ongin: https:iftest-caru. welcometw.com

Upgrade-Insecure-Raguests: 1

Dint: 1

Content-Type: application/s-www-form-urencoded

User-Agent Mozilla'5.0 (Windows NT 10.0; WinG4; x84) AppleWWebHit'537.38 (KHTNWL, like Gecko) Chrome/25.0 4864 45 Safari’637.24

Accept textitmi, applcation’zhtml+:ml applicationenl;g=0.2.image/avif.image'webp.image/apng. *™*;q=0.8 application/signed-exchange:v=b3;0=0.8
Sec-Fetch-Site: same-oriain

Response 1

HTTFM.1 405 Method Mot Allowed
Server: ngine'1.21.2

Caontent-Type: tesdthiml; charset=UTF-2
Connection: close

allow: GET, HEAD

Cache-Control: no-cache, private

date: Thu, 02 Dec 2021 02:50:44 GMT
Caontent-Length: 572628

<ldoctype himl=

<html class="thems-light"=

L.

SymionytComponent'Httpkemel Exception'MethodMotAllowedHitpException: The POST method is not supported for this route. Supported methods: GET, HEAD.
in

-[SNIP]...

Dynamic analysis

The value of the URL path filename is copied into a JavaScript siring literal. The payload bgoydjwd7u was submiited in the URL
path filename.

The siring containing the payload is then passed to element.setAttribute.href.

The previous value reached the sink as:
https:/f/test-caru.welcometw. com/loginkrar2hhgic
The stack trace at the source was:

Object.MdolX (<anonymous::1:128317)

_Bx3124b3 (<anonymous>:1:322777)

Object.sveaB (<anonymous::1:1824488)

Object.bxgiv (<anonymous::1:573767)

_Bxtdfeds (<anonymous::1:592917F)

Object.Ukouh (<anonymous::1:178365)

_Bxad37?5b (<anonymous::1:5EE395)

Object.TgdHu (<anonymous:>:1:175531)

Object.DRoaf (<anonymous::1:479191)

HTMLAnchorElement. setAttribute (<anonymous::1:589426)

yr (https:/ test-caru.welcometw. com/login:95:44171)

_r (https://test-caru.welcometw.com/login:95:43918)

Array.br {https://test-caru.welcometw.com/login:95:43581)
(https://test-caru.welcometw. com/login:95:57584)
(https://test-caru.welcometw.com/login:95:56878)
(https://test-caru.welcometiw. com/login:95:57348)

fftest-caru.welcometw. com/login: 95: 56883)
(https://test-caru.welcometw. com/login:95:57348)
(https://test-caru.welcometw. com/login: 951568583 )

a._ patch__ (https://test-caru.welcometw.com/login:95:68891)

a.t._update (https://test-caru.welcometw.com/login:95:34419)

a.r (https://test-caru.welcometw.com/login: 95:68178)

AHAAAAAAANRANAREAARRAAR
Tk T ko
g
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&t a.Tn.fmount (https://test-caru.welcometw.com/login:95:68341)
at a.Tn.fmount (https://test-caru.welcometw.com/login:95:938082)
at init (https://test-caru.welcometw.com/login:95:19438)

at https://ftest-caru.welcometw. com/login: 9556472

at £ (https://test-caru.welcometw. com/login:95: 56749)

The stack trace at the sink was:

Object.Ulnmd (<anonymous::1:188817F)

Object.llarH (<anonymous::1:574598)

_BuSdfede (<anonymous::l:5592957)

Object.Ukouh (<anonymous::1:178365)

_Bxdad3?sh (<anonymouss:1:5B88395)

Object.TgdHu (<anonymous::1:175531)

Object.Dioaf (<anonymous::1:479191)

HTMLAncharElement . setidttribute {<anonymouss:1:589426)

yr {https://test-caru.welcometw.com/login:95 :44171)

_r {https://test-caru.welcometw. com/login: 95 :43918)

Array.br (https://Stest-caru.welcometw.com/login:95:43581)
(https://test-caru.welcometw. com/login:95: 57584)
(https://test-caru.welcometw. com/login:95: 56878)
(https://test-caru.welcometw. com/login:95: 57348)
(https://test-caru.welcometw. com/login:95: 56863)
(https://test-caru.welcometw. com/login:95: 57348}
(https://test-caru.welcometw. com/login:95: 5863 )

.__patch__ (https://test-caru.welcometw.com/login:95:68891)

.t._update (https:/ftest-caru.welcometw.com/login:95:34419)

.r (https://test-caru.welcometw. com/ login: 9568178 )

mn.get (https://test-caru. welcometw. com/login: 95:26728)

new mn (https://test-caru.welcometw. com/login:95: 26646 )

https://test-caru.welcometw. com/login: 9568194

a.Tn.fmount (https://test-caru.welcometw.com/login:95:68341)

a.Tn.fmount (https://test-caru.welcometw.com/login:95:93882)

init (https://test-caru.welcometw. com/login: 95:19438)

https://test-caru.welcometw. com/login: 95:56472

f (https://test-caru.welcometw. com/login:95: 56749)

h (https://test-caru.welcometw. com/login:95: 57348}

f (https://test-caru.welcometw. com/login:95: 56863 )

LR Y Y
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6.2 hitps:/ftest-caru welcometw com/loginn/mndvBbek [URL path filename]

Summary
Saverity: Lo
Confidence: Firm

Host: hittps:iftest-caru welcomets.com
Path: Noginnfmndvibek

Issue detail
The apglication may be vulnersble to reflacted DOM-baszad link manipulation.

The value of the LURL path filename is copied into a JavaSeript string literal. The paylead nTmindvEbek was submitted in the URL path filenams.

The siring containing the payload is then passed to element setAttribute href.

Request 1

POST Aoginnimnwibek HTTR1.1 -
Haost: test-caru welcometw.com

Cookie: XSRF-
TOHEM=eyJpdilBHIMXMNHIsMYBIMWEOIFIZUGddOMuNUESPSIsInZhbHWIjoi T 2:2MTRScmRy THJac Wl WHF GWVIZRH2x DL 1 hRNzhGTGhg Uy 1Q3RUNY X d
KMWVE2aDRBb2xhMjRsTIBTHOgd3ZtZnl4am T ek 1 OMUMSL 1W4a2F sM 1 Aokl $QiBneEZ L bzd OWHIFOGRod W OdmREZEdRbHhJKZWVEWmMs 2az A< NOBCR2
LS WM INZQ3 Y milyMz WMz SMWO Mz Y z @G U2 0T NINDgyZ GE 1MDMawhMzMxNjQ4y THZ M200DRmMazc 4y JBhM E2NGQIn0% 20,
can_session=eyJpdlGimJpT3Y1AURDR U3 padkl3 U pLeVvVEBPSIsinZhbHWjoibkp Re TR Bz Zs LW dH Utk 25 Upn AWt L Opeb U430 Qry WHXNCWo3aZo
W GxaShpkUzZ3TIFMTEZ WGV Tmwr MVhIUZWVBCOnoxR S 8edizR M3y »Zlds MIreCMOsy M ialVkd LO3E3WVFEmWHF ONES)dmb 32 1djRHZWQMINVR 1z
WhGYILCHA Y WM mMTVIMTa5ZmQONDESOWRIODUxOGRmM Y ThhOTIjM2Y <MWQSKMzdhZjg 200 40OTIAMTZhZ Tg AU WizNzQ4In %630
Content-Length: 111

Cache-Control: max-age=0

Sec-Ch-Ua: " Mot A;Brand”,v="88", "Chromium,v="86", "Google Chromsa"w="84"

Sec-Ch-Lla-Maobile: 70

Sec-Ch-Lla-Platform: "Windows"

Onigin: hitps:ifest-caru welcomete.com

Upgrade-Insscure-Requests: 1
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Caontent-Type: applicationz-waw-form-uriencoded
User-Agent Mozilla/s.0 (Windows NT 10.0; WinG4: x084) AppleWebkit'537.28 (KHTML. like Gecko) Chrome/SE.0.4864 45 SafaritG37.28
Accept textiml, applcationt<htonl+:ml, applicationfoml;g=0.8,image/avif imagafwebp.imagalapng. *™*;9=0.8, application/signed-axchanger=03;0=0.1

Response 1

HTTF/1.1 405 Method Mot Allowed
Server: ngineg'1.21.3

Caontent-Type: tesdhtml; charset=UTF-2
Connection: close

allow: GET, HEAD

Cache-Control: no-cache, private

date: Thu, 02 Dec 2021 025044 GMT
Caontent-Length: 572625

<ldoctype himl=

<=html class="thems-light"=

<l

SymfonyComponent\Hitpkemel\Exception'\MethedMotAllowedHitpException: The POET method is not supported for this route. Supported methods: GET, HEAD.
in

.[5HIF]...

Dynamic analysis

The value of the URL path filename is copied into a JavaScript sfring literal. The payload n7mndvébek was submitted in the URL
path filename.

The string containing the payload is then passed to element.setAttribute.href.

The previous value reached the sink as:
https:/ftest-caru.welcometw. com/loginnd@dzSratr
The stack trace at the source was:

Object.NdolX (<anonymous::1:128317)
_Bx3124b3 (<anonymous>:1:322777)
Object.sveaB (<anonymous::1:182488)
Object.bxgiv (<anonymous::1:573767)
_BuSdfeds (<anonymous::1:592917)
Object.ouh (<anonymous::1:178365)
_Bxad3¥5b (<anonymous::1:588395)
Object.TgdHu (<anonymous::1:175531)
Object.DRoaf (<anonymous::1:479191)
HTMLAnRchorElement . setAttribute (<anonymous::l:589426)
yr (https://test-caru.welcometw. com/login:95:44171)
_r {https://test-caru.welcometw.com/login:95:43918)
array.br {https:/ftest-caru.welcometw.com/login:95:43581)
(https://test-caru.welcometw. com/login: 95 :57584)
(https://test-caru.welcometw. com/login: 95 : 56878)
(https://test-caru.welcometw. com/login: 95 :57348)
(https://test-caru.welcometw. com/login: 951 56853)
sfitest-caru.welcometw. com/login: 95 :57348)
(https://test-caru.welcometw. com/login: 95 1 568583)
.__patch__ (https://ftest-caru.welcometw.com/login: 95 :68891)
Jt._update (https://ftest-caru.welcometw.com/login:95:34419)
.r (https://test-caru.welcometw. com/login: 95 68174)
mn.get (https://test-caru.welcometw. com/login: 95:26728)
new mn (https://test-caru. welcometw. com/login: 95 :26646)
https:/f/test-caru.welcometw. com/login:95: 681594
a.Tn.$mount (https://ftest-caru.welcometw.com/login: 95 :68341)
a.Tn.$mount (https:/ftest-caru.welcometw.com/login:95:938082)
init (https://test-caru.welcometw. com/login:95:19438)
https://test-caru.welcometw. com/login:95:56472
f (https://test-caru.weloometw. com/login: 95 1 56749)

HANAANALANAAANNLARLNNRLANAENYNY
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The stack trace at the sink was:

at Object.UInmi (<anonymous::1:188817)
at Object.llarH (<anonymous::1:574598)
at _BwSdfeds (<anonymous::1:592957)
at Object.Uouh (<anonymous::1:178365)
at _Bwdd3i?sh (<anonymous::1:588395)
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a.t._update (https://test-caru.welcometw.comflogin:95:34419)
a.r (https://test-caru.welcometw. comflogin:95: 68178

mn.get [(https:/ test-caru.welcometw.com/login:95:26728)

new mn (https://test-caru.welcometw. com/login: 95126646
https://test-caru. welcometw. com/ login: 9568194

a.Tn.fmount (https://test-caru.welcometw.comflogin:95:68341)
a.Tn.fmount (https://test-caru.welcometw.com/login: 95 93802)
init {https://test-caru.welcometw.com/login:95:19438)
https://test-caru. welcometw. com/login: 95: 56472

f (https://test-caru.welcometw. com/login:95: 56740}

h (https://test-caru.welcometw. com/login:95:57348)

f (https://test-caru.welcometw.com/login:95:56863)

AHAAAAAAAAERA

6.3. https:/ftest-caru.welcometw.com/loginyztjz2hz7e [URL path filename]

Summary
Saverity: Low
Confidence:  Firm

Huost: hittps:iitest-caruwelcometw.com
Path: NoginyztjzZhzTe
Issue detail

The apglication may be vulnerable to reflected DOM-basad link manipulation.
The value of the LIRL path filenames is copied into a JavaSeript string literal. The payload yetjz2hzTe was submitted in the URL path filename.

The siring containing the payload is then passed o element setAttribute href.

Request 1

POST Noginyztiz2haTe HTTRM.1 -
Host: test-caru.welcometw.com

Cookie: XSRF-

TOKEMN=eyJpdilgik 4OUMIMIWVERE 4CmAWd VI RVAWEVESP SIsInZhbH Wl joi S 3hEa0EMUTTY 5| RS UV Ke HNOcmtC Q2h b ZsgUkd HED T HVES Ua TUwd T
c2dTRFhgM3RISViyd US0eGrenl ONZwd Ut 3Qmp Dbk Jya3pS KZRKOX S Z2h Sy ma0dOF PenFtUF phZWwOF RIUZ Y xeGe0TmZI2WWVDMmMEGVmE2
NIALCIE WMECIJINDc Y T 1 Y zChwNeBIOTJOWRZD1 Mzkc 1 NWE 4M] BjMU42 W WFIODQ=ZWR M2 [2M2MzMzVEMGZT WIRMDdkin0%30;
canu_session=eyJpdilGIkR1RAXczazFZdk065 2RI TWVKS GirNEEDP SIsInZhbHVIjoiV 3creUpSOESyNDIME B Rd Z:dUEVGN] W1 LM IVROITMX RzRENMeVRIS3Fu
MnBBKzMxUCHEY jFveCtGMWYPemMMWUZoeDMkRjbzhaME 8LEzFrelpLS0pY UDez M1 ASMZEL Y np3dFIS Rnd 1 UUBtd lEwWDW.aZ EdDLzduR Ty wRmoZYnlil
CJOWMECIIBETNRN G oDk Mz FIZiNIOG R4 YmEZOTe Y mFhOTJINzdINjgy MWFhMmRROGEMThIYc I MWUYZT g2 Mz AINZ Yy In0 %30

Content-Length: 112

Cache-Control: max-age=0

Sec-Ch-lla: " Mot A;Brand",w="88", "Chromium";w="88", "Google Chroma"v="08"

Sec-Ch-Ua-Mabile: 70

Sec-Ch-Ua-Platform: "Windows"

Dint: 1

Upgrade-Insscure-Reaquasts: 1

User-Agent Maozilla/5.0 (Windows NT 10.0; WinG4; :084) Apple\Webkit/537 38 (KHTML, like Gectn) Chrome'S5.0 4864 45 Safar/637 .25

Onigin: htips:/itest-caru welcomete.com

Content-Type: application/=-www-form-urlencoded

Accept textfimi apphcstion’zhtml+:ml, applicationsonl;g=0.2,image/avif imaga’webp.image/apng.*™;q=0.8, application/signed-=xchange:w=b3;0=0.9
Sec-Feteh-Site: same-origin

Respaonse 1

HTTRM.1 405 Method Mot Allowed
Server: ngima'1.21.2

Content-Type: tesdthtml; charset=UTF-2
Connection: chose

allow: GET, HEAD

Cache-Control: no-cache, private

date: Thu, 02 Dec 2021 02-50042 GMT
Content-Length: 572625

<ldoctype himl=

=html class="thems-light"=

<l

SymfonytComponentiHtplemel'Exception\MethodMotAllowedHitpExeeption: The POST method is not supported fior this route. Supported methods: GET, HEAD.
in

~[SHIP]...

Dyvnamic analysis
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The string containing the payload is then passed to element.setAttribute. href.

The previous value reached the =ink as:
https://test-caru. welcometw. com/loginamzhrmka2u
The stack trace at the source was:

Object.NdolX (<anonymous::1:128317)

_Bx3124b3 (<anonymous::1:322777)

Object.sveal (<anonymous::1:183488)

Object.bxgkv (<anonymouss:1:573767)

_BuSdfeds (<anonymous::1:592917F)

Object.Ukouh (<anonymous::1:178365%)

_Bxdd375b (<anonymous::1:5688395)

Object.TgdHu (<anonymous::1:175531)

Object.DRoaf (<anonymous::1:479191)
HTMLAnchorElement . setAttribute {<anonymous::1:589436)

yr {https: /S test-caru.welcometw. com/login: 95:44171)

_r {https://ftest-caru.welcometw. com/ login: 95 :43918)

array.br (https://test-caru.welcometw.comflogin:95:43581)
(https:/f/test-caru.welcometw. com/login:95: 57584)
(https://test-caru.welcometw. com/login:95: 56878)
(https://test-caru.welcometw. com/login:95: 57348}
(https://test-caru.welcometw. com/login:95: 56863)
(https:f/test-caru.welcometw. com/login:95: 57348)
(https://test-caru.welcometw. com/login:95; 56863)

. patch__ (https://test-caru.welcometw.com/login: 95 68891)
.t._update (https://test-caru.welcometw.com/login:95:3441%9)
.r (https:fftest-caru. welcometw. com/ login: 95:68178)

mn.get (https://test-caru.welcometw.com/login:95:26728)

new mn (https://test-caru.welcometw.com/login:95:26646)
https:f/test-caru.welcometw. com/login 195 68194

a.Tn.3mount (https:// test-caru.welcometw.com/login:95:68341)
a.Tn.3mount (https://ftest-caru.welcometw.com/login: 95 93882)
init (https://test-caru.welcometw.com/login:95:19438)
https://test-caru.welcometw. com/login:95:56472

f (https://test-caru.welcometw. com/login:95: 56749}

LU U T = S e
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The stack trace at the sink was:

Object.Ulnmd (<anonymous::1:188817)

Object.llard (<anonymous::1:574598)

_Butdfeds (<amonymous:s:1:592057)

Object.Ukouh (<anonymous::1:178365%)

_Bxd4d3¥sb (<anonymous::l1:5688395)

Object.TgdHu (<anonymous::1:175531)

Object.Dioaf (<anonymous::1:479191)

HTMLAnchorElement . setAttribute {<anonymous::1:589426)

yr {https:// test-caru.welcometw. com/login: 95 :44171)

_r {https://test-caru.welcometw. com/login: 95 :43918)

Array.br (https:/fSftest-caru.welcometw.com/login:95:43581)
(https://test-caru.welcometw. com/login:95; 57584)
(https:/f/test-caru.welcometw. com/login:95: 56878}
(https://test-caru.welcometw. com/login:95: 57348}
(https://test-caru.welcometw. com/login: 95: 56863)
(https://test-caru.welcometw. com/login: 95: 57348}
(https://test-caru.welcometw. com/login:95: 56863)

.__patch__ (https:// test-caru.welcometw.com/login:95:68891)

.t._update (https://test-caru.welcometw.com/login:95:34419)

.r [(https://test-caru.welcometw. com/login: 9568178}

mn.get (https://test-caru.welcometw.com/login:95:26728)

new mn (https://test-caru.welcometw.com/login:95:26646)

https://test-caru.welcometw. com/login:95: 68194

a.Tn.3mount (https:/ftest-caru.welcometw.com/login:d95:68341)

a.Tn.3mount (https:// test-caru.welcometw.com/login: 95 1 93803)

init (https://test-caru.welcometw.com/login:95:19438)

https:/f/test-caru.welcometw. com/login:95: 56472

F (https://test-caru.welcometw. com/login:95: 56749}

h (https://test-caru.welcometw. com/login:95: 57348}

f (https://test-caru.welcometw. com/login:95: 56863)

AAAAHAAAAAAAAAERAAAAAAARAARAAR
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7. Source code disclosure
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Summary
Saverity: Lo
Confidence:  Tentative

Host: https:fitest-caruwelcometw.com
Path: lisfapp.js
Issue detail

The apglication appears to disclose some sarver-side source code written in ASR

Issue background

Source code intended to b kept server-side can someatimes end up being disclosed fo users. Such code may coniain sensitive information such as database
passwords and sacrat keys, which may help malicious users formulate attacks against the application.

Issue remediation

Server-side source code is normally disclosed to clients as a result of typographical ermors in scripts or because of misconfiguration, such as failing to grant
=xacutable permissions to 2 soript or directory. Rewview the cause of the code disclosure and prevent it from happening.

References

= Wb Security Academy: Information disclosure

Vulnerability classifications

1&: Source Code
200: Information Exposure

358: Ermor Handling

540: Information Exposure Through Source Code

541: Information Exposure Through Include Source Code
815: Information Exposure Through Commenis

EC-327: Retrieve Embedded Sensitive Data

Request 1

GET fjsfapp.js HTTRM.1

Host: test-caru welcometw com

Accept-Encoding: gzip, deflate

Apoept ™

Accept-Language: en-lU3,en-GEq=0.9.2n;0=0.2

User-Agent Mozilla/5.0 (Windows NT 10.0; WinS4; :084) Apple\Webkit'537.36 (KHTML, like Geclo) Chrome/25.0.4538.54 Safari’537.28
Connection: close

Cache-Control: max-age=0

Response 1

HTTRM.1 200 QK

Server: ngineg1.21.2

Digte: Thu, 02 Dec 2021 02:14:47 GMT

Content-Type: applicationjavascript

Content-Length: 2063503

Last-Modified: Thu, 02 Dec 2021 01:57:23 GMT

Connection: close

ETag: "61a%2803-2d43203"

Apcept-Ranges: bytes

femmmnf (function{modules) { 7 webpackBootsirap
i The medule cache

[l yar instaledModules =

ECLETTe

[ECEEETS

e

{1 The require function

function __webpach_require__{m
- [SHIP]...

<fli="

-

* i Use the intemnal "print” function in "evalueate" delimiters.
* var nnmpiled = fennnlabe <06 mrintMhelln " +0sect W8S
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8. Strict transport security not enforced

e 5
| Previous | | Mext |
" N J

There are 3 instances of this issue:

.
* fadmin
= flogin

Issue background

The apglication fails to prevent users from connecting to it ower unencrypted connections. An attacker able to modify a legitimate user's network traffic could bypass
the application's use of SSLITLE encryption, and use the application as a platform for attacks against s users. This attack is performed by rewriting HTTPS links as
HTTF =o that if a targeted user follows a link to the site fromn an HT TP page. their browser never attesnots to use an encrypted connection. The sslstrip tool
automates this process.

Tor exploit this vulnerability. an attacker must b= suitably positioned to intercept and modify the wictim's network traffic. This scenario typically occurs when a client
communicates with the server over an insecure connection such as public Wi-Fi, or a corporate or home network: that is shared with a compromised computer.
Commaon defenses such as switched networks are not sufficient to prevent this. An attacker situated in the usar's ISP or the application's hosting infrastructure could
also perform this attack. Mote that an advanced adversary could potentially target any connaction made over the Internat's core infrastructure.

Issue remediation

The apglication should instruct web browsers to only access the application using HTTPS. To de this, enable HTTP Strict Transport Security (HSTS) by adding a
response header with the name "Strict-Transport-Szcurty’ and the value 'max-age=sxpiraTime', where axpiraTimea is the time in seconds that browsers should
remember that the site should only be accessed using HTTPS. Consider adding the 'includeSubDomains' fliag if appropriate.

MNote that because HETS is a "trust on first use” (TOFLU) protocol, 2 user who has never accessed the application will never have seen the HETS header, and will
therefore still be walnerable to S5L stripping attacks. To mitigate this risk, you can optionally add the 'preload’ flag to the HETS header, and submnit the domain for
review by browser vendors.

References

= HTTP Strict Transport Security
= ssistrip
= HETS Prefoad Form

Vulnerability classifications

523: Unprotected Transport of Credentials
-84 Man in the Middle Attack
acks

8.1. https:/itest-caru. welcometw.com/

e LY
[ Pravious | | Mext )
B .

Summary
Saventy: Low
Confidence:  Certain

Host: hitps:iftest-caru welcometw.com
Path: I
Issue detail

This issue was found in mulfiple locations under the reported path.

Request 1

GET fadmin HTTF/1.1 -
Hast: test-caru welcometw com

Caookie: XSRF-

TOKEM=eyJpdilGlkpDeylU202pq G N WRYySTFUT GpjWHe 8PS s InZhbHWljolWnB MM T 3042 FEUEDY UFI GWmthWTRIMUSLMFIhS 2s0R 2k 2dEdBeak kel
Eyb\WrlUFXdkOWFRENZICRHRZNKE aZ8 FMmERM I 4a0iranpWej 2 M2 a2 ExGQ2p3dnl Ob Tkaw 21 2L RINLN GoaM2RWY kFhRmc2bXILEF 205 KYILC
JOOWMIDHIDZT E4NGM 1MWz MY TEY Ty NmEyZ G111 Mzl OMjFIZNDEZWNINjcz NDENGIEZ Y 2FIZJM 1 NDIhY 21U SMz Oty mE 1In0%30;
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Sec-Fetch-Site: same-onigin

Sec-Fetch-Maode: navigate

Sec-Fetoh-User: 71

Sec-Fetoh-Dest: document

Sec-Ch-Ua: " Mot A;Brand";w="80", "Chromium";w="85", "Googla Chromea"v="08"
Sec-Ch-Ua-Mobile: 70

Sec-Ch-Lig-Platfomm: "Windows"

Response 1

HTTPM.1 302 Found

Server: nginx'1.21.2

Content-Type: texdthiml; charset=UTF-2

Connection: close

Cache-Controf: no-cache, private

Date: Thu, 02 Dec 2021 01:36:35 GMT

Location: hitps-iftest-cans welcometw.com/logn

Set-Cookie: XSRF-

TOKEN=gyJpdilGlkdk\WMNnenRn QX proHMbGhHa2FUBIEBPS sinZhbHWjoi TUky TWdDe LILZAUIR WX dk4 Db HItN 2 Bp\IBisiMz Xy ZF BIR VR GWBz 5 SBMY
BMEEVubGhpRUEWN2Micitwb 1FYaESKMZHUEre GINR 2k RGENWITUX Rk EngdemuuZlZhdndz SitF cl=SUUt4T 2RaTIRUZ0VEemJMWVHZ AN 1Y iLC Ky WG
JIMARhZmMNIMWE ZNzMNRZ Ty MDowMDRmODkEMjR) OGR0EREODATYmRIZWZhZTUIOTMzMze2MzFm Y 2imMNWE 4MjU 1 In0%20; expires=Thu, 02-Dec-
2021 03:35:35 GMT; M=e-Age=T200, path=/, samesite=lax

Set-Cookie

can_session=eypdilSIimpra\VNy ZUUITS pLEFnWFy 2R k44 0EDPS s InZhbHW ljoiMmilpd VBN | a Trnk S LR EMWE s 2nB 2y 1 dibnBpd Teou Unnd iAWl ONET
WiLczdWe GodeQmNBMNAXRWMzNm RN T1diVESyQkNXSFFWSzk 1 RUKESZRTHNmSaUWdNHY X T2dXRDd Qe 05RghBNn RRRTJCAGHANMARPQmpROWTY WG
whliLCI Y WM zMGExZ GFIZmZnNDZhM TJIMDloaMTEWMTe3 Y 200 mRjNjM ODg 32WJ 2 DQz O DI 3MDhk Y jQROTQ2 Z0ADMdh Midiln03630;
expires=Thu, 02-Dec-2021 03:35:25 GMT, Max-~ge=7200; path=/; hitponly; samesite=lax

Content-Length: 284

<IDOCTYPE himl=
<html=

8.2. https:/ftest-caru. welcometw.com/admin

Summary
Saverty: Lowr
Confidence:  Certain

Host: https:iitest-caru welcometw.com
Path: fadmin
Request 1

GET !admin HTTP1.1

Haost: test-cam welcometw com

Cookie: X5RF-

TOKEN=eyJpdil8lkpDa\ 202 pg DG M WRySTFUT GpjWHeBPS s InZhb HWljalinBMMEI T 3U0d2FEUER UFIGWmR W TRIMUSLNFInS 2s0R 2k 2dEdSak Jkel
Ey bW rUUF X dvOWFR ENZICRHRZM kG a 29 FMmEN 34200 iran p Wi I3Mj2 a2 Ex602p3dn ] Ob Tkaw Q212U U 1R 3hLN GoaM 2R kFh Rmnc2bXILEFZ OEKYILC
JEONMIOIH DZTE4MNGM 1NNz N Y TR Thy NmEy 261 1MzIOMFLEANEDNMINjcz MDEMGIL2 Y 2FIZjM 1 NDIRY 2USMz Ot mE 1In0%30;

can_session=eypdilSlipLEV PV MOsE TV OVFyOWB=Z 3MSUKESP SisInZhbHWIljoiSFosd R JIOWIL OV o WjhjaWNMNR W UMz 00X g5cHB 2MENPT 3pulzhmi
YTy K2hDalvMy Ltz X RHOWFLekiz L3VweXh2 k2022 03 UVBE 0L 3gyMnF gdDicd akhzb DU K Rnkew RN W ANUbneGESVELzd 1dHS Bd= MGEETFWVOMjMjL
OYILCIEWREDIN Y m Q4 OTREZTEJNLOM2UOMDUNTMA NTBIMGEwZ TIz2WULEN TN 2R TAONZM1NDBhMmMmMD I SN ESZDASMTEyin09630
Cache-Control: mas-age=0

Cint: 1

Upgrade-Insscure-Reguests: 1

User-Agent Mozilla5.0 (Windows NT 10.0; Wing4; x54) AppleVWebkit'537.28 (KHTML, like Gecko) Chrome/®3.0.4854 45 Safari/537.25

Accept textfhitml, appication'htrl+zml, applicationomt;g=0.2,image/avif image’webp,image/apng, “™;g=0.8,application/signed-exchange;w=b3;g=0.8
Sec-Fetch-Site: same-origin

Sec-Fefch-Mode: navigate

Sec-Fetch-Liser 71

Sec-Fetch-Diest: document

Sec-Ch-lUa: " Mot A;Brand";v="88", "Chromium’";v="85", "Google Chroms"w="8§"

Sec-Ch-la-Mabile: 70

Sec-Ch-Lig-Platfom: "Windows"

Response 1

HTTPF/M.1 202 Found

Server: nginx'1.21.2

Content-Type: texdthtml; charset=UTF-2
Connection: close

Cache-Control: no-cache, private

Diate: Thu, 32 Dec 2021 01:35:35 GMT
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Set-Cookie: XIRF-

TOHEM=eypdilGikd\ W MNrenRh proHMibGhHa2FUBIERPSIsinZhbH o TUky TWd DelULZWURFWW. K died DEHIN 2 Bp\iBiaiMe Xy ZF BIRVRGWHIZSSEN Y
BMEEVUbGhpRUEW2Micitwb 1 FYaESKMZHUE=re GINR2IcRGEN VT Rk SngdemeuZ I hdndz SitFcl=SULRIT IRaTIRUZIVEBemINWHE 1N 1YL S WV
JIMAWRhZmMIMWE 3MzNZ Thy MDewNDRmO DkSNjRj GO0k 0DATYmRIZWZhZ TUIOTMEMzcIMz Fm Y ZimNWEAM] U1 In0%30; expires=Thu, 02-Dec-
2021 03:35:35 GMT, Max-Age=T200; path=/, samesite=lax

Set-Cookie:

caru_session=eyJpdildImpravNy ZUITS1 IpUXFnWF 2RUESAEERFS s InZhbHW ljoiMmilpd VB ha TS LR MW sQnBZ 1 dibn Bpd eouUmnd iCWAF iediWVOMET
WhLczdWe GeddDmNBMNY RWMzMmRldn T1 djVERy QkMXSFRAEzk 1 RUELESZRTHNmSaL N djMHY = T2dXRDd Qe 5RehBNnRRRT JCAGrAAVEPOmpROWVWTY WD
whlHi LG WO zMGE GRIZmZhMDZnM TJIMDloah TEwhMTe2 Y 200 mRjMMjODg 32WjZ D0z ODI 3MDhkY 20T 7 DADMdhMdilnD96e30:
expires=Thu, 02-Dec-2021 03:38:25 GMT, Max-Age=T200; path=/; httponly; samesite=|ax

Caontent-Length: 284

=<IDOCTYPE himl=
<himl=

8.3. https:/ftest-caru. welcometw.com/login

Summary
Severity: Lowr
Confidenca:  Certain

Host: hittps:itest-caru welcometw.com
Path: Nagin
Request 1

POET fMagin HTTPM.1

Host: test-carn welcometw. com

Cookie: XSRF-

TOKEN=eyJpdilgliky 4OUMIMIVERE 4CnNWd 3V RAVBwEVEBP S IsInZhbH VoIS 3h EalEMIUTTY =R SR KeHMNOcrmtC Q2 by b ZxgUkd HEZO 1 HW Ua TUad UM C
c2d TRFhgM3RISViyd 5 0eGrxdn) ONZ mdLUit3QmpDbk Jya3 pSKZRROX g S 2hSWkFvY m30dOF PenFtUF phZWhwOF REUE G e 0TmZ320WDMmZ Gvmea
MALCIEWMECIJINDe 3y T 1 zChwhiz BiOTJIOWFZD1 1 Mzk 1 NWE M BjMjU42 W WROD CeZ2WFM2 IZM2MzMz VEMGZN WIRMDdkin0%:30;
caru_session=eyJpdilGikR1RXczazF a8 S2RIATVKSGrNEESP SIsInZhbH VoV 3creUp SOESyNDM S MERd 2 UEVGN VT IUROITMX RzRENMeVpiS3Fu
MnBBKzM=UCHY jFvcCtGMWYPemMMVU ZoeDMriMkRibzhaM S 8L ZzF relpL30p UDczMN 1 ASM2iLY np23dFISRnd 1 UUStd 0EwD WaZ EdDLzduR T wRmodYnlil
CUtWAMECIIBZ TMhMN GUFODkIMzFiZjMIC G4 mES OTe3 Y mFhOTJINzd Mgy MWFRMmRROGExMThHN jo 1 MAUyZ Tg2 Mz ANy In0 %30

Content-Length: 113

Cache-Control: max-age=0

Sec-Ch-la: " Mot A;Brand”;v="88", "Chromium;v="2G", "Google Chromsa"wv="83"

Sec-Ch-LUa-Mobile: 70

Sec-Ch-lla-Platform: "Windoes"

Dint: 1

Upgrade-Insecure-Requasts: 1

User-Agent Mozillas.0 (Windows NT 10.0; Wind4; x54) Apple\Webkit'537.28 (KHTML, like Gecka) Chroma/e5.0.4054.45 Safari’5a7r 38

Crrigin: https:iftest-caru welcomete.com

Content-Type: apgplicationx-www-form-urencoded

Accept texthibml, applcation<html+:ml applicafion’mnl;p=0.2,image/avif imagewebp image/apng. **;q=0.8, application/signed-exchange:v=b3;g=0.0
Sen-Feirh-Site sama-nrinin

Response 1

HTTFM.1 302 Found

Server: nginx'1.21.3

Caontent-Type: tedhtml; charset=UTF-3

Connection: close

Cache-Control: no-cache, private

Date: Thu, 02 Dec 2021 01:32:14 GMT

Location: hitpsiitest-cann welcometw.com/admin

Set-Cookie: X5RF-

TOHEM=eyJpdilGikpDc\vU202 pg DG N WRy STFUT GpjWHeBP SisInZhbH\ljodWnE MM T 3L0d2FEUER UFIGWmth VT RIMUSLMFIhS2s0R 2k 2dEdBekkel
Eyb\rUUF X di WV OWFRENZC RHRZMIdGa28FMmB MM 4aiMranpiie2MjZ a7 ExG02p3 dn  Ob 1w Q21 2L RINLN GpaM ZRW Y kFh Rmc2bXILBFZ OSkYILC
JEAWMICHDZTE4MNGM 1 MAQzM]IN TFN TMyNmEyZ G 1Mzl OMFIEW2EZWMINjez NDEMGEZ Y 2FIZjM 1 MDIh Y 2L SMz O 'mE 1In0%30; expires=Thu, 02-Dec-
2021 03:32:14 GMT, Max-Age=T200; path=/; samesite=lax

Set-Cookie:

caru_session=eyJpdil8lipLEVpVMOsET WY OVFyOVBZZ 3MSUKESPSIsInZhbH W joiS FaxdXRIDWIL VoW hja WNNR 1V UMz 00X g5 cHE MNP T 3pullzhmib
w30y ZhDalviWLt Y X RHOWFL clde L 3VweX h2 K207 203UWVBBcUMDL3gyMnF gdDedakhzb D KRnkw RN WWLEeGESVELzd 1dHS 0d= MGEETFWIMML
LG WMECH 1Ym0 TREZTENjLAOMZU0MDLENTIMA NTBIMGEwZ TIzZDWULL TR 2R TANMZM 1 MDBAMmMNmMDI SMJESZDASMT EyIn0%03 0,
expires=Thu, 02-Dec-2021 03:32:14 GMT, Max-Age=T200; path=/; httponly; samesite=lax

Content-Length: 284

=IDOCTYPE himl=
<himlz=
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9. Input returned in response (reflected)

e y
[ Previous | [ Mext )
h, N J

There are 4 instances of this issue:

admin [XSRF-TOKEM cookisg]

admin [caru_session cookie]

admin [rememboer_weab 5B8baltaddcZoZ B4 01 58001 40T 52eade3 0028 cookie]
login [URL path filznams)

Issue background

Refliection of input arises whan dats is copied from a reguest and echoed into the applcation's immediste response.

Input being returned in application responses is not a vulnerability in its own fght However, it is a prerequisite for many client-side vulnerabilities, including cross-
site scripting, open redirection, content spoofing, and response header injection. Addibonally, some server-side vulnerabdites such as S0L injection are oftien easier
to identify and exploit when input is returned in responses. In applications where input retrieval is rare and the environment is resistant fo automated testing (for
example, due to a web application firewall), it might be worth subjecting instances of it to focused manual testing.

Vulnerability classifications

E-20: Improper Input Walidstion
-
R |

E-118: Improper Enceding or Escaping of Output

9.1. https/ftest-caru. welcometw. com/admin [XSRF-TOKEN cookig]

e N \
[ Previous | [ Mext )
h N A

Summary
Saverty: Information
Confidence:  Cerfain

Host: hittps:itest-caru welcometw.com
Path: fadmin
Issue detail
The value of the X5RF-TOKEM cookie is copied into the application's responss.
Request 1
POST fadmin HTTRM.1 -
Host: test-can welcomeata com
Cookie: X3RF-

TOKEN=eyJpdil8lkEs U Z20WxeWs 1aWpNQkVFbnovRmecBP S1sinZhbH oI TnvWeF hg SWeRM2VWye DWvVUIWEF k TWIF DT WS P WSy Z 0hd LV Fp MUS SMW
NBMZ X TLZ2OUZKeDRZTOpzS Dot ISP Y ULEaeGh P 1FEMIZMON e BWVHND S FR2YmicRUFEQNZ TZHMGVF RATWVBSbErRHFyZ nMelNmb LVWRTF Th\Wg2M
n& TUGELC Y WIMICHIDOT Y MY kBN 22 z L TNz UOMz FINGMO MDAy M 2 WEm Y TV ThdMZIZMZ JiI0GMBCTEy Y zdIMGEY xMWizIn D% 2dkejz Txglep;
caru_session=eyJpdilGlklxZIVEVTZLIES10mFkSHRVEERranc8PS sinZhbHVljoiZk 9Ty 3ZRMVg 3WHMNCW 1 ZZ¥ kRany | ELB U W FJZ0GdpMk 1SM1hINUp Y 1
VzNmFMMDEzQ2F5K1IBZ]RIMEsycytLSHlzejLvQTBMaExRZGsxRGM=d EniVe| F TEgwY 1IBMIUNVE WA ATVZVORKES UlloN28wSHECMDZ S pt TOpY ZGE
LCHY WM 2MNDImMNThIODZhZWeNT Fh Yz jOWU 32 TQy Y WAWMOZTIDZDA4 D DME Y jc4 N wiNZE4Z2mMIZTIUy Y T QyZmU 22 Rmnilzdkin 0% 3 0;

rememiber_web 58al8addc2b2f2401 53010 14cT5Eaa4e20880d=ay JpdilGim JNAHZ ERONUR QY UcSSzI0S X owMN2cOPSlsInZho Hy ljei LROSRHpSRTR 1 S0RW
ddCTRRrZWILvdOhFo 11 5b0EZa0oybStuR2dVT3ddnpgbjRsUZWVI Y T UM UL E2 CXp4Q2d] MG 1ERZJhEN TWHXITZGE0 IdhMGEUUDFFUUZMNRDJMNY
kOrd\Wh S akgvMEZLWWF p4M2BtZGpoRHd 1cIB0al ErNmtX T GF OWnhgbkd SeDh 1Y 0oV WIzW 3BRd2Vn BGRIL 0 kBmWT DM RIRExaQVpieHppRIUEVTZwki2h
2brviSzZ Oz ZPK3cwZzBnZ TFDb G 1ySId3RXMASkZ CaitOeXhviis3T UteDdt TTOL SO WM DIl 12WY 1 NDNRMj kO GI0EDFhY mOy Mz JjMjAzZ WiheZ GUIE]
hIMNGMmNzEZMNzkSMDISMj U4 Y 2ExNTIS Y 2y 250 TdiInd%20

Cache-Control: max-age=0

Upgrade-Insecure-Reguests: 1

Cont: 1

Usar-Agent Mazilla™5.0 (Windows NT 1000; Wing4; :54) AppleiWebkit'537.38 (KHTML, like Gecho) Chrome/25 0.4864 45 Safari/537.26

Accept textihionl, applcationdzhtml+xml applicationtont;g=0.8,image/avif image’webp,image/apng. **;0=0.8,application/signed-exchange:v=b3;0=0.8
Sec-Fetch-Site: same-ornigin

| Sec-Fetoh-MMode: navigate T
Response 1
| HTTRM.1 405 Method Mot Allowed -
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allow: GET, HEAD

Cache-Control: no-cache, private
date: Thu, 02 Dec 2021 02-:02:55 GMT
Content-Length: 572443

<ldoctype himl=

<html class="thems-light"=

<la-

SymfonyComponent'HitpKemel Exception\MethodMotallowedHitpException: The POET method is not supperted for this route. Supported methods: GET,
HEAD. in

-[SHIF]._.

OpzSDlos? USPY U LkecGh Pl FEMIZMOV o BVHNDSFR2VmiccRUFSQnZ T ZHNGVF ROTVE SbrRHFyZ n MelMmbUEVRTF ThW2 Mna 1 UGELC WA CII DO
T MY mMIMNREY z L TNz IO Nz FIN MOMD Ay N 2 Wy TV Y T4 M2IE2M2.i OGMSOTEyY zdIMG hiWlzInDh Idkejz Tugiep;
can_session=ey.JpdilGikixZ3VEVTILZES 1 0mFk SHRvSERmancBPSIsinZhbHYToi Zk 8Ty 3ZRMVg 2 WHMNC V1 ZZ kRmn Y JBLB U FJZ0GdpME 1 SM1hINUp 1
WzMmFNMOEzQ3FEK 1IBZjRINEsycytl SHIzojLhvOTBMaE =R ZGs:xRGMxd EhWeiFj TEgw' 1IBMUNVE W

- [SHIP]...

2T oSOk USPY ULboeGhPe 1FEMIZMOVeSWVHND S FRSmic:RUFEOnZ TAHN GV ROTWESblkr RHF vienu MelMmb LS RTE TEWWa2 MnA 1 UGEIL S WIMICIID

9.2. hitps:/ftest-caru.welcometw.com/admin [caru_session cookie]

Summary
Savarity: Information
Confidence:  Ceriain

Huost: hitps:itest-caruwwelcometw.com
Path: Jadmin
Issue detail

The value of the caru_session cookis is copiad info the application's response.

Request 1

POST fadmin HTTR1.1

Haost: test-caruwelcomete. com

Caookie: X3RF-

TOKEMN=eyJpdil§lik5s U Z0Wxe\Ws 1aWpNOKYFbnovRmcBP SisinZhbH W oi TnviWeFhg S We R M2V e DIvUINWEF k IWAF DT WSPWWWEYZ Thd LV FpMUSSMW
NBMNZJXTL20UZKeDR2TOpzS Dioai/ USPY ULk GhPol FEMIZMONW oBWHMDS FR2VmiccRUFSANZ T ZHMGVF RATVE bR HFyZnJMelNmb EWVRTF ThWg2 M
nA&TUGELC A WMICH DOTdI Y M rM3N Q2 z L Tk Mz 0Nz FINGMOMDAy MY 2 WEm T ThAMZIZMZi0GMEOTEY Y 2d MG xMWizInD %30,
can_session=eyJpdil§lklxZIVEVTZLZEs 12mFkSHRYSERmancB PSS sinZhbHY o Zk 8T 32 RV 3WHMCWV 1 ZZ kR Y BLB U FJZ0GdpMk 1S M ThIMUplY 1
WzNmFNMDEzQ2FEK 1IBZjRIMEsycytLSHIzcjlLh-QTEMaE=RZGsxRGM:d EhVWe| Fj TEgw™ 1IEMUNVE AN YIABVZ Vg RS UlloN28vSHECMDZES QX pt TOp Y ZGE
LS WWICEI2MDImMNThQDZhZWkNT Fhy zJfOWUEZ Ty WMDZTIDZDA4 O DM Jed M wiNZE4ZmMIZT Uy Ty EZmiU 2ZjRmhedkinD % 2d26jubieubp;
remember_web_H8baliaddo2b2fB401 5300 14cTi5Eea4e30830d=ey JpdilGIm jMAEZER ONUR QY UcE 3210 S owMN2cBP Sls InZhoHy1ljoi LFESRHpSRTR 1 S0RW
dOdCTERrZW UvdDhP 115k FE3aloybStuR2dVT3dldnpgbjRs Uz TdAWAUMOUIOE] E2 O p4l2dI WG 1ERZIhZ]Y TWHITZGEX Y IdhNGEUUDFFUUZMRDINY
kBrdWhESakgwMEZLWWF p4M2 BE2GpoRHd 1clBDal ErNmtx TGFOWnhgbéd S5eDh 1Y oWz 3BRdzVnbGRIL BB kBmWT 10N X RIR ExaQ\pieHpoRIJEVTZwh Zh
2bn\i53z22 00z ZPH ZcwZzBnZ TFDG 1y 51d 3RXMISZ CaitQeXhvil=3TUKaDdE TTOILCID WISl 120 1 NDNRNjJkOGIDZDFhY mQy Mz JjMjpz2WihihaZ GUIZ]
hINGMNmMNzE=Nzk 5k DI SM] U4 Y 2ExNTISY Zhyy 250 TdiInD%6 30

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Dint: 1

User-Agent Mozilla/5.0 (Windows NT 10.0; WinG4; x54) Apple\Webkit'537.28 (KHTML, like Gecko) Chrome 950 4564.45 Safari’'537. 36

Accept texthtml, applcaton’zhtrnl+aml applicationsonl;g=0.2, image/avif imagewebp image/apng, *™,q=0.8 application/signed-exchange:v=03;g=0.8
Sec-Fetch-Site: same-onigin

| Sec-Fefch-Mode: naviosie

Response 1

HTTFM.1 405 Method Mot Allowed
Servar ngine'1.21.2

Content-Type: tescthiml; charset=UTF-2
Connection: close

allow: GET, HEAD

Cache-Control: no-cache, private

date: Thu, 02 Dec 2021 02:08:25 GMT
Content-Length: 572442

<ldoctype himi>

<html class="thems=-light"=

e

SymfonyComponent'HitpKemel Exception\MethodMotAllowedHitpException: The POST method is not supperted for this route. Supported methods: GET,
HEAD. in

- [SHIP]...

jRINEsyeytL SHIzcjWOTBMaExRZ Ga:RGMadEhWejFTEgw 1IBMUNVE A Y TASVEVgRIAS UloM 28w SHBCMDZ S0 pt TOp Y ZGEIL C- N WSS 3NDJmMNThI
ODZhZVENTFhY zJilOWUIZT Oy WRIDZTIDZ DASODME Y ic AN w2 E4ZmM IZ TUY TOwEZmUZZ R mizdkin0%3d 26jubiteubp;
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8.3. https:/test-caru. welcometw com/admin
[remember web 59balfaddcZb2f9401580f014c7T58eade30989d cookie]

Summary

Saverify: Information

Host: hitps:iftest-caru welcometw.com
Path: fadmin
Issue detail

The value of the remember_web_53%baZtaddc2b2f8401580f014cTf58eade30089d cookie is copied into the appication's responsa.

Request 1

POET fadmin HTTRM.1

Haost: test-caru welcometw com

Cookie: XSRF-

TOKEM=2y.JpdilGlkis U Z20WDxe\Ws 1aWpNQOkYF bnovRmcBP S1sinZ hbHWIjoi T WeFhg S WheRM2Wya DIWUINEF k 1WIF DT WSPWWEy Z0n4 LNV FpMUSERW
NBNZJXTLZ20UZKeDRZ TOpzS Diont ISP ULk Gh Pz 1TFEMIZMOW o SWVHMND S FR2WmIcc RUFGANZTZHMGYF RATVBSbErRHFyZndMelNmb LIEWVRTF TeWgZM
nATUGELCH Y WMICIIDOTdIjMEY mM3N 22y z L TW Mz UMz FINGMOMDAy MY 25 WEm Y TV Th4M 21 2M2Ji0GMECTEY Y 2dIMGY < MWIZInD %2 0y
canu_session=eyJpdilikZIVEVTZLIES 12mFkSHRYSERancBPS sinZhoH W1 oiZk 8T 3ZRMVg2WHMNCWY 1 ZZ kR | BLEUYFJZOGdpMk 1SN ThIMNURIY 1
VzNmFMMDEzQ2FEK 1IBZjRINEsycytLEHIzgjlLhwQTBMaExRZ55:RGM=d EnWe| F TEgw 1IBMUNT WA ARV RIS UlleN28vSHBCMDZE QY pt TOpY ZGEi
LG WIMICH ZNDImMNThODZhZPENT Fhy z jONU 32 Ty Y WWMOZ TIDZD A0 DM e NN wWNZE4ZmMIZT U Y T QyZmiU 2 RmiMadkin0%2 0,
remember_web_§8bal5addc2b2f0401580f014cT5Eea4e20880d=ey JpdilSIm 1jNAEZER DMNURQY UeESzI0E XowM2cBPSis InZho Hy ljei FSRHpERTh 1S0RW
dOdCTERrZVUd0hFo 115b0E3a0oybStuR2dVT 3dldnpgbjRs Uz TdWAWUMNGUIOE] E2 03X p4Q2d G 1 ERZJhZ]Y 1WHIT 2GS IdhNGEUUIFFUUZNRDUNY
kBrdWhSakgvMEZLNF pah 2 BtZGpoRHd 1clBDal ErNmtX T GF COVnhgbkd ScDh 1Y IvioWizW 2B Rdz\nbGRIL IS BmWTI0M X RIRExaQ\pieHpo RIJEN TZwhizh
2bn\iSzZ2 00zF PR IcwZzBnZ TF DG 1y51d 3REMI S CaitOehvV0s3TUKeDd T TOILCID WM Ol 1200 TNDMNRNj JkOGI0ZDFhY m2y Mz Mz WMnE GUIZ]
hINGMNmNzEZNzkGMDISM]U4Y 2ENTIS Y 2y 2 50T di In0%2dre Txtzrh 48

Cache-Control: max-age=0

Upgrade-Insscure-Requasts: 1

Dnt: 1

Uszer-Agent Mozilla.0 (Windows NT 10.0; Wind4; x54) Apple\WebKit'537.28 (KHTML, like Gecko) Chrome/25.0.4654.45 Safari’537.25

Accept textiitmnl, appicatontzhtmi+xml applicationomnl;g=0.2,image'avif imagewebp image/apng, *™;q=0.8, application/signed-exchange;v=b3;0=0.2
Sec-Fetch-Site: same-origin

| Sec-Fetch-hMode: navigate

Response 1

HTTF.1 405 Method Mot Allowed
Server: nging'1.21.2

Content-Type: texd'html; charset=UTF-2
Connecton: close

allow: GET, HEAD

Cache-Control: no-cache, private

date: Thu, 02 Dec 2021 02:14:28 GMT
Content-Length: 5724438

<ldoctype himl=
<html class="theme-light"=
-
SymfonyiCompeonentHtipkemel ' Exception'MethodMatAllowedHitpException: The POET method is not supported for this route. Supported methods: GET,
HEAD. in
[SHIP]...
EEmWTIONXRJREzalVpieHppRLIEVT 2wbZh2bn\i 522 007 PH3owZzBnZ TFObG1ySId3RMM ISk E CaitOeX hAd0s 3T LD T TOILCI WNECHT 12 TNDM
hMjJkOGIOZDFhY mytlzjMjsz2Whinid GUEhINGNmMNzEzMNzkENDISMU4 Y 2EdTIS Y 2oy ZYEOTdilnl % 3drefxtzrh 48], "host " [Mest-
caru.welcometw. oo}, "cookies™ " X5RF-
TOKEN""ey)pdilGkSsULIZ W e Ws 1aWpNOkVFbnovRme8PSIsinZhbHljoi Tn\WeFhgSWhaRME\Are DA UINWEF I 1 WIFD TWS W By 2 Dh4LNF pMUSEM
WHMBMZ LT 20U ZHeDR2 TOpe S Do’y
[SMIP

9.4 https:/test-caru. welcometw.com/login [URL path filename]

Summary
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Saverity: Information
Confidence:  Certain

Huost: https:/itest-caruwelcometw.com
Path: Naogin
Issue detail
The value of the URL path filename is copied into the application’s response
Request 1
POST NogintfBxdregr HTTFM.1 -
Haost: test-caru welcometa. com
Cookie: XSRF-

TOKEMN=ey.JpdilGlkY 40UMMIVEREL4OmIND VIR VRwE VESP SIsinZ hbHljoiS 3h Ea0SMUTTY 5jRELVh KeHMNOemtC Cih Yh Z2sogLked HEAD HVES Ua TUd LM C
c2dTRFhgh2RISVigd USTeGpadin O hed Ut 30mp Dbk ya3pSH2 RO g5 2h SWhFY mB0d0F PenFtUF phZ W v OFRIUE Y e GR0TmZ22WWDIMmZ GYmaad
MNIAL CIFAAWMECTJINDe Y TY 1Y =C=BiOT I CWRZDIH Mzkc ] NWE M) BjMjU42WED WRIOD Qe WWF M 212 M2Mz MV MGZ N WM Ddkin 09630,
canu_session=ey.JpdilGikR1 R czarFZdd5S 2RI TVHS GrMEESP S sInZhbHV1joiV 3cre Lip SOESyNDM S 0ERd 2:dd UEVGHN] V1 LMIURDITAMEXRzRENMeVpiS3Fu
MnBBHzM:UCH Y [FuvcCEGMWYPemMNMVUEZoeDMridkRjbzhaM S8 Z=FrelpLS0pY UDezM 1 ASMZELY np3dF IS Rnd 1 UUEtd 0EwbW.aZEdDL=duR T wRmo 3 nliL
CIHAWMECIIIZTMhN G ODkMMzFiZjMIOG R4 mEZ0Te 3 mFhOTJIMzd N gy MWFRMmROGEMThIjo 1 MUy ZT g2 Mz AINEY yIn0 %30

Caontent-Length: 112

Cache-Control: max-age=0

Sec-Ch-lUa: " Mat A;Brand";w="88", "Chromium",v="25", "Google Chrome",vw="8§"

Sec-Ch-Ua-Mobile: 70

Sec-Ch-lUa-Platform: "Windows"

Dnt: 1

Upgrade-lnsscure-Raquasts: 1

User-Agent Mozill2/5.0 (Windows MNT 10.0; Wind4; x84} Apple\Webkit'537.28 (MKHTML, like Gecho) Chrome25.0. 4564 45 Safari/537.38

Crigin: hitps:iiest-caru. welcomete.com

Caontent-Type: application/x-www-form-urlencoded

Accept texthitonl, applcationtxhtml+xml applicationsomt;g=0.8,image/avif imagewebp.image/apng,. “™;q=0.8, application/signed-exchangev=03,0=0.8 -
| Sec-Fetzh-Site: sama-origin

Response 1

HTTF/1.1 405 Method Mot Allowed
Server: nginx'1.21.2

Content-Type: tesdhiml; charset=UTF-8
Connection: close

allow: GET, HEAD

Cache-Control: no-cache, private

date: Thu, 02 Dec 2021 02-46:42 GMT
Content-Length: 572625

<ldoctype himl>

=html class="thems-light"=

e

SymfonyComponent'Hitpkemel Excaption\MethodMaotAllowedHitpException: The POST method is not supparted for this noute. Supported methods: GET, HEAD.
in

[ SHIF]...

nate{Srequest, Fresponse)”,"S1""™ file": "Wvar feenedtest-cann welcometw.comVpublicVindex. php","is_applicafion_frame"false}]."contesd™: {"request™

{Purl™: "https: VW test-caru. welcometw.comilogintfExdregrg™. "ip™ null,"method™: "POST", "useragent":"MozillaVv3.0 (Windows MNT 10.0; Wing4; x54)
Apple\WebkifyE37 36 (KHTML. like Gecko) Chromel'B6.0 4664 45 SafanV637.38"), 'request_data™{'queryString™[],"body"”

~[SHIF]...

10. Cross-domain script include

e T LY
[ Previous ) [ Mext )
. AN J

There are 2 instances of this issue:
"

= J3anmn

Issue background

When an application inthudes a script from an extenal domain, this script is executed by the browser within the security context of the invoking application. The
script can therefore do anything that the application's own scripts can do, such as accessing application data and performing actions within the context of the cumant
user.

If you include a script from an external domain, then you are trusting that domain with the data and functionality of your appcation, and you are trusting the
domain's own security to prevent an attacker from modifying the script to perform malicious actions within your application.

lsslie remediatinon
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Issue remediation
Seripts should ideally not be included from untrusted domains. Apgplications that rely on static third-party seripts should consider using Subresource Integrity to make

orowsers verify them, or copying the contents of these scripts onto their own domain and including them from there. If that is not possible (2.g. for licensing reasons)
then consider reimplementing the script's functionality within application code.

References
= Subresource Integrity
Vulnerability classifications

= CWE-828: Inclusion of Functionality from Untrusted Control Sphere

10.1. https:/Mest-caru. welcometw.com/

Summary
Severity: Information
Confidence:  Certain

Host: https:iftest-caruwelcometa.com
Path: I
Issue detail

The response dynamically includes the following script from another domain:

*  hittpsiwwongoogletagmnanager. comdgtag§s Tid=G-WABMT CGQMNM

Reqguest 1

GET /HTTPM.1

Haost: test-caru welcometw. com

Accepi-Encoding: gzip. deflate

Accept =

Accept-Language: en

Usar-Agent MaozillaS.0 (Windows NT 10.0; WinG4; x84) AppleWWebkit'537 .28 (KHTML, like Gecko) Chrome25.0 4838 54 Safari/537.25
Connection: close

Response 1

HTTFM.1 200 OK -
Server: ngind1.21.2

Content-Type: tesdt'himl; charset=UTF-2

Connection: close

Cache-Control: no-cache, private

Diate: Thu, 02 Dec 2021 02:20:12 GMT

Set-Cookie: XSRF-

TOKEN=eyJpdilSIinR 1Y nhEaGlzcWNDd 2 Dd 2oz 0NIQ3c8F SIs InZhbHWIjolWGZNmETEZ2pnVFIIMZ20wd2dNejd STV NdUGZeiR D xdmeRRUR TSWMy ZF
VR Yo CelrSUkI NtW 2K Y IFIZUF RDG 1 JUXZEcWdhS CE 1MW UaHF gdmJsQmivioRnBUZk 1 OekoyL INZeDMzMNzRMcHNNczRpTGhFYnB2dipnTyMvb1eil
CJEWMEGH IMzBINGISEOTMNmE4M2FhMDZkNDe2NmF hMNj Q4 [ EZDh Y A4 2 G CwhT Y 2 ¥ EZY | xMTBIMGMzNZ Y Mz iNGFmInD%30; expires=Thu, 02-
Dlac-2021 04:28:12 GMT. Max-4ge=T200; path=/: sameasita=lax

Set-Cookie:

canu_session=eyJpdilGInZhd T zUSEMNGI4a0VWo Y TS IRCOESPSis InZhbHW oMz NS dY W 1Y 20GEr 24wd T s Ky BN cEpY 2k TUZorSHg 0ZnMhb XEwWZ
LUTBETeEgUTGieENIMFuaXRTSCIF S WUzd2 2CQzdUR 1kowezBIBUZIUT2 R0 Rnlitzd PV mZuME.JieE 1ghidleFFBUIF ZMDMNOdndUMn 10 0Izd 1IROR2wiL
CIEWNMECH T WEWZ TANGQINWMY ) Y yZmPmD D c2 MmQzE GMw Az M T Y WHLZGJI O DRIZmRIMNzh Y TgeeNmi 1 Z] B 2JkMjimin0%20; expires=Thu, 02-
Dec-2021 04:28:12 GMT, Maz-Age=T200; path=/ htiponly; samesite=lax

Content-Length: 7872

<ldoctype himl=
=himl lang="zh-hant"= -
=hegds

10.2. hitps:/ftest-caru. welcometw.com/admin
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| Previous | | Mext )
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Summary
Saverity: Information
Confidence:  Certain

Huost: https:itest-caru welcometw com
Path: fadmin
Issue detail

The respanse dynamically includes the following script fromn another domain:

+  hitps:iicdnjs.cloudfare comlajaxlibs/select2/4. 0.3 s/select2 min.js

Request 1

GET fadmin HTTP1.1
Host: test-caru.welcometw.com
Cookie: XSRF-
TOKEM=ey.Jpdillkis UL Z0W=eWs 1aWpNCkFenovRmeBP SisinZhbHY o T WeFhg S WeaRME2Vye DVUINWER k IWIF DTWSPWWEyZ0h4 LV FpMUSSRW
NBMZIXTLI20UZKeDRETOpzS Dot ISP Y U koo GhPe 1 FEMIZMONV o SWVHND S FR2Vmlcc RUFBQNZ T ZHMN GV ROTVE SblrRHFyZ ndMelNmbERTF ThWg 2
AT UGELC A WM DOTd M rM3MNOE Yz b TNz Oz FINGMORM DAy N 2 WEmy TV TN ZIZM2 A0 GMB 0T EyY zd MG = MWIzIn0962 0
can_session=eyJpdilGlkiZIVEVTILZEs 10mFkSHRYSER@AncBPSsinZhbHWjoiZk 8Ty 3ZRMVg 3WHMNCW 1 ZZ kRmY | BLE Uk FJZ0Gdphkc 13M 1 hiMUpl
VzMmFMMDEzQ2FEK1IBZjRINEsycytl SHIzojlh-OTBMaExRZGsxRGM=d EhWWej F TEgw™ 1IBMUNVT AR AR ZVgRKS UloN2BvSHECMDZ S0 pt TOpY ZGE
LCH Y WWMICi 3NDUmMNThCDZ hZ VN T Fh Y 2 f oMW 32 Ty AWMOZ TIOZ DA DM Y Jed N N ZE4ZmMIZ T Uy Y Ty ZmU ZE Rmiledkin0 %3 0
remember_web_50balGaddc2b2f0401 58010 14c7f5Eea4e30880d=y JpdilSIm1jMAHEZEROMNURDY LcE SzI0 S owM2cBPSIs InZhbHW ljoi RBSRHpERTH 1S0RW
dCTERrEWLvdIhPh 115b0E3a0oybStuR2dYT 3dldnpgbjRs LIz TAAWLINOUOGE E2 0¥ p402dI LG 1ER3IhZ]Y WX ITZ G Y IdhNGEULDFFUUZNRDIMNY
kardvWhSakgwMEZLMWF p4M3BEEGpoR Hd 1 ol BDal Erimt TG Cnhgbéd SeDh 1 Doz 3BRdAzVinbGRILOEVEBMWT 10N RLIRExa v pieHpp RIJEVTZwhZh
2bnVi522 O0zFPH2owZzBnZ TF Db G 1ySId2RXMI S CaitOeXhviils3TUHe DdE T TOIL IS WA 1.2 1 NDNhMj kO GI0ZDF Y mQy Mz jMjAz2 MW nE GUIE]
hINGNmNzEzNzkGNDISM]LI4 Y 2ENTISY 2oy 2SO TdilnD%30
Cache-Control: max-age=0
Upgrade-Ins=cure-Requests: 1
Dnt: 1
Usar-Agent Mozilla"s.0 (Windows MT 10.0; Wing4; 084) AppleVWebkit'537 .28 (KHTML, like Gecko) Chrome/25.0.4884.45 Safari/537.35
Accept text’hitml, applcation’<html+xml applicationml;3=0.2,image/avif,imagaiwebp,image/apng. **;9=0.8, application/signed-exchange:w=03;q0=0.8
Sec-Fetch-Site: same-origin

H : =

Response 1

HTTR/1.1 200 0K

Servar: nginx'1.21.3

Content-Type: tescthiml; charset=UTF-2

Connection: close

Cache-Control: no-cache, private

Diate: Thu, 02 Dec 2021 01:41:32 GMT

Set-Cookie: XERF-

TOKEM=gy.JpdilBimMtQLEMNI30 TWVIUNFQglams 2K D4rkK0ESPSIsInZhbH W joiNndK S GNCOGpieUnTOF TnRrd URWOS 2CWmRINGd TWimy W UIMVmMW Mc
34 mFpTytlaHgINTRyM1MNnRmUSZGhZa Lk ColJUNYIwWilkhSNE=xkSnhld2k5dHIgS IFDH 2855 GpOR Lk LZE IemtEamBsT3NMTEF JSOhucOcy Sk 1mojwhi1
AILCIOMNMEDI 4 OWANmFRZjg 1 0D mZ TRIMDAWhZ RNz MAN TdmOTMZMjg4 M203Y 2 Zj Mz LMW wZ Tk I 2 2MmUxZTQ 1Y TAZIn0%30; expires=Thu,
02-Dec-2021 32:41:32 GMT, Max-Age=T200; path=/; samesite=lax

Set-Cookie

can_session=ey.Jpdil§1jBIL2 1N2 I UDMNWIHn RIFC Mk SqU2eBPSIs InZhb HW |joscWE G Ok ycHF 2 TEU elUd B OF CrvLinn 2B LM wiD TAwCim Eawt T WTMILIMI Ukd 2L
yESLOJCaVIQOWEAnRpSOIRc 1 MwR3 o WKRMd3I SRENTHZEelBWWWIDdWE LR oViczUys: W DdEWW MNdk RindnZ 1R25LaHZ 32 0s2aHNDMNZ T 0w U0
RhdjQiLCJO W Qi drm D WFTY g3 MzZh MDY ze 4O DMy TRZMTowZ T QOMjhhY zI 3MzEy OGEMDOy M52 GOONTow'y zM 3] R MW 4In0%30;
expires=Thu, 02-Dec-2021 03:41:32 GMT, Max-Age=T200; path=/, hitponly; samesite=|ax

Content-Length: 3280

<IDOCTYPE himl=
=html lang="zh-hant">

11. Frameable response (potential Clickjacking)

———, “
[ Previows | [ Mext )
" AN J

There are 4 instances of this issue:
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Issue description

If 3 page fails to set an appropriate X-Frame-Options or Content-Security-Policy HT TP header, it might be possible for 2 page controlled by an attacker to koad it
within an iframe. This may enable a clickjacking attack, in which the attacker's page overlays the target application's interface with a different interface provided by
the attacker. By inducing victim users to perform actions such as mouse clicks and keysirokes, the attacker can cause themn to unwittingly carry out actions within
the application that is being targeted. This technigue allows the attacker to circumvent defenses against cross-site request forgery, and may result in unauthorized
actions.

Maote that some applications atternpt to prevent these attacks from within the HTML page dself, using "framebusting” code. Howewver, this type of defense is nomally
neffective and can usually be cireumvented by a skilled attacker.

“fou should determine whether any functions accessible within frameabla pages can be used by appication users to perform any sensitive actions within the
application.

Issue remediation
To effectvely prevent framing attacks, the application should return a2 response header with the name X-Frame-Options and the value DENY to pravent framing

altogether, or the value SAMEORIGIN fo allow framing only by pages on the same origin as the response itself. Mote that the SAMECRIGIM header can be partially
oypassed if the application itself can be made to frame untrusted websites.

References

= Wb Securty Acsdenmy: Clickjacking
v X-Frame-Cptions

Vulnerability classifications

= CWWE-893: Profection Mechanism Failure
= CAPEC-102: Clickjacking

11.1. https:/test-caru.welcometw.com/

Summary
Severity: Information
Confidence:  Firm

Host: hitps:fitest-caruwelcometw.com
Path: i
Request 1
GET / HTTFM.1

Haost: test-caru welcometacom

Accept-Encoding: gzip, deflate

Acocept %

Accept-Language: en

User-Agent Mozilla/5.0 (Windows NT 10.0; Wind4; x84} Apple\Webkit/'537.28 (KHTML, like Gecko) Chrome25.0.4828.54 Safari’537.38
Connecbon: cose

Response 1

HTTPM.1 200 Ok -
Server: nginx'1.21.2

Caontent-Type: teedt’html; charset=UTF-2

Connection: close

Cache-Control: no-cache, private

Date: Thu, 02 Dec 2021 02:28:12 GMT

Set-Cookie: XSRF-

TOHEM=eylpdilGinR 1Y nhEaGlzc\WNGd3. DdZ2oz Q0MNIQ3c8P Sis InZhbH\Wljol WG ZNmET b2pnvFIQM2 00 3dMNejd STV N UI02c0iROY dmZRRUR TSWhiyZF
VR e Ol 0rSLA N2 Y IFIZ UFRA G JUXZEWdh S CE I MWS LIaHF gdmn s Omivio OnBUZK 1 Dekoyl 3N2eDMzMNzRMcHMNezRpTGhFYnB2dipn TwMvb 1 il
CUPWMECHl 1NzBINGISOTM=NmME4M2ZFhMDZkMNDCZ M hNjQ4 JRZDh A4 2 GO 2 Y | E2 Y TOxMTBIMGMz N2 Mz iNGFmin0%30; expires=Thu, 02-
Di2c-2021 04:20:12 GMT, Max-Age=T200; path=" samesite=lax

Set-Cookie:

canu_session=eyJpdilGinZhd2Y zIIS NG 4a0nVo Y TRS IRCCIESP S InZnbH W joiMz NS YW 1Y 20 GZM 24wd TV s Ky BN cEpy 2k TU3orSHg 0ZniNhb X EwihZ
LUTBTeEgdTG VieENIMFuaXRTSCiF SWUzd2F COzdUR 1kowezBIBUZUT2 R bRnUitzdFWAY mZuME.JieE 1 gMiddeFFBUIF 2MDMNCdnd UMRI0WDIzd 1ROR2wL
CUPWMECH T WEwWZ TR GQINAWMy My EmRm O De2Mm Q=2 GMw Az MT oy WL GO DREZmPNzhh Y TgeNmi 1 2]y 2k Mjimin0%30; expires=Thu, 02-
Diec-2021 04:28:12 GMT. Max-Age=T200; path=" htponly. samesite=lax
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| <html lang="zh-hant"> -
<head>=

11.2. hitps:/ftest-caru welcometw.com/admin

Summary
Saverity: Information
Confidence:  Firm

Huost: https:iftest-caru welcometw.com
Path: Tadmin
Request 1

GET sfadmin HTTF/1.1

Host: test-caru. welcometw.com

Cookie: XSRF-

TOKEN=ey. pdil8lkbsUJZOWC=e\Ws 1 aWpNQkVFbnovRmcl P SlsinZheHvIljoi TnviWeFhg SWeRM2Vye DIvWUINWEF 1 WIF DTWSPWAWEyZ Dh4LUNVFpMUE SRMW
NBM2 L TLZ0UZKeDRZTOpzS Dioa/ USPY ULkecGhPe | FEMIZMOV o EVHND S FR2Vmkec RUFGQNZT ZHMNGYF ROTVE bR HF y ZnMelNmb LNV RTF T2
nATUGELC A WMICI DO T YIS k3N z L Tz U0 M FINGMO MOy N 2 WEm Y TV ThaNZ1IZMEJI0OGMEOTEY Y zdIMGY xMWzIn0%63 0,
canu_session=eyJpdilGlkl=Z3VEVTZILEES 1 QmFlkSHRvZERancBFSIsinZhbHTjoi Zk 8Ty ZZRMVIWHNCW 1 ZZY kRmY[BLBUFJZ0GdpMic 1 SN 1hiMUplY 1
VzNmFHNMDEzQIFSKIBZjRINEsycytLSHIzcj LhvQTBMaE:RZGsxRGMxd EhWWej F TEgw' ™1 IEMUNVT WA TASVZ\WVgREtSUIoMN28vSHECMDZ S pt TOpY ZGE
LCHYWMICIH2NDImNThEODZhZWkMNTFhy z O 3Z Ty WD Z TIDZ DA O DM Y je N wiNZE4ZmMIZTUy Y TRy EZmU 2Z RmMedkin0%6 2 0y
remember_web_508balGaddc2b2{0401 53010 14c75Eea4e20020d=ay JpdilGlm 1jNAZ ERONUR DY UcESzI0S X owh2eBPS s InZhb HW ljoi IRBSRHRpGR TR 1 S0RW
dOdCTRRrEWUed0hPo115b0E3aloybStuR2dWT3dldnpgbjRs Uz TdWAILINBUDIL] E2 0 p4Q2dI UG 1 ER3JhZ] Y W TZG8X Y IdhMGEUUDFFUUZMRDIMY
kEndWhSakgvMEZUWF pah 2BLt2GpoRHd 1 clB0al ErmtXT GF OWnhgbld SeDh 1 0vio Wz 3BRdzVin bGRjL I kEmWTI0M KRR ExalVipieHpo RIJENTZwh Zh
2brviSzZ OQzZPK I owZzBnZ TF Db G 1y Sid3RXMISkZ CeitOeXhviis3TUKeDdt TTOL IO WIMIDil 1. 2WY TNDNhMjJkOGI0ZDFhY mQy Mz JjMjAzZ W2 GUIZ]
hINGMmiNzEZzMNzkEMDISMU Y 2ENTIS Y 2y 2YE0Tdiln0%20

Cache-Control: max-age=0

Upgrade-lnsecure-Requests: 1

Dnt: 1

User-Agent Mozilla's.0 (Windows NT 10.0; Wind4; x84} Apple\WebKit'537.28 (KHTML, like Gecka) Chrome/e5.0.4864. 45 Safari'537.28

Accept textibmi, appicationtzhtml+:ml applicationsent;g=0.2.image/avifimage’webp.image/apng. “™;:q=0.8, application/signed-exchange:v=b3;0=0.0
Sec-Fetch-Site: same-origin -
Sec-Fetch-Mode: naviaste

Respaonse 1

HTTRM. 1 200 Ok

Server: nginx'1.21.2

Content-Type: tesdthiml; charset=UTF-2

Connection: chose

Cache-Control: no-cache, private

Date: Thu, 02 Dec 2021 01:41:32 GMT

Set-Cookie: XSRF-

TOKEN=eyJpdilGimMNiQUxNDSo TVUNFQglams 3 KI4rKDESPSIsInZhbHWjoiNndKSGNCOGpieQaTOF TnRrdURWOS 80V mRIMGd TWmMy DWIAMYmVMC
34 mFpTytaHg3NTRyM1 NnRmUSZGhZalkeColJUNYIwMkhSNE=kSnhid2kbdHIgS IFDK2 855 Gp DR Uk LI IcmtEamBs T2NMTEF JSDhucloySk 1 majlwhi1
AILCIEWMEDIT4MjhmOWATNmFRZjg 1 CDVmEZ TRINDVhZRENzMANTdmOTM2Mjg4 M2 QY zZ Mz L MNW Y wWZ ThDY 2 2NmUxZTA 1Y TAZIn0%30,; expires=Thu,
02-Dec-2021 02:41:32 GMT, Max-Age=T200; path= sameasite=lax

Set-Cookie:

canu_session=eyJpdilGljBIL2 1 N2V UpDMNWAWIdnRIFCMkSqU2cBPSIs InZhb HW joicWEZ G Ok JycHFz TEU el d S OF Qv Um 2B LM wiO TACimEwt' T WTMUNI Uked 2L
yESLOJCaVIQQWENnRpS0IR 1 NwRB e WHXRNG3I SRERVTRZ EelBWWWHOdNWEUR oW ez Uy s:WOd KW MNdk Rndne 1 R25LaHZ S20s2aHNDNNZT fwd LD
Rhdj QiL CI WM CidrnD W g2 MzZhMDUE Y ze 4 DD MEY T2 MTewZ TQIMjhhy z SMzEy QG M DOy Mzo b2 GOONTow'y zM 3] RREZ =MW 4In0%:30;
axpires=Thu, 02-Dec-2021 03:41:32 GMT, Maz-Age=T7200; path=/; httponly; samesite=|ax

Content-length: 3280

<IDOCTYPE himl=
<html lang="zh-hant"= =

11.3. https:/ltest-caru welcometw.com/login

Summary
Severity: Information
Confidence:  Firm
Host: https:/ftest-caru welcometw.com
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Request 1

GET flogin HTTF.1

Host: test-caru.welcometw.com

Cookie: XSRF-

TOKEM=eyJpdilGlkFVTIBWYTY ye\JUo\Wowa CerZkiBM2cBPSis InZhibHW [joi Ol SbkdhaEv CTUdoempu NX ez K2RIRXI SNGRX KNV WVC LUV ZdWF Conviy WX
JOTERZRCs2alJJbERITWMIS2R z2eWVNPZGpCNERZVdPOGRWZFNWR U1 ZUU e TWWwOHEX Q2NEC WA W] whNXRrmeF pLYks4Zkd DS np4 RWT W RZ XML
MGLILCIEWIMIOIE2OWA1 Mze30WLwNTBERMDE2Z VY 20z Mmi2MN2UwE Te2ZNWhMTERMGHjMzh Y [Zh MDA ZMDJhMDEZ Y zdjMmNEZmMIIn 036 30;
can_session=eyJpdilGIIUZMNEF ToWhsbFMNudjuODhTUEdFESP SisInZhbHWIoicEptRDFwWWnhHQ2 18dHpBVHZIMzROZTVaT 1WUIBF (el IsHV WvaDFWs2
gy Q2 FNZZkERV 22l T2 EZ0idFF DHZErZ Upke FFMEZpm iy FUKWIRNSERWTUY v SkWVP HIMAMNXZRWF ZR Zy Bpl zhqMyszaEwrSmhxa2B X MFloal Fy 3 1Z8MWES
LCH Y WIOL i’y 200 ZMNpQ 1 OWEY M TMEM T 3Nz ODOMEMNAZZmFmZWZ my ZM4 0T MOMIY 2ZMZViMz Iz CWES Y zFmMjed N2y Iin0%30
Cache-Control: max-age=0

Upgrade-Insscure-Requests: 1

Dint: 1

User-Agent Mozilla"3.0 (Windows NT 10.0; WinG4; 054} AppleWebkitrd37.28 (KHTML, like Gecko) Chrome/S5.0.4664.45 Safari537.36

Accept texthiml, applcationd<htmi+xml applicationoml;g=0.2,image/avif imageiwebp,imagelapng. *™;0=0.8, application/signed-exchangew—=b3;0=0.9
Sec-Fetch-Site: same-onigin

Sec-Fetch-Mode: nawvigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Sec-Ch-Lla: " Mot A;Brand";v="88", "Chromium™;w="88", "Google Chroms="w="88"

Sec-Ch-LUa-Mobile: 70

| Sec-ChLia-Platform: "Windows"

Response 1

HTTF/1.1 200 Ok

Server: nginx1.21.2

Caontent-Type: texd'himl; charset=UTF-2

Connection: close

Cache-Control: no-cache, private

Date: Thu, 02 Dec 2021 01:35:38 GMT

Set-Cookie: XSRF-

TOKEMN=ey.JpdilGI2WDhEK 1 IdWFHQZER 26552IrVIEBPSIsInZhbH VI joia\Weo TAFIQTEDWUZEazer AVE4SUhMS DVT A IrRn HMowal RZ el Vo Q3hibFF TWH
pAOLEEO3K1 S 2 NVE 1FT26uR=z12aWIkR ExsRXd CVORIbOF KB DO T ISMEseX NG TzZS RmbMwS HMOL Dy Rz e CESWmMNR dkad S WBnMDguwhWVRy Lzgil Tt
IS AR MU ZI0Mz L T TR4Mzlow’ zESMDI4NGRhCTEy MG Crahmbta’ TdmMTWHMjM M CWMeN T Mz Ew'y 22 3MDdiMDdDhind%30; espires=Thu,
02-Dec-2021 02:25:38 GMT, Max-Age=7200; path=, samesite=lax

Set-Cookie:

can_session=eypdilGI.I Q2 pPNad Y Z0W 2L 1IURDRIMOVGY Ge 8P SisInFhbH W ljoiZ OdzUk JHS ShueX Lwb Wik 2VPMGpmdWHCd haR 1RQaHhF SIFX e Ty
=0y S0h2a0ir A XI0cTQxaF JBRzdyenglaz A5V S TmpWRNgyelB2dWZNCE 1 1 JOS DdHbS s: JpramdmMnZ 5N 2hRejdnNASy WINZWHMNPWNBMTmhLU
DL WMIOI B WIMOMFINT R 2 SMDA 1 MWD ZDg OMNjFE T ged VAN gy 2 Ex MV NTMEZ TedZ DVh Ym0 COc 5 OTBRMNWIwMzL 2 In0%:30; expires=Thu,
02-Dec-2021 02:356:28 GMT. Max-Age=T200; path='; httponly, samesite=lax

Content-Length: 3427

<ldoctype himl=
=html lang="zh-hant">
chaads

11.4. https:/test-caru welcometw com/password/reset

Summary
Severity: Information
Confidence:  Firm

Host: hitps:ifest-caru welcomete.com
Path: Ipasswordresat
Reqguest 1

GET /passwordireset HTTR/M.1

Haost: test-caru welcomata com

Accept-Encoding: gzip, deflate

Accept =

Accept-Language: en

User-Agent Mozilla’5.0 (Windows NT 10.0; WinG4; 264) AppleWWebKit'537.38 (KHTWL, like Gecko) Chrome'25.0.4838.54 Safari/537.28
Caonnection: close

328



Response 1

HTTF/1.1 200 Ok -
Server: ngine'1.21.3

Caontent-Type: tecdihtml, charset=UTF-2

Connection: close

Cache-Control: no-cache, private

Date: Thu, 02 Dec 2021 02:28:13 GMT

Set-Cookie: XSRF-

TOKEMN=2y.JpdilBlkdtEWWhjN1 ZRNmhS0h4dEMrOE 1iaVESPSIsinZhbH\ljoid THK Y zF jenha TUNXE Y zU3ppiid v 1 RKRFEM s L 2t UzR=M2\xEWREBRD1B
WVPRHo:UTAZBUICHUpay WIS GIHWmpoeiMd DiyemfVb2 ViR 3.0 1ajFg TGNEVWSEcytsVnJOaXF LEZ2ppWU SeHWA N UM Ns TWIFSINRWDdMc3AILC 3t
IO hMDEZN U4MDg 22 TU gz MY I TAz NDRIMWUIE Tg 0Nz U4ZTIMNZFmZWW 3Ny DM Y ESM QDG USMMONWRKIND %20, expires=Thu, 02-Dec-
2021 04:29:13 GMT; Max-Age=T200; path=/, samesie=lax

Set-Cookie:

can_session=eypdilSIdEQEQWIINEVOnUSRGpnL2dMIEDPS s InZhbH\ joiZ HMZ oW1 MaA2eitR OTF Sc2 FFRE:orb GFEbkVaal d8M UM rbnp3 bjdjWiGeq QU
pyWmpSUNVZhOUZUSZ ey Nz VL OeMNZdESKRUZEDDZH Y m 1 Z20WyR 1phS1Zphdiy NEwrhMInhMNEcH Gp2MDIz0Uo35 120U WUZFWGERoWWFURGICa
WL C Y WMIDLINZ L ZZ TEINZMhMEDE A= F Bk M Ghwtz 'SMGMy OT WA OM Gy MjgwZmMEY jedNTWVIMmMwEMIY 2Lz MGEwNDY zIn0%30; expires=Thu,
02-Dec-2021 14:20:13 GMT, Max-Age=T7200; path=l; hitponly; sameasite=lax

Content-Length: 1621

<ldoctype himl=
=html lang="zh-hant">
=head=

12. Email addresses disclosed

——— T,
[ Previous | [ Mext )
" AN J

Summary
Saverity: Information
Confidence:  Certain

Host: https:itest-caruwelcomete.com
Path: fogin
Issue detail

The following emal address was disclosed in the response:

* superadminisiraton@app.com

Issue background

The pressnee of email addresses within application responses does not necassarily constitute 3 security vulnerability. Emall addreszes may appear intentionaly
within contact information, and many applications (such as web mail) include arbitrary thind-party email addresses within their core content.

However, email addresses of deavelopers and other individuals (whether appearing on-screen or hidden within page source) may disclose information that is useful

1o an sttacker; for example, they may represent usemames that can be used st the application’s login, and they may be us=d in social engineering attacks against
the organization’s personngl. Unnecessary or excessive disclosure of emall addresses may also lead to an increase in the volume of spam email recaived.

Issue remediation

Caonsider removing any email addressas that are unnecessary, or replacing personal addresses with anonymous malbox addresses (such as
nelpdeski@example.com).

To reduce the guantity of spam sent to anonymous mailbox addresses, consider hiding the email address and instead providing a formn that generates the email
servar-side, protected by 3 CAPTCHA I necessany.

References
= Webh Security Acadery: Information disclosure

Vulnerability classifications

= CAWE-200: Information Exposure
= CAPEC-37: Retrieve Embedded Sensitive Data

Request 1

GET flogin HTTP1.1 -
Haost: test-caru welcometa com
Caookie: XSRF-
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Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User 71

Sec-Fetch-Dest: documant

Sec-Ch-Lla: " Mot A;Brand”,w="28", "Chromium’";w="8G", "Google Chrome"v="0g"

Sec-Ch-Lla-Makbile: 70 o
Sechnels-Plarfom: "Windoes"
Response 1

HTTF1.1 200 Ok -
Server: ngine'1.21.3

Content-Type: tecdthitml; charset=UTF-2

Caonnection: close

Cache-Control: no-cache, private

Digte: Thu, 02 Dec 2021 01:35:38 GMT

Set-Cookie: X5RF-

TOKEM=2yJpdiBIZWQOhSH 1 dWFHQZEr 265 52ry EBP SIsInZhbHYIljoia\WeeT 3F IQTEOWUZEazer RVE4SUhNSDAVTAIrRn HMVY cwalRZ el vioQ3hibFF TVH
p4OILEEA3K 152 VE 1FT25uRz)3a\WIkR ExsRX d CVORIBOFKEDRYVOTISNExs X NG TZ2S RmMwS HMOL DloyRzV JeCEEWmNRdkdEW BnMDgwh IV Ry Uz gil Clt
WICIIAMmU1Z] MMz L TR zlon' ZESMDI4NGRACTEy NG vk imbiwy Tdm TR MMz CWeN TMEzM2 Ew'y 203MNDdiMDdhind#630; expires=Thu,
02-Dec-2021 32:25:38 GMT, Max-Age=T200; path=/; sameasite=lax

Set-Cookie

canu_session=eylpdil G102 pPMNzd Z V2L 1IURDRIMIV GG 8PS IsinghbH W ljoif fdz Uk JHS ThueX LhwbWinF2WVPMGpmd WHNCdIhaR 1RQaHhFSIF e That
22y S0h 230 Ay 0T =aF JBRzdyengDaz ASVWS T mpWRngyelB2dWENCE 121 JOS DdHbS x4 JpramdmMnZ SN 2R R ejdnMAB y WINZWHMNPWRBMTmh U
DL WMECI B WIMOMFENT RIY ZI SMDA 1 MWD Z Dg 0N Tz WML gy 2 ExMWNTMEZ Te4Z DV Y MO CDe S0 TBRNWIwMzU 2 In0%2D0); expires=Thu,
02-Dec-2021 (2:25:38 GMT, Max-Age=T7200; path=/; hitponly, samesite=lax

Caontent-Length: 2427

<ldoctype himl=

<html lang="zh-hant"> -
=head=

13. Robots.ixt file

s T o,
[ Previous | [ Mext )
" AN J

Summary
Saverity: Information
Confidence: Certain

Host: https:fitest-caruwelcometw.com
Path: Irobots bt
Issue detail

The web sarver contains 3 robots b fle.

Issue background

The file robats b is usad to give instructions to web robots, such as seanch engine crawlers, about locations within the web site that robots are allowed, or not
allowed, to crawl and index.

The pressnce of the robots bd doss not in itself present any kind of security wvulnerability. However, itis often used to identify restricted or private areas of 2 site’s
contents. The infarmation in the file may therefore help an sttacker to map out the site's contents, especially if some of the locstions identified are not linked from

slsewhsare in the site. If the appication refies on robots td to profect access to these areas, and does not enforce proper access control over them, then this
presents 8 serous vulnerabiity.

Issue remediation

The robots. b file is not iMself a secunty threat, and its correct use can represent good practice for non-security reasons. You should not assume that il web robats
will honar the file's instructions. Rather, assume that attackers will pay close attention to any locations identified in the file. Do not rely on robots.bd to provide any
kind of protection ower unauthorized access.

Vulnerability classifications

= CWE-200: Information Exposure

Request 1

GET imbots.bd HTTP/M.1
Haost: test-caru welcometaw com
Arnant-Fnrndinn azin deflate
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Response 1

HTTF/1.1 200 DK

Server: ngine'1.21.3

Date: Thu, 02 Dec 2021 01:41:32 GMT
Caontent-Type: t=diplain

Caontent-Length: 24

Last-Modified: Wed, 01 Dec 2021 08:03:18 GMT
Connection: close

ETag: "§1a73a54-18"

Accept-Ranges: bytes

Usar-agent =
Dlizallow:

14. Cacheable HTTPS response

P Y
[ Previous | [ Mext )
" AN A

There ara 2 instances of this issue:

LI g edele

Issue description

Urnless directed otherwise, browsers may store 3 local cached copy of content received from web servers. Some browsers, including Internet Explorer, cache
content accessed via HTTPE. If sensitive information in application responses is stored in the local cache, then this may be retrieved by other users who hawve
access to the same computer at 3 future time.

Issue remediation

Appfications should return caching directives instructing browsers not to store local copies of any sensitive data. Often, this can be achieved by configuring the web
senver to prevent caching for relevant paths within the web root. Alternatively, most web development platforms allow you o control the server's caching directives
from within individual scripts. Ideally, the web server should return the following HTTP headers in 2l responses containing sensitive content

*  Cache-control: no-store
* Pragma: no-cache

References

= Web Security Acadeny: Information disclosure

Vulnerability classifications

: Information Exposure Through

14 1. hitps:/ftest-caru welcometw.com/robots. txt

l: Pravious :l l: Mext :I
Summary

Saverity: Information
Confidence:  Certain

Host: hitps:/ftest-caru welcometa.com
Path: frobots_tt
Request 1

GET /robots. bt HTTPM.1

Host: test-caru.welcometw.com
Accepi-Encoding: gzip. deflate
Accept =~

Accept-Language: en
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HTTRM. 1 200 OK

Server: nginx'1.21.2

Diate: Thu, 02 Dec 2021 01:41:32 GMT
Caontent-Type: tesdiplain

Content-Length: 24

Last-Medified: Wed, 01 Dec 2021 08:03:18 GMT
Caonnection: close

ETag: "8§1a73a54-18"

Accept-Ranges: bytes

Usar-agent =
Dizallow:

14.2. hitps./ftest-caru welcometw com/svg/logo.svg

e LY
| Previous ) [ Mext |
., N 4

Summary
Saverity: Information
Confidence:  Certain

Host: hitps:/ftest-caru welcometw.com
Path: Iswgllogo.svg
Request 1

GET /svgflogo.swg HTTRM.1

Host: test-caru.welcometw com

Accept-Encoding: gzip. deflate

Accept

Accept-Language: en

Usar-Agent Mozilla5.0 (Windows NT 10.0; Wind4; x64) AppleWebkit'537.28 (KHTML, like Gecko) Chrome25.0.4838.54 Safari’537.25
Connection: close

Response 1

HTTRM.1 200 OK

Server: ngine'1.21.2

Diate: Thu, 02 Dec 2021 02:28:12 GMT
Content-Type: image’svg+:ml

Caontent-Length: 3328

Last-Medified: Thu, 02 Dec 2021 01:55:24 GMT
Caonnection: close

ETag: "81a%2785-d01"

Accepi-Ranges: bytes

=%ami version="1.0" encoding="utf-8" 7=

<l-- Generator: Adobe lllustrator 25.0.1, 5WVGE Export Plug-In . 5WGE Version: 6.00 Build 0) -+
<svg version="1.1" id="....._1" zomins="htip:/fweaan3.orgi20005wg

~[SMIP]...

15. Baseb4-encoded data in parameter

——
[ Previous | [ Mext )
" N J

There ar2 T instances of this issue:

FRRF:!
3 33

R o® o= B o® @
3

o
=1
in

Issue background

Applications somefimes Bass84-encode parameters in an atternpt to obfuscate them from users or faciftate ransport of binary data. The presence of Basef4-
encoded data may indicate security-sensitive information or functionality that is worthy of further investigation. The dats should b= reviewed to determine whether it
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Saverity: Information
Confidence:  Firm

Host: hitps:iftest-caru welcometw.com
Path: fadmin
Issue detail

The following parameters appesr fo contain Basef4-encodad data:

* XSRF-TOKEN =
{"iv":"JCqUBCjjEbHadr 1 TLjc¥w==","value":"ZpL2B ScudwazPKXFYFZkalde1NK4YaKkd GittGzzBdzQ2mUkQAWVENXTdTIEDT Y 6K zkoE2oL Trck T+
jZVrow2EZ dLzCjwwrNoYDCivRESGxKA| Z3dVbAaF gbmyKIVNJF" "mac":" 4e184c51d369ca1bal26a2db532421eedSeceb T I4214bEc1ef3549ac 59340bas
"

* caru_session =
v "ZKmZUIKENUUAGrIP sgsRRA=="""value" "HZ 1UtIAi TOZ1ZEcicMGUT 3249x 3ppw2CO0zn 58foF 0OI2 +hCRELU K satGAaKr Hupyxv+m3gm7 QP
AqMtixZ2qjt78jHsI2JFy 0FVY LoxaSTE3IwWWGKGs0kDLUt22c 5F”, "mac": "SbdE94del cE547e405153550e0ale23ee1alccddal 4T c 54026 cf0296 1940911
"}

Request 1

GET fadmin HTTP¥1.1 -
Host: test-caru welcomete com

Cookie: XSRF-

TOKEM=ey pdilBllpDevU202 pgOG I WRySTFUTGR WHe 8P SisInZhbHVIjoivWnEMMEI T 3U0d2FELER Y UFIGWmthVTRIMUSLMFIhS 2s0R 2k 2dEdBek. kel
EybrrUIUF Xk OWNWFRENZIC RHRZ Mkt GaZ 8 F Bl 3. 42 00ranpWeil3MiZ a2 502 p3dn ) Ob Toa 21 2Uj UM RIRLNGpaMZR WY kFhRmc2b LR Z0SKYILS
JEOAWRICH IDZTE4MNGM A MWO=MN]I Y TR ThtyNmEy ZG11 Mzl OMFIZNOEDAWNMINjcz NDLMNGLZ Y 2F 1ZjM 1 MDIh 2L SMzCwt'mE 1 In0%30;
can_session=eyJpdil&llpLbVpVMDsETIOVFyOVBzZ 3NSUKESP SisInZhbHY 1 joi S Fox v RICWI L OV oeihja WINNR TV UMz 100 g ScHE 2NN PT 2pullzhmib
T2y H2hDalviW Ltz X RHOWF Lok Laiwe X h2H 2027202 LWVEBEc 0L 3gyMnF gdDicd akchzb UK Rnlw RN WA Lbove GESVELzd 1dHS Dd=MGtE TFWORMjMjU
YILCIE WMEDHT T Y Q40T REZTEIMjLAONZUOMD LN TMANT BIMGEwWZ TlzZWUed THPY ZREY TAOMZM 1 NDBhMmMmMDISMESZ D ART Eyin0%30
Cache-Control: max-age=0

Dnt: 1

Upgrade-Insecure-Requasts: 1

Usar-Agent Mozilla"5.0 (Windows MT 10.0; Wind4; x54) Apple\Webkit/537 .38 (KHTML, like Gecko) Chrome/25.0.4864 45 Safari’537.35

Accept texthiml, appicationtzhtml+xml applicationomi;g=0.8 image/avif image‘webp image/apng. **,9=0.8,application/signed-=xchange:v=b3;q=0.0
Sec-Feich-Site: same-origin

Sec-Feich-Maode: navigate

Sec-Fefch-User: 71

Sec-Feich-Dest: document

Sec-Ch-Ua " Mot A;Brand";»w="28", "Chromium";v="85", "Google Chromsa"v="03"

Sec-Ch-Lia-Mobile: 70 -
Sec-Ch-Ua-Platform: "Windows"

Response 1

HTTF/1.1 202 Found -~
Server: nginx'1.21.3

Content-Type: tecdhtml; charset=UTF-2

Connection: close

Cache-Control: no-cache, private

Date: Thu, 02 Dec 2021 01:35:35 GMT

Location: hittpsiitest-cann welcometw.comilogin

Set-Cookie: XSRF-

TOKEM=ey.JpdilGld " MNnenRh QX prbHMNGhHa2FUBIESPSIsinZhbH W joi TUky TWd DeLIEAWUhFAW R die4 ObHIM 2 Bp B Mz Xy ZF BtIRVR GBIz S SaMNYY
BMEEVubGhpRUEwWA2Micitwb 1 FyYaESKMjZHUE=reGINR2lodRGENITUXRkSngdemeauZlZ hdnd=zSitF clxS ULR4TIRATIRUZIVBemJNYHZ 1M 1Y ILCH Y WD
JIMAWRhZmMNiMWESNzMEZ Ty NDewMNDRmODESNjR OGQ0EKE0 DAY mRIZWZhZTUIOTMMecIMeFm Y 2 NWE AW U InD%30; expires=Thu, 02-Dec-
2021 03:38:35 GMT, Ma-Age=T200; path=/; samasite=lax

Set-Cookie

canu_session=eyJpdilBImpraMNYZUJTE1p L FnWFy 3R 4D 0EBPS s InZhioHW ljoiMmilpd VB | wTm S LR EMWF s0n B2y 1 dibnBpdeouUrndi WFiliONET
WiLezdWe G QmMBMXRVWMzMNmPkhn T1dVESy kM SFPWSzk 1 RUKSSZRTNmSalVdMHY 2 T2 RDd Qel5RghBMnRRRT JCAGrAAVBPOmpROVWTYWDR
whlMiLC I AWM lzMGEE GFZmZhMDZhMT MDDl MTEWMTe3 Y =00 mRjMjN ODg 32WIE DRz ODI IMDhiky 2 OTCRF DADMjdh Mydiln D96 30:
expires=Thu, 02-Dec-2021 03:36:35 GMT, Max-Age=T200; path=/; hitponly; samesite=lax

Caontent-Length: 204

=IDOCTYPE himl= o
<html=

15.2. hitps:/ftest-caru. welcometw.com/admin
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Request 1

GET /admin HTTP/1.1

Host: test-carnu welcometw. com

Cookie: XZRF-

TOHEMN=ey.Jpdil8likbs U J20W xels 1aWpNCKYFenovRmcBPSIsinZhbHjoi T WieFhg SWeRMEVye DAUINAEF ko1 WIF DT WSP WGy ZDh4 LV Fp MUS MWW
NBMZIXTL20UZHe DRETOpzS Do USP Y ULkooGhPe 1 FEMIZMOW e B VHND S FR2VmiccRUFBONZ T ZHNGVWF ROTVBESblaRHFyZn M edMmnb LB RTF ThWg2h
n& TUGSLC A AWIICII 00T YRS k3RO 2 L TNz IO Mz FINGMOR DAy MY 2 WE my T Thedh 2 [2M2 JiOGMEOTEY Y zd MG xMWizIin0% 20,
can_session=eyJpdilGlkixZISVTILZES 10mFkSHRYSERmanciPSsinZhbHWljoi 2«8 T 3ZRMVg2WHNCWV Z2 kRnn Y| BLBUe W FJZ0GdpMic 1 SMThINUPM
VzNmFNMDEzQIFGH1IBZRINEsycyiLSHIzojLvQOTBMaE=RZ GsxRGMxd EhVWej F TEgw'y 1IBMUNE VR ATVZ Vg REES UlloN2BvSHBECMDZS QX pt TOpY ZGE
LC A WAICH 2MDUmMNThODZhZ NTFh Yz O 32 Ty AR Z TIOZ DASODMA o4 NN wNZE4Z2mMIZT Uy Y T Oy ZmU 27 Rmkizdkin0%6 20,

rememnber_web H0balGaddc2bZ2401 530601 4c7F58ea4 230828 d=eypdilGlm1jNAWHEER OMUR QY UcE SzI0S XowN2eBP SisInZhbHW1 [joi FBSRHpERTh 1S0RW
dCTERrAWLvd0h P 115b0E3a0oybStuR2d VT 3dldnpgbjRs Uz TAWAUINDUOIb E2 0K p402d LG 1ERZJRE] Y TWLIT 268 idhM GEUUDFFUUZ MRDUNY
kArd\WhS akgwMEZ LNF p4 3 BEZ GpoRHd 1elB0al ErmX T GFOWnhgbéd SeDh 1 TVoWIZW 3BRdz\in bGRL O BmWTIOM X RLIRExa\pieHppRIIEVTAwb2h
2bniSzZ 00z FPH3owZzBnZ TF Db G 1ySId3RXMASkZ CeitOeXhv\ 03T e DT TOIL SO WMl 12 ANDMh N JkOGI0ZDFhY mQyMzjMjszZ2 Wi inE GUIE]
hINGMNmNzEzNzk SMOISM]U4 Y 2ENTISY 2oy 2 50T diIn0%20

Cache-Control: max-age=0

Upgrade-Insscure-Requests: 1

Dnt: 1

User-Agent Mozilla’5.0 (Windows NT 10.0; WinG4; :x84) AppleWebkit'537.28 (KHTML. like Gecho) Chrome'26.0 4864 45 Safaritf37. 28

Accept textimi, applicationtzhtrl+xml, application’xmi;g=0.2,image/avif imaga’webp.image/apng.*™;q=0.8, application/signed-exchangev=03;q=0.0
Sec-Fetch-Site: same-crigin o
Ser-Fefrh-Mnde navinate

Response 1

HTTF/.1 200 Ok -
Senver: nginx'1.21.2

Caontent-Type: tessthiml; charset=UTF-2

Connection: chose

Cache-Control: no-cache, private

Date: Thu, 02 Dec 2021 01:41:32 GMT

Set-Cookie: XSRF-

TOKEMN=ey.JpdilSimMtQLEMNG 30 TWVUNFOlgDams3 Kl4rHIESP SisInZhbH\W ljoiNndk S GMC OGpie RO TOF TnRrdURWC S 80V mRINGd TWmhy CWIMVm W Mc
Y mFpTytlaHgINTRyYM1MNnRmUEZGhZal ke« ChlJUNYIwikhSMExkSnh0d2kbdHIg5 3FDR 2855 Go DR L ZIE lemtEamBs TAMMTEF JSDhucloy Skl mojlwh 1
AILCIOAMEDI4Mjhrm O NmPEEjg 1 ODVmZ TRINDVhZREkMNzM4NTdmOTM2Mjg4 M2 02 zF Ml WY wZ Tl 2y 2NmU=Z T 1Y TAZIn0%30; exqpires=Thu,
02-Dec-2021 02:41:32 GMT, Max-Age=T200; path=/; samesite=lax

Set-Cookie:

caru_session=eyJpdilGljBIL21 N2V UbINWAIDNRIFCMEkSqU2eBPEIs InZhbHW [joicWE G Ok yeHF 2 TEAUelUdS OF Crar inm 2B LN wiO TAw-QmEwi WV TMUMI Lled2L
yESLOCeVIQOWEAnRpSOIRc 1MwR 3oy WX RN SRER THEERIBWAWWIOdNWZ R oVicz Uy sx\vOdbMW NMNdk RindnZ 1R25LaHZ SZ0s2aHMDMNNZ T w4 U0
RhdiQiLCIE WM CidmZ WY jg2MzZhMDUZY zc4 ODMEY TRZMTowZ TOOMjhhY 2l 3MzEy OGEAMD Oy MechZ GOOMNTow' zM 2y JRAZ Y =MW 4In0 %20,
axpires=Thu, 02-Dec-2021 03:41:32 GMT, Max-Age=7200; path=/, httponly; samesite=lax

Content-Length: 3260

<IDOCTYPE himl=
=html lang="zh-hant"= o

15.3. hitps:/ftest-caru.welcometw.com/login

Summary
Severity: Information
Confidence:  Firm

Host: hitps:ifest-caru welcomete.com
Path: Nogin
Issue detail

The following parameters appesar o contain Basef4-encodead data:

= X5SRF-TOKEN =
{"iv":"FE3CT IEzDKxEMVwul EPImO==","value" :"KxDkNLGOXj4RCX JxstrkBCh¥ ol jRGGgMGVOTiS0uMBsg SDXj2tel Y2uNtxjg2rN T bluKwBjCnBrkzR
+dJIujKhRZAcbodwA OzgmPZaebolTm Svi xoNNfweeC2fFVowsP" "mac":"ed T7a65c4070b32e3acd2 579553820 c2 58efcaaeBd JeacIbb 3c236d0feaba
07 d"}

= Caru_session =
{"iv":"DuEw3k1YvMIK de ASIHkk4A==""value""Wwr-+qJy ENrd9xK O0wldPEFE5uSYTGI 51ts DC LyZbKgnZpA+31 P+dblop+F1eCre LUFhx3+2Dco8Z 1/
KglkrZKKJXPT 37PI3kKbrwtY RFwulOmwAImbZd GCTnEEDF) Thr", "mac":"4e3adbc 89431 bf3e8dBbaT 977 baad2e 7T et B 25aa2 ddBa 11 8ebT 512867
07 72"}
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Connection: chose

email=superadministrator¥4app. com&password=-Hrpgdsl&remember—oné&_token=KMN01TCEZKzBK g mhchZ BN CaxoABqS 085 A4qqp -
Response 1
HTTF/.1 202 Found -

Server: ngine'1.21.3

Content-Type: teedhtm; charset=UTF-2

Connection: close

Cache-Control: no-cache, private

Date: Thu, 02 Dec 2021 01:32:14 GMT

Location: hitps:fitest-can welcometaw comiadmin

Set-Cookie: XSRF-

TOKEN=eyJpdilSlkpDoU202pgOG M WRY STFUT GpjWHcBF SisInZhbHWIljiofAnEMMEI Ty 3UDdZFSUETY UFIGWmEhWTRIMUSLMFIhS 2s0R 2k 2dEdSek kel
EybWWrlUFXd v OWFRENZCRHRZMktSa28F MmBhiM3J 4alMranpWejl2MjZaZExG02p3dnd Db Toal 21 215U R3IhLN GpaM2ZRWY kFhRmc2bXILBF Z0SkYILG
JEOWRIDIIDZTE4NGM IMWQ2M]I Y TR TMyMmEyZ Gl 1 MzIOMjFIZ2WREZWNINjcz NDENGIEZ Y 2FIZjM 1 NDIRY ZUSMz0wYmE 1In0%30; expires=Thu, 02-Dec-
2021 03:32:14 GMT, Mae-Age=T200; path=/; samasite=lax

Set-Cookie:

canu_session=ey.JpdilGlipLbVp\MOsE TV ONVFyOVBZZ3MSUKESP SisInZhbH VIl joiSFoxVFRJIQMUOV axWihjaWNNR 1V UMz 00X g5 cHBIMEMPT Zpulzhmb
O wT 20y K2hDalviv Uiz X RHOWFLckieL3VwexXh2H20zZ202UNBBc U1 0L 3gyMnF gdDo4 akhzbDJH Rnkw RN viNUsore GESVEIzd 1 dHS OdzMGLE TFWOMjM]L
O IL G WMDY e 4 OTREZT BN LMONZU MO UNTM A NTEIMGEWZ TIZOWLEY TR 2ZREY TAOM2ZM 1 MDBhNmMNmMDI SNJESZDASMT Eyin0%20;
axpires=Thu, 02-Dec-2021 03:32:14 GMT, Maz-Age=T7200 path='; httponly; samesite=|a:x

Caontent-Length: 284

<IDOCTYPE himl= -
<himl=

15.4. https://test-caru welcometw. com/login

Summary
Severity: Information
Confidence:  Firm

Huost: https:/ftest-caru welcometw.com
Path: fogin
Issue detail

The following parameters appear to contzin Basef4-encodad data:

= MSRF-TOKEN =
" "AUNPYRE 2y RTmnph/kfKAZg==","value":"8FEnGahEBMGhzjgiw3+dHEyR4W+s v 5BQUsuaNrurri LDvD+ShZIIHHMc 7K dsy 50djB4DsVrOgd
Vd SWEGSeESg5oSvWCcDRisZ205tf xZ KbKEfGt) zxEidVAvasT0i", "mac"™: "69d 537 79e050d 01 7ficcd32bT TeleTE65a10alcc T 5abial 0702341 3cTcbedice
"

* Caru_session =
{in":"UB4A Sqcll SnvIndEe MO t0==""value":"pImM pZxGCmztzATvwIdte SEZOUTIT1erlSRUR VKh2CaMgi9E Y o gje ObDglmtQC+1 +el da QL +HTUDZ
TMHDpMFJEQ+sB5vaXVog!if8j7+3h L+JhgkoWOYhjQriVz1 2", "mac”"b2fEE666458a21 39147761 239606 fafeffocB 945427 cocfBe T 229280 1T T2}

Request 1

GET flogin HTTF/M.1 -
Haost: test-caru welcometa com

Cookie: X5RF-

TOKEM=ey/pdilgIkFVTIBEW Ty JUDWEwaCerZiiBMZcBP S s InZhb Hl ljoi 0L SbkdhaENVC TUdoempe MX czKZRIRF SNG R K2 N LUV Wz dWF Ceniy WX
JOTERZRCs2alUJbERITWMAS 2R zeVNPZGpCMERZVdPOGRWEFMNWR U1 ZULN c TWVWOHEZX 2ZME Wk Wi hwhXRmeF pLks4Zkd ISnp4 RATY W R2 W XML
MGKILCIOWWMICI20WA 1 MzcIOWUIWMTBRMDEZ WY 2QzMmEZMN2UwE Te2 NWVhMTBhMGMNjMVh Y [ZhMOAZMDJAMDEz Y zdjNmMkZmMIini3630;
caru_session=eyJpdil&llU2ZNEF ToWNsbFNudjluCDhITUE:dFESPSIsInZhbH VI joicEptRDFwAnhHG2 16d HpBWVHZ 2 M=R0ZTVa T 1WVUIEF Qo IshW WVaDFWS2

gy OZFNZZKSRVIIE 20l T2 EZ DHdFF D zErZ L pheFEMEE prm FYKIWIRNS ERWTL v SV PHIMANXZnAWF ZRZySplLshoNyszaEwr S mhua28 X MFloal FyS 1 Z8MWE
LGy WIMiDLMm Y 2007 2N 1OWEy M TMEM T2 Mz = ODMEMAZZMFMZWEm Y ZM4 O T NDM3Y 2N 2Nz Iz CWES Y zFmiNjcd N2y y In0%30

Cache-Control: max-age=0

Upgrade-Insscure-Raquests: 1

Cont: 1

Usar-Agent MaozillaB. 0 (Windows NT 10.0; Wind4; 084} AppleWebKit'537.28 (KHTML, like Gecko) Chrome/®5 0 4864 45 Safari/537.35

Accept textitmi, applcationthtml+xml applicationsent;o=0.2.image/avif image’webp.imagelapng. *™.q=0.8,application/signed-exchangev=b30=0.9
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-Usar 71

Sec-Fetch-Dest: document

Sec-Ch-Ua: " Mot A;Brand”;v="88", "Chromium",v="84", "Google Chroma"w="83"

Sec-Ch-Ua-Mobile: 70 -

Sec-Ch-la-Platform: "Windows"
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<ldaciype himl=
<html lang="zh-hant"*
<heads=

15.5. hitps:/ftest-caru welcometw com/login

Summary
Severity: Information
Corfidence:  Firm

Host: https:fitest-caru welcometwocom
Path: fogin
Issue detail

The following parameters appear fo contzin Basef4-encodad dats:

* XSRF-TOKEN =
{"iv":"FYCHy+ReuaGCo+onl KIkVE==""value":"ilgOqHA14YFDLT+EQSHMHS SR+ FrG1W0 TY zUhCxbIQ STzx 3K zCy SKA TMECnnG2wiidDLIEwWEW
DboAJIZUI234 LIy sFOSRFeOHsAN2GSIp Y ZeGvG2Z0g 0801 Tr 587, "mac™. "a2e5f242 50138330190 284da9124d02c0a7 71 5a23c 7980 153 33aledT4Tc0Ta
"

* CAru_session =
{"iv":"RPsjOF T XgEv TDIHIEFTg==","value":"gGsRBGKHnyulmd1 ge O0jfucEvd2G TP hxEJ GWy IpWAZKHvEB+Gkiaytqd hRzG T rradk 09 UKy MjVFx
2zPvufMpF5sRNHT G+ Wzkjgfevy ThQz7 gho2Z 5YXsOZpLNhTev"”, "mac": "1ac421d54ec290051b4dB 461 bef1achfiZcal1 250529 T8d5abcd BT300d50
0357

Request 1

POST fogin HTTRM.1 -
Host: test-caru welcometw. com

Cookie: XSRF-

TOKEMN=eyJpdilSIkZWAhE K1 IdWFHQZEr 265 52INVIEAPSIsIinZhbHljoiaWhe T 3F IQTEIWUZ EazcrRVE4SUKMSDVTAIrRnJHM cwal RZ el Vo Q3hibF F TWH
p4OLISQ2k 152 VE 1FT25uRz)23aWkRExsRXdCWVORIBIF Kb DN OTISMEseXNGTzZ SRimkwS HMOLOkyR 2V Je C8ZWmMNRdkdSWiBnMDgwiIWRy Uz gl Ct
YNWMIQiJhMmUAZ] I oMz LI TM4Mzlw ZESMDI4MNGRACOTEy MG Cwhnnhday TdmM TR MMz CWKEN TMzM2 EwY 2Q3NDdiMDdhin0d3630;

canu_sassion=eyJpdilGilJ Qo2 pP Ned Y Z0W2L 1IURDRIMIV G Ge 8P SisInZhbHY Il poiZ Ddz Uk JHS OhueX Liwb W 2WFMGpmdWNCdIhaR 1RQaHhFSIFXe T
20y S0hZa0irl Wi X I0cTQxaF JBRzdyenglaz ASVWES TmpWRngyelB 2dWENCE Y1 ¢1JOSDdHbSsx\ Ipramdmin 25N 2h RejdnNWEy WINZWHNFWnBMTmhU
LGS WMED B WIMOMFENTRIY ZISMDA 1 MWIDZ Dg ONGFE Tood Wi gy 2ExMVINTMEZ TedZDVh Y on0 OD eSO TBANWIwMEzU 2InD %30
Content-Length: 112

Cache-Control: max-age=0

Sec-Ch-Ua: " Mot A Brand";w="28", "Chromium"»="25", "Google Chromsa"w="03"

Sec-Ch-Ua-Mobile: 70

Sec-Ch-Ua-Platform: "Windows"

Origin: https:itest-caru. welcometw. com

Upgrade-Insscure-Requeasts: 1

Dint: 1

Content-Type: application/=-www-form-urlencoded

User-Agent Mozilla™.0 (Windows NT 10.0; WinG4; 54} AppleWebkit'637 .28 (KHTRML, like Gecko) Chrome/86.0 4864 45 Safari’ba7T 26

Apcept tesd’hitml, applicationdzhtrnl+:ml applicationsomt; =08 image'avif imagewebp, image/apng. *™;q=0.8, application/signed-exchangev=03,0=0.8

Sec-Fetch-Site: same-oriain h
Response 1
HTTPFM.1 302 Found -

Server: ngine'1.21.2

Content-Type: texthiml; charset=UTF-2

Connection: close

Cache-Control: no-cache, private

Diate: Thu, 02 Dec 2021 01:37:42 GMT

Location: hitps:/ftest-canu.welcometw.com/admin

Set-Cookie: XSRF-

TOKEMN=eyJpdillkis ULJZOWWCxelVs 1aWpNOKVFbnovRmcBPSisinZhbH Vo T WeFhg SWedRME Ve DIWVWVUNNEF KT WIF DTWSPWAWWBYZ0n 4NV FRpMUSEMWY
NBMZ2JXTL20UZKeDR2TOpzS Dioat/ USPY ULeeGhPe IFEMIZMOVoSVHND S FRZVmic:RUFBQNZ T ZHMNGVF RO TWVBSblorRHFy Z ndMelNmb LIEWRTF ThiWig2 i
nA TUGEILC A WICSIDOT Al M 3Nz Lk T kM= UOMzFINGMOMDWEy M 2 WEm Y T Th4MZ1I2M2Ji0GMEOT By Y 2dIMGY = MWIizIn0% 2 0;
expires=Thu, 02-Dec-2021 03:37:48 GMT, Max-Age=T200; path=/, samesite=lax

Set-Cookie:

canu_session=eyJpdilGlkdxZ3VENTILZEs 1 2mFkSHRvEERancBPSIsinZhbHWjoiZk 8T ZZRMVgIWHNCW 1 ZZy kRmY[ELBUWFJZ0GdpMk 1SM1hINUpIY 1
VzNmFNMDEzQ3FEK IIBERINEsycytl SHIzcjUvQTEMaExRZGsxRGMd EhWei Fi TEgw Y 1IBMUVE WY ASVZ Vg Rt SUlloN2EvSHECMDEZSQX pt TOpY ZGE
LCHYWMICH I ZNDImNThIODZhZ W NTFhY 2O 32 Ty WD TIDZD A4 O DM Y e N N ZE4ZmM3ZT U Y TQyZmiU ZZjRmMzadkIinD%30; expires=Thu,
02-Dec-2021 02:237:48 GMT. Max-Age=T200; path='; htiponly; samesite=lax

Set-Cookie:

remember_web_58balGaddc2b2fe401 580101 4cT58ea4e20038 d=ay JpdilSIm JNAWHZERONUR QY UcE Sz 05X owM2cBPSls InZhb H ljoi IMBSRHpSRTh 1 S0RW
dlGCTRREZW U vdOh P 11Eb0E2aloy bStuR2dVT 3dldnpgbjRs Uz TdWWUNEUDIL E2OXMp402dI LG 1ER2JhZ]Y TWHITZG0MYIdhNGEUUDFFUUZNRDUNY -

I NTE T S T TP R TE E T P VI P T o NS o U VR D TN T L T TP S BN, o TR TR I L S . e T
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The following parameters appesr io contain Basef4-encoded data:

* XSRF-TOKEN =
{iv":" SWdrl1 Pe1oNtYYPglwCnEA==""value":"Olwi4RrdrLrZgWXgFVVQ+ICIX QT 8zLhjRFECi Taw 50 7kDAcla2 NP 5+BjwwmirdjeBnMt1CRUxkal7?
P1nE3B!gxFKof NXyESdhueNvdDdGExI+5dZkEk017OBGT, "mac" "eT47bb235f3691d836ac2 1de693bdE2dad030331643abf26 8437 Eb0a2 164d7 "}

= caru_session =
{"iv""biOvEADCELI+zZvMT QZKy G==""value""nJQq1A+EI0W.IR+e+nlUJ gEIm/)smN7CT2Y s BZZTkj5TIZIZd 5S6wN QL LFPTeINI+1XTePEBz1E/q34Ls
vIAWITLEIKZ2UpZ GKCq7 TPRXgM40lvmengWe DvoC OTAXUWEVIF", "mac":"f15b1857d44199de 851 8dfbEcaBal9c3f11d937afB6E68927 1622891 3ab374

&

Request 1

POET login HTTRM.1

Host: test-caru. welcometw.com

Cookie: XSRF-

TOKEN=eyJpdilGIMNANHIsMYBIMWEODF IZUGH)d0MuNUESPSIsInZhbHWjoi T2 2MTR SRy THJac W XWHF GUWIZRK2:DL 1 hRMzhETGhaUnm™y 1Q3RUY X d
KMVE3a0RBbZ2xhMRs TIETHO gd3ZtZnl4amyChicl DMUMNSL 1W4a2F sM 1Ak 5QiSneEZ L bzd DWHIFOGRodW OdmR EZEdRbHh JKZVKWms 2azAxNDBCRZ
YiLC S WIIOLIM=03 Y milyz VMY SMWCMzEh Y z b GLUZOTMNDgyZ GE 1 MDMawhMzh N 24y TIiZ M2ODRmMzed YjBhMEZNGQIN0 %D,

can_session=eyJpdiGimJpT3Y 1QURDRUIKI padki3UpLeVERPSIsinZhbHVIljoibkpRe TFBKzZs UV d UIKZ5s WU pnRWst L OpzblL 4201 Qy WX NCWlo3a2o
W GxaSVpklUzZ ITIFMTEZ QY G Vs Tmwr My hIUZWBCGnox R S 8:dMzRMe 3 2 lds MO CMOsyMI Vs \Wied LO3EZVF B WHF ONESUdm5 32 1djRHEwQ0E UM NVh 1z
WhGEYILCHY WL M TWIMTg5ZmOINDESOMWRICDULOGR MY 12 ThOT M2y AMWQS MedhZ jg 2 00 4 OTIAMTZhZ TgSMNUE Y WizNzQ4in0%%30
Content-Length: 111

Cache-Control: max-age=0

Sec-Ch-Ua: " Mot A;Brand",w="88", "Chromium";w="8G", "Google Chrome"w="83"

Sec-Ch-Ua-Maobile: 70

Sec-Ch-Ua-Platform: "Windows®

Crigin: hitps:iitest-caru. welcomets.com

Upgrade-Insscure-Requeasts: 1

Dnt: 1

Content-Type: application/s-www-form-urencoded

User-Agent Mozilla"3.0 (Windows NT 10.0; WinG4: x54) AppleWebkit'537.28 (KHTML, like Gecko) Chrome/®5.0.4664.45 Safari'bar. 38

Accept texthiml, applcation<html+:ml applicationsonl;g=0.2,image/avif imagewebp.imagelapng. 4*;q=0.8, application/signed-exchange:v=b3;q=0.0 o
Ser-Fetrh-Siter sama-nrinin

Response 1

HTTF/M.1 202 Found

Server: ngin:'1.21.2

Content-Type: texd'himl; charset=UTF-2

Connection: close

Cache-Control: no-cache, private

Date: Thu, 02 Dec 2021 01:36:35 GMT

Location: httpsiitest-canuwelcometw comidogin

Set-Cookie: XSRF-

TOHEN=ey.lpdil8ikPyTIBWY T ye\ JUDWEwa CorfidtBM2ciPSisinZhbHy1 jorOLM SbkdhaBEWC TUdoempe MK ez H2RIF SMG pX HI MV W C UV 2d W Oeniviy i
JpTERZRCs2aDJIbERMWMIS2Rze Y NPZGpCNERZVdPOGRWEFNWRLIe 1 ZULN e TWWOHZX Q2 NE O Wil RmeF pL ks 42kd 0Snp4RAWTVRZ Y XML
MGHIL I W Cl2 0D T Mee 30 WUWNTBRMDE3ZNVT Y 20zMmI2N2LwZ Te2 Mjvh MTEhMGNjMz VR IZhMDA MO NDEZ Y zdjNmMNEZmMIin0e30;
axpires=Thu, 02-Dec-2021 03:38:35 GMT, Max-Age=T200; path=/; samesite=lax

Set-Cookie:

caru_session=ey.\pdilGIIUZMEFToWMNsb FMudjluCDhTUE:xd FESP SisinZhbH W ljoicEpiRDFwAnhHO2 18dHp BVHZINEROZ TVa T 1WUBF e sV WVaDFWER
gy Q2 FNZ2kERVj 2 2pl T2 EZ DitdFF DHZErZ pkeFFMEZ pm iV FYIMMRNS ERwWTUY w SV PE2MAMN A ZhWF ZRZy Bplzhg Ny szaEwrSmhxa28MFloal Fy S 128MWE
LCHy WO ihn ™y 2000 ZNp2 1 OWEy MTMEMT Q2N = OOMSMNAZZmF mEWEm Y ZM40TQ 1 NDM3Y 2NNz Lz CVWES Y zFmiNjcd N2y y In0%30;
axpires=Thu, 02-Dec-2021 03:38:35 GMT, Max-Age=T200; path=/; httponly; samesite=|ax

Content-Length: 284

<IDOCTYPE himl= -
<himl=

15.7. https:/test-caru welcometw com/robots txt

Previous

Summary
Severity: Information
Confidenca:  Firm

Host: hitps:itest-caru welcomete.com
Path: frobots_txt
Issue detail

The follewing parameters appesr fo contain Basef4-encodad data:

+ XSRF-TOKEN =
v "NIR2 YAdIvkSiMBEEnzFa=="_"value":"NuVoXillaZerx3oUIVdY SZGCMnOYo2aHx 001 Nv1cATEWNRYIF. x4v0J sHEOUNCaE 10hOsGD2VLIZ
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Caonnection: chase

Cookie: XSRF-

TOKEM=eyJpdilbikis LiJZOWxe\Ws 1aWpNOkKWFbnovRmcBPSIsinZ hbH o TnvWeFhgS W RM2Viye DIMLIWEF  TWIFDTWSPYWWEyZ0h4 LNV FpMUS SMWHE
N2 T 20UZKeDR2ZT0pz SDlowUSPY UL e GhPo 1 FEMIZMOV o SWHMDSFR2VmicR UFBnZTZHNGYFROTWBSbIkiRHF yZnJMelNmbUEWVR TF ToWWgZMnA1 UG
BILCIT WAECIIDOTdN M MM 2 NI z U TV Mz 0Nz FIN M OMD Ay N 2 WEn TWTY T4 M2I2M2JIDGME0TEY Y 2dIMGY xMWIZIn0%30;
caru_sassion=eyJpdilGiklxZ IVEVTZLZEs 10mFkSHRYSER ranciPS sinZhbHWjoi ZkETY 3ZRMVgEWHMNCW 1 228 kRmn Y| BLBUnWFJZ0Gdphk 1SM 1 hiMUplY 1z
NmFNMDEzQ3FEK11BZjRIMEsycytL SHIzojlUwATBMaExRZGsx RGM=dERWejF TEgwWH 1IBMUVE WA YIATYVZVgRIES NIoM2BvEHBECMDZ S QX pt TOpY ZGEILCJEY
VDI 2ZNDImNThIODZhZEWd TR 2O 3ZT Q' WMOZTIDZDA4O DM oM wiNZESZmMAZ T Y T QyZmiU2Z] RmMz dkin0%2 0,
rememioer_web_H%0a36addc2b22401 5300 1 4cTi58ea4e30830 d=ey JpdilSIm 1jNWIEZEROMNUR QY UcESzI 05X owM2c8PS]s InZhbHW |jod k5 RHpERTh 1 S0RWd Od
CTRrZWUvdDhFo11Sb0E3aloybStuR2dWT 3dldnpgbjRs Uz Y TdWALINGUIOIIb E2 0 p4Q2d MG 1ERZJhE] 1WA TZGEX Y idhN GELUIL0OFFUUZMRDUN RS rdWh
SakgvMEZL'NFp4M3BtZGpoRHd 1clBOaIEMmEX TGFOWnhgbkibcDh 1% 0ol WIZW 3 BRdzVnbGRjL 0 kBmWTI0MN AR ExadV pieHpoRIJEVT ZwhZ2hZon viszZ O
QzZPH3cwZzBnZ TFObG 1y SId3RXMASkZ CaitOeXhviDs3TUe DdET TOILCI WMECI1 20N 1MDNhM]JkCGI0ZDFhY myziMjszZ WhinZ GJIZhINGNmMzEzM
ZREMNDISMU Y 2 ExNT IS zky'y 2 5O TdilnD%30

Response 1

HTTFM.1 200 Ok

Server: ngins'1.21.3

Diate: Thu, 02 Dec 2021 01:41:32 GMT
Caontent-Type: tediplain

Caontent-Length: 24

Last-Modified: \Wed, 01 Dec 2021 08:03:18 GMT
Connection: chose

ETag: "§1a73a54-18"

Accept-Ranges: bytes

Usar-agent =
Dizallow:

16. TLS certificate

l: Previous :l
Summary

Seventy: Information
Confidence:  Certain

Host: hitps:iftest-caru welcometw.com
Path: I
Issue detail

The sarver presanted a3 valid, trusted TLS cartificate. This izsue i= purely informational.

The sarver presenied the folowing certficates:

Server certificate

Issued to:  “welcometawcom, welcometaocom

Issued by: Sectigo RSA Domain Walidation Secure Server CA
Valid from: Thu Aug 26 08:00:00 GMT+08:00 2021

Valid to: Tue Sep 27 07-52:50 GMT+08:00 2022

Certificate chain #1
Issued to:  Sectigo REA Domain Validation Secure Server CA
Issued by: USERTrust REA Cerification Authority

Valid from: Fri Nov 02 03:00:00 GMT+08:00 2018
Valid to: ‘Wed Jan 01 07:50:59 GMT+08:00 2031

Certificate chain #2
Issued to:  USERTrust RSA Certification Authority
Issued by:  A8A Cerificate Services

Valid from: Tue Mar 12 08:00:00 GMT+0E:00 2018
Valid to: Mon Jan 01 07:58:50 GMT+08:00 2020

Certificate chain #3

Issued to:  AfA Cerificate Services
Issued by:  A8A8 Cerificate Services
Valid from: Thu Jan 01 08:00:00 GMT+0E:00 2004
Valid to: Mon Jan 01 O7:58:58 GMTHIE:00 2029
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Certificate chain #4

Issued to:  AAA Cerdificate Servicas
Issued by: AAA Cerdificate Services
Valid from: Thu Jan 01 08:00:00 GMT+0E:00 2004
Valid to: Mon Jam 01 O7:52:58 GMT+08:00 2028

Issue background
TLS {or S5L) helps o protect the confidentiality and integrity of information in transit between the browser and server, and to provide authentication of the serer's

identity. To serve this purpose, the server must present an TLES carificate that is valid for the server's hostname. is issued by a frusted authority and is valid for the
cumrent date. If any one of thase requirements is not met, TLS connections to the server will not provide the full protection for which TLS is designed.

It should be noted that vanous attacks exist against TLS in general, and in the contesd of HTTPS web connections in particular. it may be possibla for 3 determined
and suitably-positioned attacker to compromise TLS connections without user detection even when a valid TLES cedificate is used.

References

= ESEBUTLE Configuration Guida
Vulnerability classifications
E-285: Improper Certificate Validation

325: Inadeguate Encryption Sirength
= CWE-327: Use of a Broken or Risky Cryptographic Algorithm

Report generated by Burp Suite web wulnerability scanner w2021.8.1, at Thu Dec 02 12:13:28 GMT+02:00 2021.

339



340



T

A

BRI

—u.mgft

1-8H

2 - BEALR

J- L8

rMHFREELERRLS R

341

EiEE HEEE—  HEEHE(RE)

{REIEREMAEEAERN |81 HE2 HE3 HEA ]

HER BEAS AMEREEA BSEENEE (EREME - NS (IEEH IDEA
BEE £TH- m
Tester 1FEEF1(E) TS 1-8H 2 HFREmI 2-BEETE (1-89 1-8%
Tester 2FEEF2(8E) |5F4 1-8X 2-EXmEmEE (2-BEETE 1-BH 1-8%
Tester 3FEEF3(%) |FF0 1-8X 1-8% J-EWEER (1-8H 2 - (IEEME
Tester 4FHESA(E) |FH 1-88 1-8% 2.-EEETE 2-iMEERE (1-8H
Tester SAEESFHT)  |FH 2-THEZE |1-FH 2-EERE T 2-imEER (1-8"
Tester BEEES6(L)  |Fa 2 FHEZE 2-Ex8B2E (2-BEE& "I |2-idfEEE (2-AZ:s0
Tester TIE@E1(EX) |5F5 1-8% 1-8% 2-BEETE 1-8% J-HFETR
Tester B/EE@2(#X) |5FS 1-8X 2-EWEEE |2-BEETE 2-idfgEg 1-80
Tester WEFI( LX) |Fa 2-FHEEE |1-73 2-EEHE "I |2-idMEER (2-FEREE
Tester 10/EF4(#X) |F7

B AEBE"  BEENE(8E) - 5%l

REIREARAER |26 HET B

HER  EEEA [HEEHT HEElNENE =EEEEEE
EREE HTH - QRcode LiE AT)
Tester 1FHEF (1) |FH 3-¥AR 2 -HFHRE |2 - BAREE
Tester 20HEF2(8) |Fa 2-BTERAA |3-LEEEER (3. EEREAE
Tester FHEFI(FE) |Fa J-EEEAMT 1-8H 3 - S HRTE
Tester 4FHES4(ZE) |Fa J- AR 1-81 3 - AEsEEE
Tester BEEEFHT) |54 JEIEmER |2- LEEES |2- EBfREE
Tester BAHESFGL) |FH J-FTEEmETs |1-3H 2 - BHEEFRE
Tester IEFEX) |Fa5 2-BTRAZA |1-BH 2 - BRI
Tester B/EE2(#X) |FS J- AR 1-81 1-8H
Tester WEEI( LX) |FHG 3 - AR J-LEEER O1-8 0
Tester 10/EF4(EX) [FE7




BiREE RSER=  HEEEB(E) - ME(HE) - SIEE

RIBBNBERM (V9 £E10 £EN £E 12 £E13 £814
HER BRER LSHEHSE (EREM - - AE ITBEER %S SEEREE (IREREE
EEE £TH- @ QRcode
Tester 1 BEE1() |F5 2-SREEHW 1-BR 1-BY 1-BY 1-BX% - EBARRER
Tester 2/’8E2F2(8) |F7 2-XNBPESKE 2-SEEE [1-BY 1-BR 1-BH - BARER
Tester IAEEI(FR) |F5 1-BY 2-—EBEE"Y 3-FaEH [1-AR 1-B8 - BERREE
Tester 4/ BEBEA(ZT) |F5H 1-8BX% 1-BX 1-8BX% J-EEsEZEE |3-=%ER - BRRER
Tester SSAEEST)  |F5 3. RETME [1-BAN 1-BX 1-BX J-FNERHE [3-BRABEE
Tester 6/BAEH6(L) |F5 J-RERME [1-AN J-FRaEHW O[1-BY 1-BX% 3 - BAHER
Tester 7/EBI(EX) |FH
Tester /Z@@2(xX) |F9
Tester YEH3(EX) |FH 2-EMESE 1-AX J-FKRQE M [1-AR 1-B% 3 - BRBER
Tester 10/E&4(3EX) |F5

EEE BlEEEl : EETTRE - FESER
{REABREMAELARA |FE15 £E 16 BT £E 18 H£E19 et
HER  EFHEA |fCallgoEE | EFEEFE FEEEH EESHIIE |EiTRE

ERE £TH- IZRAREE

Tester 1FEEF 1) [F9 2.Eg88B® 1-8H J-EARES |2-BAFBE |2- LSREE

Tester 2FEEF2(8T) (79

Tester IFBEFI(FE) (79

Tester 4FAEFA(E) (F9

Tester SFEEFS(T)  [F5 1-88 1-88 2. FMEEE (2-#ARBE (1- N

Tester 6FEEF6(L) |F9 1-88 1-88 2. FHEEE (2-#ARBE (1-3"

Tester TEFHEX) |F9 1-88 1-8R 2-FHEEE 1-8R 1-88

Tester 8/EmE2(&X) |FH 1-F# 1-8# 2-FREFEF 1-8H 1-F/i

Tester WEBEI(EX) |FH J-EFEARE 1-BH J-EFEARE [3-FFEARE 3 -SFERE

Tester 10/Em@4(#X) |F3 RHEH(EEE  FaiRirgEn)

342



2R FBE

AEEE—  HERHBEE) AEEE" . BEENE(EE) - EE&R
HEA1 g2 £E3 E£EA EHES HE6 EET FEE
AfMiEgitEA |LSOEdHEE|EERER - RE |(TEER IDEA HEAEES HEANERE L | EEEiEiRe/
o QRcode & AT)
2 FHEEER 2-AFRES 3 -£REEEE - IfEEER |- BAEMARE (3- %155 J.LEEERE |- HERE
R8T i R EEEEEEN (SEEk =1 QRcodefiI =  BBEEAD (B
mEEERER
2-FHEEHET 2-SREEE 2-BEERTEE 2 -fEEER |2 - REEEE [3-#FR J- LEEERE |3-EEREE
HELEBFID m BERrvEA EiRER QRcodefiI = BERAERD (BEER R
appEadally
2-FHBEEZER 2-=208E 2-B8% "UH-5Y 2-MREMEE3-BEEBAE |2- LEEES 3 -EEhRHE
REARBT B |EEE A, BAE EQRcode + £+ (AE wmEER B
EEERER FAESEEE - HEEREEH appEaAally
BiEEONE DN
1-8X 2 EXTEE |2-EEiETEE (2-AMEESEM |2 - X3S &3 - BEE 2 - BARIRSE |2-#fREE
m BEAmitA BikER BT "CEEr |QRcodefi=®: BE7HEMNS =
Hizk, BB
EE S
1-8H 1-8H 2 EE# "M |2-EREEREA 1-8H JEIEmEn 1-8H 2 - A HEE
i, MO8 (SwER QRcode fiIs
fir
1-8H 1-8BH 2_EEE U |2-EAREEEM -8 J-FTEEmET (1-8H 2 EIFEFE
iIE,  EEE (ESRER QRcode SESRELE
FSEVE =
1-8H 1-8H 2 -BEERTEE|1-BX 1-8H J-EBFH 1-8H 2 - AR
BHEfmiA QRcodefiI = s
1-8X 1-8H 2 _EEETERE|1-8H 1-8H 2-EBTRAAE |1-BH 1-8H
HERRY TS F|QRcode
1-8H 1-8H 2-EEETEE|-B Y 1-8H 2-ETERAAE |1-8% 1-8H
BHEERY T F|QRcode

343




AFEIR=  HEEHEB(ME) - NE(ME) - SEEE

344

*E9 210 #HEE 1 HE12 FE 13 HE2 14

HEESHEREE EEEWE - AE |IEEm T SIREERTE |TREFELE

m QRcode

J-FETME |2-SEEE (3-FETH O (J-E8=mFE |3-=2EE J- ARER

(2= = iBrEE EE, 3] EFEIhAEE

J-FHRME |2-—E# "L I-FREH [1-8H JI-FHBEERE |3-HBFHESE

12 BNz I, MAE B, RIsEI FF#IheEs

i -HN

2 - EWEREMR |1-8H J-FaE "M 1-8" 1-8% J- FRER

EdE 5ED EE, EFEThAEE

ETEE#EE

2 - MBEEE (1-8BH 1-8% 1-8% 1-8% - BAFREFR

HFLESHISER EIETNEE

mEES X7

—FAEREES

2-HEMESE |1-83H 1-8% 1-BH 1-8% J-EARER

E 5EinET EFEThAEE

BHE#E EiE

|EAEE

1-8% 1-8% 1-8% 1-8%# 1-88 - ARER
EREIhAES

1-8H 1-8% 1-8% 1-BH 1-8% J-EARER

N6




BISEEDN : SETERE - P30SR

£8E 15 £8 16 £82 17 8 18 £8 19
CallE5EF | EEETE LFRER EFSHIEY |BTRE
2Rk BE Hif s
J-FEFHAE [1-8X J-FE4HARE 3-FFFEARE |3-FFHAS
(F&) (F&) (F&) (F&)
2_-Hgis@Em |1-8l 3-KFRER |2- HAREE (2- MSETH
AREEA—H Erz FEEMIE |(=EEREE
1-8H 1-8H 2-FTHEEREE |2-EARHBR [1-83
FEeEm  EiE |TEEBEEE
it
1-BH 1-8X 2-FHEEE |1-8H 1-8H
et
1-8H 1-8% 2-AHEEE (1-8X 1-8H
R
1-BH 1-8% 2- EREFA 1-8H 1-8%
HuBNE 8

EER

345




346



P E RN

347



A-03-01

® UNELogin x & oo

< C & accesslineme,

LINE

QR code fogin

® UNELogin

<« C @ accesslineme,

LINE

QR code login

Log in with email

348



A-03-03

® UNELogin

< C & accesslineme,

LINE

Your verification code

0470

Time remaining 02:55

Undefined index email

C & test-canuwelcometw.com

APP_DEBUG is set to true while APP_ENV is not Local
Ths could make your opplkabon winerable o remote execubion. Read mare about lgntion sccunty,

Undefined index: email

Requst  App U Contest  Debug Shere >

po/Fitp/Controliers/ThirdPartylogin/LineSocialiteContraller.

349



Loginto Facebook | Facsbook X

X @ facebookcom

facebook [

Log Into Facebook

twvm0dtest01@gmail com

¥ & Facebook KRB A

€« C & facebookcom

(£}

caru

CarU Web LoginBk EMTFHEE :

350



x & o

@ test-canuwelcometw.com

CarU

8

tuvmO4testo2@gmail com

@ test-caruwelcometw.com

CarU

351



Moot Hello!

a

welcometw.com

CarU

0

uvmOdtest03@gmail com

352



0986991356

Sun  Mon Tue

Wed Thu

353

!

Fi sat

BEFRBEE




A-07-03

< C & test-canuwelcometw.com

CarU

i

0986991356 BEFRBEE

@ Taiwan Cart 1 @) - tovmodte x| 8 563 x| +

C & test-canuwelcometw.com fr @ mExas

Email

tuvmo4testo3@gmail.com
=%

ELEE
]

5 v
FH

£H yyyy-mm-dd

354



355

LETE




A-10-01

x

t-canswelcometw.c

CarU cSz@= [Ee=  9EZSE

]
I

S IR 5% biiiiis

0986991356 FEFORBE

2000-01-01

El

)
]
[
.

9783

= = I i 2 n

Caravelle Volkswagen Caravelle Toyota Wish

e

Skoda Superb Nissan Tiida

356



| BEiHS

| BEiHE

Volkswagen T6 Volkswagen T6 Volkswagen T5 Volkswagen T5

1‘.' '. HI' '. 1‘" '. Mn' '. .

357



| EEHE

x ¥ aemmes

@ test-caru.welcometw.com

| BEHE

358



| BEiHE

Volkswagen 16 Volkswagen T6 Volkswagen T6 Volkswagen Té

Vol Volkswagen T6 Volkswagen T5

0 ‘
1‘ i | & .m, \ A

| BEilS

BN & &

Volkswagen T5 Toyota Yaris Toyota Yaris Toyota Yaris

e T, |

P w

Toyota Yaris Toyota Wish Toyota Wish Toyota Vios

359



| BREE

Volkswagen Caravelle L 2.( Volkswagen Caravelle Toyota Yaris Toyota Yaris

ota Yaris Toyota Yaris Toyota Yaris Toyota Wish

| aRiEE

Volkswagen T5

ota Yaris Toyota Yaris Toyota Wish Toyota Altis

360



canu
i3

Caru

c

@ test-caruweicometw.com

I

BE#HE

| aEEE

Volkswagen Té

Volkswagen T6 Volkswagen T6

Volkswagen T5 Volkswagen T5

°

~

Volkswagen T5 Volkswagen T5 Volkswagen Kombi

o —

n Crafter Volkswagen Caravelle L 2.0 Volkswagen Caravelle L 2.0 Volkswagen Caravelle L 2
101 1] Tl
° °
N

361




x ¥ ammmes

@ test-caruwelcometw.com

| BEiHE

| GRS

362

s

C-‘Ei-jL
-

Toyota Wish




| AEHEE

Mercedes-Benz Vit Hyundai Starex

Volkswagen Caravelle | 2.0 Volkswagen Caravelle Volkswagen Caravelle

363



| BEiHE

s e

Volkswagen CARAVELLE 2.0 Volkswagen Caddy Toyota Yaris
]

| ARV | A

Toyota Vios Toyota Corolla Cross Toyota Altis Toyota Altis

| BEiE

—
Votvo V90 Volkswagen T6 Volkswagen T6 Volkswagen T6

Volks

nT6 Volkswagen T6 Volkswagen T6 Volkswagen T6

364



A-11-18

€« C @ test-caruwelcometw.com

Caru

| aEEE

Volkswagen T6 Volkswagen Té

S L s e o

| BEEE

Toyota Sienta Toyota Sienta

Nissan Sentra Mercedes-Benz $350 d Honda Fit Ford TOURNEO CUSTOM

365



Volkswagen T6 Volkswagen T6 Volkswagen T

LI Bager
= =

Volkswagen TS Volkswagen CARAVELLE 2.0 Toyota Yaris Toyota Yaris
101

| BEil®

sgen 16 Volkswagen T6 Volkswagen T6 Volk

Vol

Volkswagen T6 Volkswagen T6 Volkswagen T¢ Volkswagen T¢

« 1 B

366



| BEilE

Volkswagen T6

Volkswagen T6 Volkswagen T Volkswagen T6

Volkswagen T6

Volkswagen T6 Volkswagen T6 Volkswagen T6

| BEilS

367



| TR

HRAR

| BRALRA

o5

AR ¥5 & =0

368



Honda CR-V Ford Toumeo Custom Ford Tourneo Custom FORD KUGA

TR

BENTLEY C-FLYING SF Audi A AudiA3 Audi A

Audi A3

VEEES

2=o oo
| EmAE

369



Caru

Taiwan CarU

Caru

EmES EEAE EEPE

CarU Taiwan Carl

370



| st

| iTERE

(RRE Vo34

o

| RELRE

371



BN ENewebpe/BSATE X +

C & ccorenewebpay.com

@
i VISA. (g
AMHE v . )
7 K = 1 —n
¢ ) "R EG , R

EFSANewebpyB=AEN X +

C & ccore.newebpay.com

tr @ mmxas

372



hitps://ccore newebpey.com/l X+

X @ ccorenewebpay.com

NewebPay EffER

Bk - FBHEE...

A-15-10

B oo x +

€ C @ test-caruwelcometw.com

Carl) ==E= =uE  PEZE SREE EvVAES 3\ EE Q R

373



X 1 [comcore] EFERNeweb X+

& mailgoogle.com

l_
o [com_core) E#i 7 NewebPay EF H03 - FONTRIP & [
* (META] 558 Newebpay SHRE 2 - @
° %
> o
& P : > = =
IREFRBAE(ERF)
Moot
-
o
Hangout [

a I

x M A - CuVEBEEE d s x
% @ maxas

€ C & dealer2.carucomiw
1 -

-4 mgv IREs IEeR
O ZHa Car

CARUBHIE K
SHIE
w2 €D

B AN = e 1 nEER EHEN

HETS

2021122

R L
202112206 141

e WmER F®

2021122

2021122000

EEFEREEm

374



Em-5-104A8

| /815 m

Toyota Wish Suzuki Swift Skoda Superb Nissan Tiida

375



- F= B 3% OnEE. ERON-GUES x| 3 DRASEE-CUERESS X

C @ test-caruwelcometw.com

QEERY - BHME -

376



C & dealer2carucomiw

REE gEes

CARUSE

SHITE
@
HEL T 3

2021220000001
2021220000003
2021120000004

20211220001

2021220001904
2021122000192

2021220001963
)

SHER®E
wam @
DES Y
2021220000001

20211220

20211220

10:08

< RERE

1A

WERERERF
2021-12-20 22:08:07

R

LEanER

AR

al 4G

BEAFE

. 5969913
669913
986991356

986991356

986991356

@R LEaARE

986991356

LT e LEL
fest_SWABCI /_test 7% AUiA3 BT
tost_sMABCH /_test_ % Toyota Wish i
2
sWABCHM /_tes %  Suzuki Swift i
ERABCHRY/_tost 1% Toyota Wish i
test_&WABCHIR /_test_ix  Toyota Wish waw
test_SWABCHE /_tost_stihx  AudiA3 BT
_test_&MABCH / _tost Mm% Toyota Wish rEas
U] L
202112200830 2021-12-20 18:00

10:09 all 4G

< RERE

SN EEHMT)  XETM
i
1234

HORENE T

2021-12-20 22:08:07

EfiiE

% 2

i ?

377

LT L]

EWEM



@ _test_op_member5

EAE

B oP
_test_EBRIABCEE

s _test_B{INABRIL

"2t

2 EREE
AR

A 122

% OP

% _test_AIIASLL

BT

_test_op_member5

#iE _test AFABCEH

B

BIO Y 4099%

EIREHR

BRINE R

FHEE «

HRIDE .

SOoY d099%

BT

ERIHE BB

W *

FREDEES ¥



A-46-01

10:07 10:07

€ {7# QR Code €< f## QR Code

QR Code {4

58bca45acce2ebf5

ZEERLTN

_test_SEABCER _test_BINASY
Audi A3

IREER

fatmE

2021-12-20 22:00

2021-12-20 23:30

mEsme

i

##% QR Code HNIBIEE PETIRE

BSOS 4d0100% 825 ® ES0 ¢ 401100%

##3# QR Code & 13 QR Code

QR Code 1£H5

491e0ebb7b1aae5a

M

_test_ARIABCHEH _test_RINAL L
Audi A3

fastmE
2021-12-20 08:30
fmitEn
2021-12-20 18:00
mEEEE

=

A#% QR Code BB BEPEITIRE

379



A-47-01

9:24

€ AL

L ta]

_test_SEABCER _test_BLINASRI

AT

Toyota Wish
_test_ATIABCER _test_HINARIE IR
Toyota Wish RBU-1290
RS A

FAEtERE
RBU-1290 2021-12-20 09:00
st i

2021-12-20 09:00 2021:12:22.17:30

itz TS
2021-12-22 17:30 il
INESIEE

i

A-48-01

10:09

RERE

RERE

_test_&EIABCEN _test_RIHARE
Audi A3
e

fEtIRE

2021-12-20 22:00
i
2021-12-20 23:30

Eid

B LS AT ?

380



o1l 4G =
¢ @#EFERE
EFEMER
EREMISH *
EREIE
_test_STEABCER _test_MINASRE R
Suzuki Swift
wmmse
RBU-1290
izt e BT
2021-12-20 17:00
N test_SEJABCHIE _test_MINAZRIS
R
2021-12-20 08:46 : ! Suzuki Swift
3 sEEe
2021-12-21 09:00 : RBU-1290
RetRat
fesHIE
2021-12-20 17:00
wRnE
2021-12-20 08:46
fstiEE
2021-12-21 09:00
S
i
STEE
Fi

381



EREW

BRI

+886 0986991356
2021-12-20 08:30
2021-12-20 18:00

BRI

+886 0986991356
RBU-1290
2021-12-20 09:00
2021-12-2217:30

BRI

+886 0986991356
2021-12-20 10:00
2021-12-20 01:1
2021-12-20 13:00

FRAIE

+886 0986991356
ABC-1234
2021-12-20 08:30
2021-12-20 00:26

o 4G .

st_SMABCERM
v

SRk

382



I BB

a
B c—ii— B0

383



< I#l# QR Code

QR Code ft#

26508bd16930cdf

HZSERLTH

_test_SFIABCER _test_sSKINKBIS
Toyota Wish

£

BT

2021-12-21 08:00

B

2021-12-21 16:30

mEmEe
85
o HIEER

1§ QR Code ERVREEE PETHE

CarU fHEESI 80
iz
BTPER
BEUTHER
g8 & a
sl —EE wi

384

FRYEIERS

~N

FRUBMEEM A
SR AT

FXINFRYE (ET5

EifBOENTHEE..



A-57-01

FRAZMETS H1|

FRYaETS

BEEA BB

Bi4ETE +886 0986991356
B3 TTT 9898

M= 2021-12-20 22:00

am 2021-12-20 23:30 AT#sH =
_test_ARIABCE _test_AIhAZ M FRCBUEEM B
Mercedes-Benz A-CLASS LEEHRE 1)
waE
TIT 9898 X IhRRYEERS
EREEI A ) ~
TIREEENTHHRE...

2021-12-20 22:00
BERA
2021-12-20 23:30

esTEE
5]
o HIRSRR

10:27
= _test_AMABCET
CarU f{R2 =18 _test_AEIMARY
T
PAIPER
BEA BRI

BiREE  +886 0986991356
ik TTT 9898

HmE 2021-12-20 22:00
B 2021-12-20 23:30

g8 a
sl — s e

385



x ¥ SBES-ChUESEERSET x I T

€« C & dealer2canucomiw

M EEfE- EAE- REEE-
0 =@Es

pYURLovHHBEERIE Y

386



ik BARFABR

RPASUNANANRNESO

01. FIEB=

RPASUNBNANRNES O

NEEASERNERRRESSE
BEERSHERNERNRHEE Y
EEEEREEBER(1/2)

A SEEGHH

WEEM: EPASB
BEA: EREFHEESA

387



75T

01. St

L

SHEEHE 000

AEBHENEEHERIUEE  BRTSEEEME Y
rESHETARE , KEBREER  ERTRREERRE
RIBRVEA - s2{EBRIBITERBZESULRABRNNE
BHEHEERTTEEE  BNEFRRST)  REEREBE
AR5 ER -

c RELTFEEBEMIERENT  BBFE=1EXEEEKX
ETHEmEEEEER - UAAAIE - XHEEAZEME
MNEFRKIMTEAIEA TSN TmE AR ERRE -

388



oy

AR TNESHERBUBRERGB(N), 2AEELE
B RITRE - RSEE - BEE - RIEFHES e
TENEERERE - SAERREMBAE  MIHRAt
B THREE, R TBURBEDE, Ik
LIRSS  EREREERE IS  RECEREH -
FEEENEES REERARE - ERREERELT
SBREEXE |

rrecssmseusmorn | TR | 22 B R -

10T-109-MEB002

MOTC-10T- A

FELETRRENIRRE-E

RENRAR 213

HELRFRREEER X

MOTC-IOT-110-MEB0OS
=

i | REHER-IE A RS
3 @ z
£ RABAER(12) Wi a-

MOST 108-3114-Y-172-053
bELMARRORDERTE

J

10T-110-MEF019
WOMA RGN ICEN RS RMH hELMARRCHUFR T
LA NI PGE R R KRB 5
L

A EELEE MG 000

BIEE
=

B

« BB

389



¢ HEIARE 0006

s 1. ERXEERE

CEMEZEBUBLENHENTAR 2 EREBELEEE -

<BEIE TEERARHBHUBREYER(1/2), FEZRE  #iP  LREE KEBEIAS
ZEFE -

REEEMELSE T\ EEHEXEUBRERAE (/) BRES -

ELAHIEL30ER  BRYE "HXEXARBEUBREDER(1/2), 2RREEHE  BRRIE
SR2ERIZ AR ERHESZ -

st THEEXARGFEBUBRENER(1/2) ) SENTEBRE 2HUBESEE - 288K
EERRS BUERIHRESETIAEERERZETE -

— AR E £

- ZHERIEEHARNUEETE  RUEBRIFEE  EREBEIMNRN - 2F/TRHE

FE - 2 LRERUSERERRR NBERE Y SEREIRE -

mmm S BEUEEER

< SHEEBEUBE TS REZAERNENZ RAPIHEEE  BERTUFELSAIFBE
RER  SERALE ELIFRSIRLEEERS MBI 2H%aEK  EEREE -

 FEBHESEUSREIHENNTER S  KBEZNEEEES I8 ExHEz
5 HREEEEER -

5L )

RPASUNANANRNESO

390



¢ ESHEERSEERES 00O

NEHIHEE TR IEUERERRER A KBRS
BERAEMTHEEZEL I HEREANS - ZERIHE
MRS  HBRREE D EES—/\E -

- BRTE AR 7 FIZEFHE (iRent) FRIZR A H5T RSN - HithZeE
ERAE/) BEMNMEREEABLIEFERRAAR) -

cBRBEE06F/NEEEHEXREERNAEERE R - BA
INESEREEETET,755% (157,228 =) -
« SEFAEEBIE A T AR R E37.5%
s EEHEEKR30%
O RERNEEETERBS  BHSERE

<1  - BRSMNEEHEEZEZEEERALER Q@O

#E
EEHGE - o o =8 25 130EER
RisEs o Rs/Es s s e
HE E*ﬁfﬁ‘ﬁfw B ernm BEOR & R & L1

I 23 £7501& £J501@ £79.0001E = #]46.0001E
Fas WIEfE BIUEf  ASAETs MSAETe AsKETa
aiE¥Ea N/A N/A N/A L Booking * agoda

Hotels.com

10

391



fEEMaaSEuaEEERTe FEEmENEHSs FHASR
%) EEEETLUEBETAERE SRS NEERER
TR\ B AR -

ESEFREARETFEAF—HRNBERD  BRRAEFS
BLFHAPPE 'ESHETSAREERRAN, NEEEE
At -

—FER N BEREESERMCBRNBRS - BITES
SHBRBK - AERNT I REEEREENNE < &R
ST EAIRE -

« J& 17 B8 5% EAER 58 (Independent Verification and Validation, IV&V)
ZERNEZEEH—EAEEUNE =SB AM - &
—{E £ 41 38 RIS EPE B IR I — R 5 A AR g T B8
HRRETRE - AUERRANME - L2 HINEE -

«IVEVERZR1970F R ERBIEL - AXBEERREEE R
HRE 2GR - RERVREESRBISERMAEIE 255 -
REZBZUE - 7A - 1B - HiligR RBWEERIFE -
BYRSMERINEHEEREE -

cBRES - HEREKG CEZERRIRIZHR - MATRHR
BEFTXF - IFABERAKER  THHESEAIV&VIE
hll - ERECOSEHEZ Y -

«—MRIMES - IVKVATTEUFERB=24 28R : X\ -
BEEBUNMBIEL

12

392



%

%

B IR BERGI(1/2) 00O

S e RE AR AR OESE BHATIBEEURRFAEZYE
AT IR E(TSIS) ZEK - X BERERBEESLEES
Fa%k
m/ *‘:‘h‘
ax ) REAzmEny
—— / [a
R'“y_ﬂ;_g) i 8% z;
&

NEFE L
SHTEHN

ERLE

JE I ERAE EARRRE FE I (2/2)

O XS 2 At FA 3¢ (F FHRR A

A TITEREEERA
MESTEME T%t&&%ﬁf’ﬁ
RIEMNAREHM  HpE A
V&V 2 BBEARLLREA 2 &
EEERPUNZE -

Number of critical faults

Relative Cost to Fix Defects per Phase Found
|
=
g
5
Noncf‘tléal I crltlca‘; ; Comb.lned
Fhisse Pound Fault category
[@TestmCode DesignORequirements |
;gﬁﬁﬁiéﬁﬁﬁWtv§&§%%ﬁﬁ§ﬁ%ﬁk%ﬂ@ﬂ¥ﬁﬁﬁﬁl R RATEREUERELE
A

14

393



SCIEREEAR (1/2) 000

NEEMEEXRDBRBAMNSAS  S2BRAEEAER
E—RERGhEzES  HEARLRENEFERFEHG -
MR ESR - ERER/NZ/\EEXENBESHTRRE - iE
AEQNEEHEZERR  BIEEANE -

-BE/N\EEHEERHMUEE  TE) "ESHEFERE
i/ \IRAR 2/ BB E SR E A SR S BIIR BN 5 O S K
HZEW  FEAEERZFREREaNFELEEH -

< IVAVEI S EKH S ZH R ERERR AR BRI ENEERE
BE#% - BRIBABGEBENZHEAIV&VES] - 154
BFFE ZBlEEFWEN @A E T EE) 2 MaaSE 3 -
ERERERENH - 18 - IBZERMERAHRIREZ

=6l -

SCERSEAR (2/2) Q00

AERMAEERE EMZSHERERRER  TWiRS
RBRZIFBE  BERBE-HEXREEHE  BREDLK
RmE  BUFEFAHERZ

= e

16

394



5 1TL

3. BREIRRTS

ol

¢ EREERE

« #%12/20 - FH15IE L

{EET3
ZETFRaEENY
EE - RBARRESH
- SEETRAA
KEesE - #E12/2085%
A TIEAR - T1F
RN - MILE -

21BR

- #Eq
8B &

395

1318 R
IkrE

8BmR
530758

18



AT EXEIRMEEIERE ( PMBOK® Guide ) Z
ezteamwork EXE B
cEBFREIREZIL(EIEECJUNE] - MNE5S
o PUNEEHI : KBRS mE - A B VB RTIHERE

O FREER v HERSEE RERTER WENROE mE=nEE
0 = .1zBaEE(&5830%%)

Oili= 4 L1RFP(D)-1 YR BE

0|l= 11l SEAEAS (Bl k- AR -8 8%) 2021-04-26 2021-04-29 2021-04-26 2021-08-31
0= L1225 RsNOoTREASNEREES 2021-05-03 2021-05-10 2021-05-03 2021-08-31
0= 113 BEMABREGARAS 2021-05-11 2021-05-19 2021-05-11 2021-08-31
Ol= 114 EHIXTFIOT 2021-05-21 2021-05-24 2021-05-21 2021-08-31
al= LIS IOTAERSZESReENR 2021-05-25 2021-06-04 2021-05-25 2021-08-31
Ol= 1Ll anEEEay 2021-08-02 2021-08-20 2021-08-02 2021-08-31
0 = 117 I0TRERE (2FRERSX 2021-08-09 2021-08-31 2021-08-09 2021-08-31
Ol= 118 EmaRuER 2021-08-23 2021-09-20 2021-08-23 2021-09-20
0O = 119 R2RR - ERERTH 2021-08-31 2021-09-03 2021-08-31 2021-09-03
Ql= 1110 e 20 82 PHEAEAEE 2021-08-02 2021-08-20 2021-08-02 2021-08-20
Ol= 1111 S FERZIRNBIREe 2021-09-13 2021-09-17 2021-09-13 2021-09-23

19

v SRR 000

cHEERRIRR R 2R G - HIRERERER - WEHHE
BRI R EE

X ERUE
IRFsERE 10
Hiv B R MR TEIE 3
INEEEERERSHEREXS 28
IR RDRETE 9
Rz E. RIS HEENY 20

20

396



HFEERE

REAEEENE

5=
=&

F== R4 R3 R3 R2 R2
EEFSE R4 R4 R3 R3 R2
BREEAN
FORB \ e L R B
BRE
3 RMPIE IR0
73
£] samues \ g
& BIaE HiTH
s ERPMETRA
aRm
EiaE
21
Eb ENL ] R E57 &5 4o $it
& REER AR B RIS I 0006

BIR5ER!

EHREERR IR R

ERPITREE

ReREEESAR

EEREMR

BXRER
Hth A aT izl E iR

SNSCENSONSRAON SN S WD

IR F
BIZERERE
Eilaasdis sl
BRI RGBT S
RANHFSZAT FIEE AR
RNEEHETEIT
R R R A S
EANEREERETE
BIRERE AN
BRI R AR ARS
PRI
BT R AEE AN E
(ESHHERE PRI A8
A=) S8 SED P S
IRIFAREA R
EEMA. BHITESBERAA
iERSEFa%iE
B ERmEEE b AER
Bt AR eI Db

397




= REER EIREEIRIE () 0006

3| ‘ BREF SEEE | BEHETE BERSH
- BIRERR BEE  -5%~-10% R2
BEREGEEAR  prsmmiers EE 0%-~-5% R3
BN BNt =@ 0%~-5% R3
Py RUNHAA T BAEE AR ER ZiE -5%~-10% R2
St FNEEH BT =5E 0%~-5% R3
RSN AT e EREE 0%~-5% R2
ESEANEEEEIE i@ -5%~-10% R2
R HEEaRER BURESREINIE FEC] -5%~-10% R2
SRFEMERERRE LIRS =@ -5%~-10% R2
RGEE. BHOREEERERE =E -5%~-10% R2
BAFES R AR E=E:3 0%~-5% R3
(REH TR R A =iE 0%~-5% R3
23

S REER BB IRIEIEQ) 0006

=] ‘ EREF BEEE | HaHE R BREER
A= EL S S BE -5%~-10% R2
EEE kR R
g N E N HE  -10%~-15% R2
WOT— g asE B -5%~-10% R2
BENG BRLETE A 5F EE  5%--10%  R2
HitR e ome Eitt e TEE 0%~-5% R3
24

398



B E B IZEH (1) 06006

- 3 i B R AR L PR
5 EEEE REwE  ARE BRI

(EIBIEETERE EEME -5%--10% R2  AEEERE SO EREE

‘ ‘ REIHE, EITRRARERLAR
Et=e 2
=@ ousu  Re OEET WEEBMS

TRREASFEE S8 0%~5% R3  (BIEBIESUSRRERE, L
b = e 'l [l BRSBTS, W
SIS EEERE, i#

>=0% R4 e

ESHIEAIRRTR DB 0%~-5%  R3 (KEEEXERIRE, HITRES

=T, BRIESTHRERD,
TS sg\o , l!z'l PEARCER AR,

25
EFRZEE—EMRZESI) 000
« EEHITEE
RREF EEEE WEmE agg% BRI
RUNEARSfIREE3s 2 EiE  -5%~-10% R2 EBEERS(BREZNTE
R SR I | J B UsiemiEms, ek
FEE R3 ST EZ RS HIRAR(R2)E
TBH, MHMEEE/RERE,
EBEEHE BE  0%~-5% R3 SOCHIFEEEZITAS,
ﬂu?ﬁ? . [ §  SEacEEEREa,
FE= R3 M EEE/BREEE.,
26

399



!I . HAW'-'-

« R EE S EE

RREF

ETEE WeEws E.g%

J7 Bz 2 (3)

BEHGE

PSRN A EEEE 0%~-5% R2 - RBNEEXZIERTIEENR
=L HEEEEE.
‘ ‘ ; . iinﬁggggﬂﬂ?és@gﬁiwﬁ%m
otz 0/ ~ 50, s, it = BT
HE 0%~s% R3S e, i
BisEadnl/EimpEE.
BALERGAE BB 5%~10% R2 - REOEETIFTIESTR
HesEes.
‘ s KIBSHIRSIEERE, DHuELH)
0%~-5% R3 TR, WK, 5o
FRAE A BEEIFE,
HIEEREINE ETE -5%~-10% R2 - ETWMEEGEE, SRR
3 EBEESEETRE, ETEEET
S R3 FEBISERHES AR, Bl

!I . HAW'-'-

= Bz 2=l (4)

o B4 75 5 b3
BREF EERE DENE ARSG RRRIESE
BRMBEAE BB 0%~-5% RS« REHITIEeEe, BEiies,
'] ! § BEERE, RIS TR,
*Eg >=0% R4
[RISIEREFIEE BE  0%~5% RS« REKEER TIETstE=%H
B e ('] EEeE,
. ERERERSEEECHERR
FEE R3 B, RESECEEREERE,

BB TFEEN, RBUTAnET
EE (=

400

28



Bz E B IZEHS) 06006

SERE
RBREF EEEE WTEHXE RARER ERREHGE
TFLEBEKE.E FE  -5%~-10% R2 -« SEERSEHESMBOES, DI
$ 3 3 eeiesem snseay
o . 3 SEE = =
FEE >=on R4 R e mmmar
Z=, EiiEETmEE,
RRREAE =il -10%~- R2 - EEEmEBIMEENREE, HRHAF
" 15% ‘ %E&EH%&¥,EWEE§%&
RES R3 - HRSEBELEE R msE,
AR RIE AR, e
EREZRNESHREIRBIZIAE.
29
1 Bz 12 B — R B 12l (6) 000
- BEZEE
RBREF EEEE WTEHXE RARER ERREHGE
HENTFERE 2 BE -5%~- R2 - FECEBREHEMEOES, LIk
10% FEUREFIES.
§ - EERToREBEORRLERS
AEE R3 B, IBRIEEFEERLTEETH,

IETRRNFET R, EREEESE
BRRPSHETHR, .

BriEsiEnEt 5= -5%~- R2 - FEEHERSBEEEETAS

ANEH ' 10% =5, ekt TiIRsE R RRIEIRE
: % BEENERERE, WA, &
AEE R3 RHSEEES, MIRREE, LR
(RER A S,
30

401



B E EIRIEE(7) 0006

- Efth Aol iR 7 E b

BIREF ETEE TEHE RRESR BREHIE

Hfb R IR AEE 0%~-5% R3 -« RAEKPHE, FJERATROREZ
B5R, . RXRKNZREAER

! | $ B, RAFREEHRERAEANZ
1E% R4  FIE
*E? * HEIEQ%%?AJR@ BZ AR ZT% '
Qe yaEn i A
- EPEFEE BT

- BANERRIERERRBEFHEARGTESEREZF
cAREEBRINIBEEEHEARE  NEEEESELRE
ZRBESE  AERBBELESZFTHIRUNBSEE
A=) 9/30 | 10/15 | 10/30 | 11/15 | 125y
EANESE Sl 100 - - - 628
EREETE ERE 300 450 600 -
EEEERE L 395 - . - 5

SEEM - %ﬁ%%
RS EES A EEER

HEANSEE

HHEEF B BRI RS

+
LR e s

+
ERRBRE TR E - .
e mmm - mE- T y PEIEEEPRECSOlEE yj

+
HEs%E/ )\ BE2 \ERBEEN

32

402



BIRE S EEEEE @@
s W3 TPERRANFZEAEHERNELCLAB A€, 7
IR e BERAE EMHUNZALHBERE £ B
MANTHER  DMEZA G RRERIEF GIEERER o

s EABMENAZLRGLEUNMEREMETNF & E£/TH
BEEERT  BERBAIMBRBELERZITS  BRL
BEIRAWNINEEAGEENROBEREL A REL L
2 F45ARGHTFEB  BRDEABASSHN L ERX
HoORERYE "ZERASILLEZRE

s i B EKPIZEMACOOF £ HwAkTFS  BFFH
10,000 A 238845 Bkt » BIRFHAFE3% > BE ®BIE)IE
FlHE -

B E R R S 000

O FEEBRAHSEHE  E—THEIHEHS -
@ WEHHEFEHERFE  TEX-—MBEEIEBBHMAFS -

QO EERBMESHMEA T - K& - E—LaXHEEME -
PUIE#$10,0008 A SR E R - BRFALHEE3% - BES
AR - BREEEDP N ZETRBERS -

- KB LI ARRA B IR E R EN - HREFSTEERATEAMK
HRAESESESE  #iIZ118260HEB628FK/N\EHHEEHR
H2H " NEEHEXMUBAERRE, - URBHEFRSE
BN 5E 10,0002 A SR IR E Y -

*BINNEREBSRIFNEZHE - REREAIEE - =5
ERTEEHMEASTFEEEKMERMLFIEER - HB5F
EMAFE - PEREEXRGHEERRPETS  WEEHE
CEMESXERMEEERR  UREFRETOZEXER -

34

403



{

RPASUNANANREESO

ERBERTN6IRRRVVAKAZRENESHEHL B FES

EEHERBVERAERX - AREERENF
- BIBGETT

- BRIRME - AP HISERS

- XHRIR - AT VBIETERSE  RREXHEERE

«EBRIRIRIN4 ~ 17TRESHEG ARG HER

c BRKREIREE - EHEFM
- BIFXEST

s [mm XTAETL FEABRERS
- BRIRME - 8T _RBIEREZR RRARFAREREEAS  SARELA | L AHEBOAREATA
o R AT AHIBBIFES BELHERAS  RIES RRBLBARES S
HENFLLARKI-SHEABER A | Lo WSAERAFHE
ATEASLABARHALET  BRET | RRALFRCARLA
REMBREBA-R 0 TRIRERSH- | RAFESHE -

FREINCHHAORFHRESF  BHXME |2 RAKALNLERF SR
FEBEEMHLARY - BRATEI (Hlo ANANRBERY » RH
WAK26~EA 25 8) - LD AR FHK MANZNELATRAS
RINY  TRERRSFALALEINEY % -

MRARBHHUFRR -

36

404



4005 R B 000

GEBRIFERR11/15 ~ 11722 ~ 12212132
R - BT TIEEBIERE
« 12/1FRIE 1T 42815
* THEEME R
o B SPAL ERAC S AR 2R AR

Fa RE BRARF R fi3E
A FRERK | AR B BIEEME Bl d
FE g 2 iRE % 4 EROATR IR RIS E
B %k hHEA ML R HF %L Bpi5iE
42 AP R R IS HE I B AR IS R
¢ 3% XFMEYHAERY > AR | B SR TR E
FAEA & B B 15 IR
D & A F @R F T2k F sF S B
37
PR TR E S 3
ET Boh | kM | e B

L HEE (FE)

vtk (FE%)

MG REEKR LY Co

gl Y Teon {4 1 S /£ % SRS+ LB D -
P P WE R T M AT RE LB Co
# oAk Ak 0961 R T AR RS WA D .
o 7 SR EROH AR CHRETFEN LB C o
B o £ E SR E I3 b 3tk B o
L AE BT v LB T IR B MR BN R RN ETIELE B D
O s | AL R T MM BT FAKRER -
MR8 35 o | AT RGBT RN WA B
T RS 8 552 | RAERACMARY WA B
PHERBEY AR CRAET COBIM% - 0 LEFBR Y o)A AR K@ HE)
BILE Gkl H3RR8 24 2% LA Co
LR J | EREHA @D LB CaUf 6+ i LA 48 M A AET BT ITIURA » ol R &30 - B
B RS RRE DRMB—LTRALAETXOTH LB Co
SEMBER RRRE ST LA EROGEMA CarU F & 885 RAMBINF YL  #F
GAR = WD A GLMBARRBRRLHE - HHBHE) -
TR FIBFMEUT BB L N TR ARG R 0 Flebe AL ek ol 30 PR A .
TR VTR 5 M AR S A W R M R 0hie & RL TR @ R TR 0B A B R A A AR

SRS S B

38

405




AT e Yl 3%

kY] B | k| Rie Hhix
B R RATR A RE AR A MONTREATERAN T  BA A WO AARSLE—@
BHEE Vo | Ttk BREB A SEPIT 2 N F o MM 0 KBNS IR G 0 3
A THAA N - B A
EREL 7 RATRAREER R FBRAY TRRIRRE ) EAHBRTRF SR LRITHESS
i LUK WS B
BRHEE 4 RATHRA R R R > Ri@ITE L9 ReFR)4 3% - B Co
M5 34
HE B | k| Rie i
W5 o | PR AT B P % e AR SH B 5K o ST oA i 5) M egpR A AT A AF K A BN R B A
i MPLE Y BRSNS B A
R AER v
39
bR £ 21
A B | Ak tie M
LN v
ER T v MR T Bt R IRAUER AR e R AR AT IRE GIRA - LA D
840 8 S0 T 7 M e W RN RAZEMARETAL - LUMMEHTWRE LB B
EToRHRAGEE RALLENX  MTHCHRA LA A
W40 2R G RTURE AT HRMAR LB A
SARYH Vo AR RBHRE  FEMMTITE AL LR A
R EAMNRE TR EMRTER SR AP AT -
FIURSRRAITERGHREAM QAH AP X HAAHTAMMEL P A EBRMRET
RATE v | BPERRATEA - K A PR -
ARMERHMFEE  FBAEFTREAN DTG LB A
TR RRATE - RAARRER LI - FEAB-
37 QReode 7 ITRERREFSS 2904 €87 QReode * IRAZ HREMT TR | AANITEAN

PRATREIMRE S - ARARARAEGHRE LB C-

40

406




¢ BRAAGEEERE-PWARR
e 1 2 0 e ofs
- B It 02 R B

There were ssues afiecting this fun of Lighmouse

+ The page may " your
y testing airectly.
x
DO O,
Performance Accessnty Best Practices SEO 68
Performance

Vaes are estmated and may vary, The Redermance score s
= Carts v AK42100 Orecty Wom these metcs See CaAGE

18 -

Performance Accussoity Bt Pracuces 560 A
Values are estimated and may vary. The parformance Score s
cakulteq dvectly from these metncs. See caiCulator oo There were issues affecting s run of Lighthouse
. « The page may not be loading 35 expected you
A 040 m -8 ® 50100 [ was Try testing the second URL directly.
S —
Performance
Vaiue: are ectrmates and may vary The Cetomance scare 5
Cauiste] drecsy Do Pwie s Sae Condane
AOH WBNW @ W 41

-
. 1§ "I

¢ ERAERAEARRE-E X HE
- {A UL 55 R iw 1

Burp Scanner Report £ BurpSuite

Professional

Summary

The table below shows the numbers of issues identified in different categories. Issues are classified according to severity as High, Medium, Low or Information. This
reflects the likely impact of each issue for a typical organization. Issues are also classified according to confidence as Certain, Firm or Tentative. This reflects the
inherent refiabifity of the technique that was used to identify the issue.
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The chart below shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with a confidence level of Certain, and the
bars fade as the confidence lavel falls
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