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Extended Abstract

Strategies of protecting airport safety from accidental or malicious

UAY operations

Master Student : Hsuan-Ming Chen
Adviser : Wen-Tzu Chen

Department of Transportation and Communication Management Science, National Cheng Kung

University

SUMMARY
Drones are booming. Due to the epidemic, a group of drone enthusiasts abroad use
their flight control skills to provide contactless delivery services for medicines and
food for home quarantined patients. The use of drones in life is becoming more and
more extensive. When drones become more frequent, they will cause flight safety
problems. When activities are carried out in the control area that the central or local
government must delineate, raising the issue through the system is also necessary.
After the application is approved, the flight can be operated within the legal area
under regulations. In the past, it was challenging to counter UAVs. Traditional air
defense systems were mainly used to counter the attacks of aircraft or missiles.
Although the technical level has become increasingly sophisticated and the cost has
also increased significantly in countering small UAVs, in order to counter UAV
threats, the countries in the world are accelerating the development, testing, and
deployment of UAV countermeasures to counter this emerging asymmetric threat.
This research is a strategy for using anti-UAV in the no-navigation area of the
airport. In addition, the study provides a reference direction for future research on
anti-UAYV technology. This thesis divides the anti-UAV system into three
strategies. From the wireless frequency band (2.4 GHz, 5.8 GHz, and GPS) of the
drone remote control to discuss the monitoring management, wireless interference,
and finally destroy the method when the intrusion is impossible. From the figure
below, we can understand the procedure when the drone connects with the remote

controller. Among them, the free space propagation loss, receiver saturation, and



EIRP of the radio are calculated for the jamming strategy. The power of the above
frequency bands is calculated by a formula, which can be used for the transmission
distance of drone jamming guns on the market. In addition, NCC's low-power RF

device specification must be followed to comply with related regulations.

Keywords: Counter UAV, Radio Free Space, EIRP, NCC

INTRODUCTION
In recent years, the development of Unmanned Aerial Vehicles (UAVs) has become increasingly
vigorous. UAVs combined with artificial intelligence (AI) technology can be used in photography,
security inspections, freight, and agricultural spraying.
Due to improper use or malicious use by people with intentions, it affects public safety. The
airport's surrounding area is an area where aircrafts take off and land frequently. Any floating
objects and obstacles may pose a potential threat to the flight safety of takeoff and landing aircrafts.
It is important to elevate the homeland security level and consider the security issues arising from
drone’s various use scenarios or malicious use. National security and public safety are the
prerequisites for everything. The government must take into account the protection of individual

rights and legitimate activities at the same time.

MATERIAL AND METHOD

The Civil Aviation Law (Activity Area) defined the meaning of the three colors of "red, yellow, and
green" in the airspace map. The Civil Aviation Administration explained that the green area represents
the legal activity. Whether natural or legal, as long as they comply with the operating regulations,
they can engage in remote control drone activities. The legal person can also apply for an activity
permit to exclude restricted items and fly at night or over crowds of assemblies and parades.

The anti-UAV technology system consists of three major parts: 1) detection, tracking, and early
warning technology, 2) interference technology, and 3) destruction technology. In addition, there are
active anti-UAV technical means, passive camouflage protection methods, and active and passive
anti-UAYV technology. The synthesis of the anti-UAV combat effect makes the overall maximum and

optimization.

RESULT AND DISCUSSION
The first regulatory control strategy is the follows. The regulatory type is the most complex and the
easiest to crack. Because of the initial pairing process in the wireless connection step, the radio's
remote control must be built before controlling the drone. After the pairing process, any intruder

cannot hack and interfere with the pairing ID. This strategy not only requires blocking the control



signal of the UAV without damaging the UAYV itself but also needs to realize the camouflage and
deception on the control command.

Second strategy, wireless jamming: The first step is to interfere with the frequency band of the
flight controller of the wireless receivers, including 2.4 GHz and 5.8 GHz frequency bands. If we
can't interfere with the above two frequency bands, then interfering with the GPS band must be used.
GPS interference makes the drone go back to its takeoff place or disable the flight. It is required to
complete the blocking of the UAV control signal without damaging the UAYV itself and to realize
camouflage and deception on the control command. The interference strategy is to use radio
interference

The third strategy, destruction: The strategy is to directly destroy UAV using missile technology,
laser weapon technology, microwave weapon technology, force-based UAV technology, and
conventional fire destruction technology.

Three strategies are used and the calculation formula is used to calculate the maximum power and
saturation distance for frequency bands of 2.4G, 5.8G and GPS. Using the formula, we can
calculate the required interference power of the jamming gun for the corresponding type of UAV.
Because of the transmission power limitation, the power of the jamming gun and the interference
distance are very small.

According to the current specification of the jamming gun, the relationship between distance and
power can be calculated. The result can also be used as the direction and basis for the future

research.

CONCLUSION
Our government should list drone confrontation as one of the essential national constructions.
Therefore, combined with the relevant technologies and resources of the Chinese Academy of
Sciences and civil society, the multi-level construction of the airport UAV air defense system

should be deployed to reduce the response time and costs.
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e R B T R AU % (Lr) 2138 S e AT 2 (LOZF | 7 B

WASREAI AR TS L, TS BN (DB

PtXGtXGr
— (2)

Pr =
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%% 2. 4CHz % 5.8CHz + M g 7 $oLia LR 802, 11a: 2. 4GHz v i ft
GRS IR e GBI A 5.80Hz T 0k B 5 & pE4ERCE-802. 11a 2. 46
802.11g 5.8G #5 £ % GPS 1.5G #g £ p% & B Pin(dBm) > 404 1 #77 o

21802 1la/b/g B fc B 5 BALp

802.11a 802.11b 802.11g
Input Return
Loss(dB) L0
Gain(dB) 20 20 20
NF(dB) =10 dB =10.5 dB =10 dB
ITP3(dBm) =-20 dBm | =-10.3 dBm| =-10. 3 dBm
II1P2(dBm) =-3.2 dBm| =17.5 dBm =17.5 dBm
Input — 3 B
Pin, max(dBm) =-30 dBm =-10 dBm =-20 dBm

(FA %R ¢ % Jr[25])
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