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Abstract

In today’s information-based economy, the network evolution is one of the
greatest innovations and has changed lives of individuals and business organizations.
Computer technology and the Internet play a ubiquitous role in economic activities
related to consumption and transactions. Home shopping Home economics has been
booming in recent decades since public consumption behavior has substantially
changed. For this reason most organizations depend on information technology (IT)
systems to store, process and exchange critical information with their customers,
partners and shareholders. This dependency comes along with major risks to the
information and its IT systems. As a result Network security incidents frequently
occur along with the rapid evolution of new cyber crimes. Breaches of network
security can result in substantial losses for businesses. With the results of shown in
2008 CSI/FBI computer crime and security survey, the average loss per respondent
was $288,618 for 144 respondents, down from $345,005 in 2007, but up from the
low of $167,713 in 2006. This is the main reason why organizations are investing in
Network security systems, which are designed to protect the confidentiality,
integrity and availability of information assets. The importance of information
security has led many organizations to pay close attention to related investment

decisions.

This research examined how network externality influences the optimal
strategy of a firm with regard to investments in network security (NS). A
theory-based model is developed to investigate in the short run how network
externality influences the optimal strategy of competing online firms producing
homogenous services related to investment in NS. The incentive of a firm to invest
in NS is derived, and the impact of the survival probability, market size, and the
effect of the number of firms investing in NS on a firm’s incentive to invest in NS
are also analyzed. Policy implications drawn from the research are provided at the

end the work.
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Chapter One

Introduction

Electronic commerce (e-commerce) is playing an increasingly important role in
both daily life and in the business world due to rapid advances in information
technology (IT). According to the U.S. Census Bureau (2010), the percentage of
e-commerce sales to total U.S. retail sales increased from 3.4 percent (137 billion)
in 2007 to 3.6 percent (142 billion) in 2008, as more and more consumers now shop
and carry out financial transactions online, without the need to leave their homes.
However, this has been accompanied by a rise in the number of network security
(NS) breaches, with new patterns of online fraud behavior being discovered each
year. The Computer Security Institute and Federal Bureau of Investigation surveyed
522 Internet-related firms about their financial losses due to computer crime and
security breaches, and the results showed that the average loss per respondent in
2008 was $288,618.00, a sharp increase of 72.1% from $167,713.00 in 2006
(Richardson, 2008).

The use of network systems in e-commerce businesses is driven by the lower
costs and increased customer satisfaction that they offer, as well as by the trend
toward greater globalization. The development of e-commerce has had profound
impacts in individual sectors of the economy, as well as in macroeconomic
performance and economic policies (Coppel, 2000). The use of e-commerce in the
U.S. software industry provides a good example of the cost advantages of this form
of delivery, as it is estimated that seller transaction costs are $15 for face-to-face
transactions, $5 for telephone transactions, and only between 20 and 50 cents for
those occurring online (Bollier, 1996).Similar results have been found in the
Australian market, in which seller transaction costs are $300 for a sales
representative visit and less than 25 cents for an Internet transaction (Callaghan,
1999).



However, as firms have to rely more and more on the Internet to promote and
sell their products and services, there has been a corresponding rise in the number of
security attacks on their online systems. The types of security threats that such firms
face include denial of service (DoS) attacks, Trojan horses that come with other
software applications, viruses that reproduce by attaching themselves to executable
files, worms that create copies of themselves and spread by using e-mail address
books, and logic bombs that are dormant until an event triggers them (e.g., a
specific date or user action). Such attacks can cause a loss of services or system
crashes, leading to damage to or the destruction of data, the loss of sensitive
information to hostile parties, the use of information to steal items of monetary
value or otherwise negatively affect an organization’s customers, and damage to the
reputation of the compromised organization.Global Payments, a leader in payment
processing services, announced on Friday, March 30, 2012, that had it identified and
self-reported unauthorized access into its processing system. In the latest case, a
massive theft of customer data from three major credit card firms in South Korea
indicated security lapses in the financial industry on January, 2014. The country’s
largest-ever theft of personal financial data from KB Kookim Bank, LotteCard and
NH Nonghyup Card involved more than 40 percent of the country’s 50 million
population. Warrington, Abgrab, and Caldwell (2000) concluded that initiating
consumer trust and developing stable relationships with online shoppers are the
keys to exploiting the full potential of e-commerce and to improving its profitability.
Strategic decision-making in an online context must thus take into account issues of

network security.

In order to avoid these problems, it is necessary for organizations to invest in
network security, and related technologies include firewalls, intrusion detection
systems, and anti-virus software, while specific network layout approaches can also
be useful. CompTIA (2007), based on a survey of more than 1,000 U.S.
corporations, revealed that companies spent, on average, 20 percent of their total
technology budget in 2006 on security measures, up from 12 percent in 2004, and

nearly one-half of those surveyed planned to continue to increase IT security



spending. While firms that spend too little on such security may suffer more losses
due to network attacks, if they spend too much, then this will also reduce their
profits. Therefore, it is necessary to develop an optimal NS strategy in order to

maximize both security and profits, and that is the aim of the current work.

Reliable network security is necessary to protect online business operations
because harmful consequences can arise if unauthorized users can gain access to the
information and services in a network. In particular, the security risks associated
with malicious hackers and viruses can lead to financial losses and the loss of
customer confidence and even force companies to leave their online markets
(Kumar, Park, &Subramaniam, 2008). Various NS technologies (e.g., firewalls,
anti-virus software and intrusion detection systems) are thus used in order to
maintain and protect the online business operations and information assets of firms

from malicious security incidents.

Investments in NS have two effects; one is a decrease in the potential losses
resulting from security incidents, and the other is an increase in operating costs. A
firm thus has to make a choice from among various security investment options
depending on the level of threats that it faces and its budget constraints (van Kessel,
2009). Therefore, the issue of selecting the optimal NS strategy against
computer-related risks has attracted considerable academic attention, with the
literature assessing the influence of network vulnerability and evaluating both threat
probability and the value of the assets to be protected (Gordon & Loeb, 2002; Hoo,
2000; Schechter & Smith, 2003). Various financial metrics and forms of cost-benefit
analysis have been adopted to compare potential losses and the costs of NS

investments based on quantitative decision analyses.

A qualitative risk analysis prioritizes the identified project risks using a
pre-defined rating scale. Risks will be scored based on their probability or
likelihood of occurrence and the impact on project objectives should they occur.
Probability/likelihood is commonly ranked on a zero to one scale, and the impact

scale is organizationally defined. A qualitative risk analysis will also include the



appropriate categorization of the risks, either source-based or effect-based. A
quantitative risk analysis is a further analysis of the highest priority risks in which a
numerical or quantitative rating is assigned in order to develop a probabilistic
analysis of the project. In order to conduct a quantitative risk analysis, high-quality
data, a well-developed project model, and a prioritized lists of project risks
arerequired. While a qualitative risk analysis should generally be performed on all
risks, for all projects, a quantitative risk analysis has more limited uses, based on
the type of project, the project risks, and the availability of data to use to conduct

the quantitative analysis (Passionate Project Management, 2013).

In particular, most studies of the losses related to an NS breach event only
consider its immediate effects rather than those that are indirect. However, indirect
effects can have serious impacts on firms, as they can harm their reputations, lead to
the loss of trust felt by customers and supplier partners, and damage relationships
with partner companies (Dynes, Johnson, Andrijcic, & Horowitz, 2007; Camp &
Wolfram, 2004; Rowe & Gallaher, 2006). Since a firm’s optimal investment amount
is based on the results of a cost-benefit analysis, ignoring the indirect effects of NS
breaches related to network externalities will lead to suboptimal decisions being

made.

The externality of a good as it relates to consumption refers to a phenomenon
in which an entity is affected by another entity’s usage of that good (e.g., mobile
phones, social networking applications, and public goods). Network security in a
communication network depends not only on the security-related prevention
investments made by individual users, but also on the reciprocal relationships
among the users. Without taking network externalities into consideration, the
optimal NS investment will be underestimated. Hence, equilibrium without
externality will deviate from a socially optimal level and will in turn result in
market failure (Jiang, Anantharam, & Walrand, 2008b; Yue, Cakanyildirim, Ryu, &
Liu, 2007).



The main goal of this research is to investigate how network externalities,
interaction strategies and market size affect the incentive to invest in NS, and what
the resulting optimal investment strategy should be. This research analyzes, by
considering a game theory-based threat versus an investment model, the optimal
strategy in the short run for investing in NS in cases where competing online firms
produce homogenous services. This research is structured as follows:Chapter 2
reviews the related studies on the optimal strategy for NS investment. Chapter 3 sets
up the model for firm NS investment incentives within a competing online market
and derives the results and propositions. Finally, the conclusions of this work and its
managerial implications are presented in Chapter 4, with the aim of promoting a
better NS environment.Chapter 5 suggests directions for future work. Finally, the

list of references is included at the end of the dissertation.



Chapter Two

Literature Review

A network security architecture is essential for businesses that sell products
through both physical store channels and online. However, the severe consequences
of financial and indirect losses from network security breaches in an organization
due tospecific security vulnerability have increasingly attracted academic attention
along with the adoption of network systems for e-commerce businesses. The three
main aims in the literature on optimal NS investment are preventing and/or reducing

the potential losses caused by security breaches, reducing the problem of “free
riders” among stakeholders who do not contribute their fair share to the related

investments, and the balance of monetary and technical resources input by firms vs.
those of attackers with regard to this issue (Huang, Hu, &Behara, 2008).Various
approaches to optimal NS investment decisions have been adopted in different types
of firms and in different environments, and studies since Anderson (2001) have
adopted an economic perspective of the assessment of the necessary level of
investment in security technology that can be divided into two streams according to
the methodologies used, those based on decision theory and those based on game

theory.

In the literature that takes a decision theory-based approach, NS strategy is
assessed by calculating the costs and benefits of NS investments by identifying the
key variables (e.g., asset value, security risk, degree of threats, cost of breaches).

This quantifying approach adopts financial metric indexes by using multiple



economic indexes of annual loss expected (ALE), return on investment (ROI)
(Bojanc&Jerman-Blazic, 2008a; Hausken, 2006; Tsiakis&Stephanides, 2005;
Iheagwara, Blyth, Kevin, &Kinn, 2004; Purser, 2004), net present value (NPV)
(Bojanc&Jerman-Blazic, 2008b), and internal rate of return (IRR)

(Bojanc&Jerman-Blazic, 2008a).

For example, Bayuk (2001) provided a risk analysis model of ROI-maximizing
NS investments and illustrated how much money had to be spent to achieve a

“reasonable” degree of security. In this approach, the risk is assumed to be

guantifiable as a dollar amount, such as the loss of revenue that would be incurred
by a given order-processing system or manufacturing line when an attack is
successful. The optimal IS investment is derived at the point where the dollar
amount at risk is equal to the price of the security improvement. lheagwara et al.
(2004) measured the financial benefits of deploying an intrusion detection system
(IDS) by incorporating a standard risk analysis framework with a cascading threat
multiplier (CTM). A CTM is a security breach that results in two types of costs: the
direct cost of lost integrity, confidentiality, and/or availability, and the indirect cost
of the compromised component serving as a potential stepping stone for future
attacks. Their paper attempted to capture the second type of CTM costs, which are
typically ignored in the classic risk analysis framework. The proposed risk analysis
formulas included incorporating the concept of CTM in the ROI calculations and
provided an illustration of an effective decision-making process used to indicate
which techniques are most appropriate for the cost effective management of IDS in
a given environment. lheagwara et al. (2005) further developed multiple metrics
that enable risk and cost-benefit assessments to be made to calculate the ROI of

information assurance technology investments.

Similarly, Bojanc and Jerman-Blazic (2008b) introduced methods for
identifying the assets, threats, and vulnerabilities of Information and
Communications Technology systems, and proposed a procedure to recommend the

optimal investment choice for the necessary security technology based on the



quantification of various values of the protected systems (e.g., an economic index
combination of ROI, NPV and IRR). The efficiency of different NS options was
evaluated, and the optimal NS investment was then selected under various scenarios.
Wang and Song (2008) proposed a flexible NS investment model that addresses the
conflict between costs and benefits. First, the model quantifies the risk and
effectiveness of a certain tool or policy and then obtains the optimal investment
strategy using a multi-objective decision-making framework. It can be applied by IT
managers and stakeholders to make more confident assessments of NS

infrastructure spending decisions.

However, no single index can be used to assess the optimal investment required
for the prevention of security threats, and thus the application of these simple rules
has not been fully validated, as they fail to take into account the wide range of
factors and constraints that may influence the NS investment process, such as
network externalities and market size. The probability, frequency and size of true
network security losses and benefits therefore remain difficult to identify and

estimate using the approaches in these referenced works.

Another stream of the literature, the widely used social scientific knowledge,
the so-called game theory, has been applied in modeling and analyzing the optimal
NS investment (Cavusoglu, Mishra, & Raghunathan, 2004; Garcia & Horowitz,
2007; Liu, Zang, & Yu, 2005; Wang et al., 2012). A game is a description of a
strategic interaction which places constraints on the actions that the players can take
and their interests, but does not specify the actions that the players do take. A
solution is a systematic description of the outcomes that may emerge in a family of
games. In brief, game theory suggests reasonable solutions for classes of games and

also examines their properties.

Cavusoglu et al. (2004) considered a game tree used to depict the strategies of a
firm and a hacker in order to evaluate the investments in an NS architecture. Both a
firewall and an intrusion detection system were examined, leading to a value

assessment of the two technologies. The firm minimized its investment cost and loss,



but the hacker maximized its utility from the intrusion and cost if detected. The
intrusion action of the hacker and successful detection using the two technologies of
the firm were given with probabilities. The results provided a guideline for choosing
an alternative security technology in which to invest and concluded that firms
should evaluate the value of an additional security mechanism based on already

existing controls before estimating its return.

Liu et al. (2005) presented a methodology to model the interactions between an
attacker and a network administrator. This approach suggested that the ability to
model and infer attacker intent, objectives, and strategies (AIOS) is important as it
can lead to effective risk assessment and harm prediction. An incentive-based
game-theoretic model to infer AIOS was discussed in this work. A few bandwidth
parameters were used as the metric to measure the impact of the attack and the
countermeasure, which In turn measures both the attacker’s and the defender’s
incentives. The work also proposed that the best game model to choose depends on
the degree of accuracy of the employed intrusion detection system (IDS) and the
degree of correlation among the attack steps. The study used a specific case to show

how attack strategy can be inferred in real-world attack-defense scenarios.

Garcia and Horowitz (2007) presented a game-theoretic model that applies the
economic motivations for investment in added NS and attempted to discover a
possible market failure in the underinvestment of NS. They considered the
competitive market of two symmetric firms in which the firms plan NS investment
taking into account the likelihood of a security breach. The result relies on the fact
that social value is derived from Internet usage, which is at least equal to a fraction
of the surplus derived from e-commerce. It was concluded that when the ratio of
social value to revenue at stake to Internet providers continues to grow, the
likelihood of underinvestment in security becomes higher and some form of

regulation may become necessary.

Wang et al. (2012) proposed stochastic game nets for the purpose of modeling

and analyzing the competitive behaviors of enterprise networks in a dynamic game.



The interactions between administrators of enterprises and the attackers, as well as
the probability of a successful intrusion action by the attacker and the mean time of
administrative repair were incorporated into the model. The results showed that the
mean time for a successful attack is longer when the mean time to repair is shorter
with a high transition firing rate after a specific time point. Further, the availability
Is better with a high transition firing rate in practice. Nevertheless, these studies
ignored the existence of network externality, which is the essential characteristic in

networks.

Regardless of whether it is the decision-theory-based evaluation method or
game theory that is considered, these approaches have somehow been constrained
from the difficulties in estimating and identifying the probability, frequency, and
size of network security loss and benefit, as well as other parameters. In their model
setup, they neglected the effect of externality. Hence, the model used in the current
researchendogenizes network externalities because they affect the likelihood of
vulnerabilities in the online market. Furthermore, we focus on the incentive of
increasing-decreasing direction influenced by the factors under the partitions of the

situation.

Network security investment in one firm is usually dependent on other firms’
security investments in the connected network. This is sometimes referred to as
“neighborhood effects”, and economists call this a network externality. That is,
network security is characterized by a positive “externality.” If one firm takes more
precautions to protect their IT system, the security of other firms, as well as their
own, is enhanced. However, such settings lead to the classic free-rider problem
(Varian, 2004). In the absence of a market for security, individuals will choose less
security than is socially optimal (Kunreuther & Heal, 2003; Ogut, Menon, &
Raghunathan, 2005 ;Powell, 2005; Tsiakis, Katsaros, &Gritzalis, 2012).

Kunreuther and Heal (2003) formalized the concept of interdependent security
with their primary example stemming from the airline industry.In this case, the

individual airlines were concerned about a major single attack that could originate

10



at some point in the network and could be propagated to another airline in the
system. Airlines could defend themselves against direct attacks, but were weak in
regard to dangerous loads received from other aviation entities. Varian (2004)
started a formal discussion on the role of security as a public good and the effects of
individuals working in teams with varying incentives and the effects on NS. The
property of interdependent security is similar to that of network externality in the
field of economics. The network externality of security investments often induces
firms to invest inefficiently from a socially optimal perspective(Ogut et al., 2005;
Powell, 2005). The conclusion that network externalities influence network security
investment is also provided by Yue et al. (2007). They demonstrated that network
externalities have a negative influence on network security investment by showing
that the expected IT security risk for organizations is underestimated when this is

not considered.

Jiang, Anantharam, and Walrand (2008a) used a network security game where
strategic players chose their investments in security. Their model explicitly
considered the network topology, thedifferent cost functions of players, and their
relative importance to each other. They showed that in a strategic-form game, the
price of anarchy (POA) can be very large and tends to increase with the network
size, as well as with the dependency and imbalance among the players. This finding
indicates that the overall network security can be far from optimum in the case of
selfish players. However, the best equilibrium in the repeated game usually results
in much better performance, allowing the possibility of achieving a social optimum
if that does not conflict with individual interests. In the model, they considered the
externality with a linear combination setup. Comparatively, in this study, we take
the externality into account with the concave function of the number of players with
network security investments. The setting relatively tallies with intuition in

actuality.

Lelarge (2009) further modeled and quantified the impact of such externalities

on the adoptability and deployment of security features and protocols on the

11



Internet. Bolot and Lelarge (2009) considered a network of interconnected agents
which are subject to epidemic risks, such as those caused by propagating viruses
and worms, and which can decide whether or not to invest some amount to deploy
security solutions. Their models combined the propagation of epidemics among
networked agents and the payoffs for agents. Agents, interacting with the
cyber-attackers, are meant to reduce both riskand loss. The optimal strategy for
agents, by simulations of random graphs, was found to be the maxminimizer
strategy. In particular, the positive impact of network externalities on the security
investments was explicitly identified. They illustrated in detail how network
externalities impact investment in network security. However, their approach did
not scale the efficiency of NS technology while the potential loss is fixed. This

researchis intended to release those limitations.

Tsiakis, Katsaros, &Gritzalis (2012) proposed an impact pathway approach that
distinguished the economic tradeoffs for security investments along with security
measures and investments in private and public goods. Externalities are social costs
that are not carried by the private costs and prices of market goods/services. Their
results suggested the establishment of a policy to consider and reduce the social
costs that systems generate either by regulating such operations or by imposing high

economic penalties, or both.

The role of incentive for investment in NS is a relatively new research issue.
August and Tunca (2006) investigated the effect of user incentives on software
security in a network of individual users under costly security investment patching
and negative network security externalities. Gal-Or and Ghose (2005) found that
security technology investments and security information sharing act as “strategic
complements” in regard to equilibrium. The results suggest that information sharing
is more valuable when product substitutability is higher, implying that such sharing
alliances yield greater benefits in more competitive industries. Bolot and Lelarge
(2009) showed that if a premium discriminates against users that do not invest in

security, then insurance is a strong incentive to invest in NS. These results imply

12



that the incentive for investing in NS will increase when externalities exists and

have a positive effect on each other.

Nevertheless, the above studies have seldom considered the existence of
network externality. Some studies have assumed a constant potential loss of a
successful attack in which the efficiency of NS technology cannot thus be measured
(Bolot & Lelarge, 2009; Lelarge, 2009), and others have ignored the strategic
interactions among agents in the decision to engage in NS investment (Jiang et al.,
2008a). Overall, these studies were also constrained from the difficulties involved in
estimating and identifying the probability and frequency of attack and the benefits
induced by NS investment. This research investigates how network externalities
influence the optimal strategy of competing online firms producing homogenous
services with regard to investing in NS.The self-protect rate of a firm and survival
probability against security incidents differ depending on whether or not it invests
INNS.

Some restrictions embedded in the literature mentioned above are relaxed in
this work, and the level of network externality in this research is endogenous and
varies with the number of firms that invest in NS. In a departure from the prior
literature, in this research, the prior probabilities of survival with NS-investing and
non-NS-investing are conjectured, and thus are not necessarily equal to the real
survival rates with and without NS investments. The next chapter presents the
model framework in which firms are strategically interconnected with regard to
their NS investments, with specific levels of NS threat and effectiveness of NS
technologies. The effectiveness of NS technology is evaluated by measuring the
revenue a firm generates in the market when NS successfully defends a firm against

security incidents.

13



Chapter Three
Methodology

This chapter sets up the framework of a firm’s incentive to invest in NS within
a competing online market and investigates the influence of survival probability and
network externality on this incentive. The chapter is divided into four sections.
Section 3.1 describes the model settings in the early design scenario. Section 3.2
demonstrates howthe levels of survival probability affect a firm’s incentive toward
network security. Section 3.3 investigates the effects of the numbers of surviving
NS/non-NS firms and the related network externalities on these incentives. Section

3.4illustrates the influences of network effects and market competition.
3.1 Model Description

Consider a perfectly competitive market whereexists a finite numbernof
symmetric firms, N ={12,...,n},providing homogenous services online under the
threat of potential cyber crime risks. In the short run, the profit of a competitive firm
could be anything that is above its fixed cost (Mankiw, 2012).These firms face
threats from security incidents that result in the collapse of a firm’s service systems
and the loss of customers. In the model, firms simultaneously and independently
decide whether or not to invest in NS that increases the ability to prevent such
attack threats. If an attack is successful, the firm’s system is shutdown,and it is
forced to leave the market, giving it zero profit. Otherwise, a firm successfully
defends against the attack and maintains its system operations. The decisions are
made in the form of a one-shot game. For simplicity, assume zero production cost

for the service, and assume that the total profit of the market is normalized to 1.

Consider firm 1 in N, and let Mbe the set of firms that invest in NS (hereafter,
NS firms), giving M < N/{}. The number of NS firms is m, 0<m=|M|<n-1.

Let f(+), f(s)>1 be the spillover effect of NS externality, which is an increasing

14



function of m, f'(m)>0, f"(m)<0. If no firm invests in NS (i.e., M= 0), then
f(0) =1, and no network externality exists. Each firm that invests in NS incurs a

fixed cost and has a self-protection rate, & = f(m)-«, which indicates its ability

to successfully protect itself from security incidents,and which is the prior

probability of survival with NS.* A firm that does not invest in NS (hereafter, a
non-NS firm) has a probability of survival g = f(m)-S.Here, o represents the
effectiveness of an NS technology in defending against an attack, and /f represents

the probability of a firm successfully protecting itself without NS.

In this model, the network externality refers to the capability of protecting

firms from security incidents, indicating a firm's investment increases the survival

probability of other firms. It is assumed thatO<é&, 8 <1,and & > . Let N, be

the survival number of NS-investing firms, 0<n, <m, and leth, be the survival

n
number of non-NS firms, 0<n, <n-1-m, after security incidents. Then Hland

n_rl—z_mare the actual survival rates with NS and without NS, respectively, which
are not necessarily equal to the conjectured prior survival probabilities with and
without NS in the model. Therefore, the probabilities of the events in which N, NS
investing firms survive out of m and in which N, non-NS firms survive out of
n-1-m are the  binomial  distributions  of Cpa™(1-&)™™ and

- - 1
Co ™™ (1- g)" ™™, respectively. The profit of the firm 1is 7, shared
1 2

equally among n, NS survival firms and n, non-NS survival firmswhen
surviving in the market with the probability « Note thata firm’sprofit is zero when

it fails to survive in the market, and the probabilityisl—« . The profit function could

be reduced as follows:

! Note that the self-protection rate of the security system represents the effectiveness of NS technology

against attacks and is the opposite of the vulnerability of the system.
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R?: the profits of firm 1 with NS-investment.

R”: the profits of firm 1 without NS-investment.

n, : the survival number of NS-investing firms.

n, :the survival number of non-NS firms.

3.2Firm Incentives in Network Security

The maximal willingness of firm 1 to invest in NS is defined by W,

W =E(R%) - E(Rﬁ). Thus, the expected profit from NS investment is no less than

that of that derived with no NS investment. The formula can be rewritten as

W

_ a— ﬂ |:C:10~Cn1 (1_ d)m—n1 Cr(]n—m)Bn2 (1_ ﬁ)(n—l—m)—nz}
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The relationship between a firm’s willingness to invest in NS and the survival

probability is summarized in the following proposition:

Proposition 1.There are two kinked points in a firm’s incentive to invest in NS

along with the level of the survival probability with NS. When the survival

probability with NS is in either the low range or high range, the incentive of a firm
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to invest in NS increases with NS-investment survival probability. On the other
hand, when the survival probability with NS is in the medium range, the incentive

of a firm to invest in NS decreases with NS-investment survival probability.

Proof.The natural logarithm on both sides of the incentive of a firm to invest in NS
IS

Inw=m—2=2_, nIng+m-nIn(—@a)+n,Ing+(n-1-m—n,)In(1- 3)
1+n +n,

el

Total differentiation of the equation would be

idw—[ 1L n _m n }d&+{ 1 ol (N - 1) LI }dﬁ
w (a g) a @- a) 1-a) (a-p) B @-p) (1—ﬂ) 1-4)

1 1 ! -
——+lha-In(1-a) |d ——— +InB-In(1 - d
+_ (1+n1+n2) na — In( a):l ”1*[ (1+n1+n2)+ ng-In( ﬁ’)} n,

i i 1 1 1
+| In(l-p) + + ot :ldn

n-m-1 n-m-2 n-m-n,

. - 1 4 1 il 1 1
+| Inl-a)-Inl-B8)+—+ 4ot + + 4+t dm
m m-1 m-n+1 n-m-1 n-m-2 n-m-n,

Then, the first order condition of W with respect to the survival probability with NS

becomes

dw a(l-a)+(a-B)(n,-am)
W _ .
a(a-p)1-a)

Therefore, the signs of the derivative are

dﬂ>0 ifO<a<Aorifa>B
da

dﬂ<0 ifA<a<B
da

where
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The relationship between a firm’s willingness to invest in NS and the survival

probability is depicted in Figure 1.

W a

Firm willingness to invest in NS

Phase 1 Phase 2 Phase 3

»d »
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Figure 1. Firm willingness to invest in NS and survival probability
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There are three phases for the relationship between firm willingness to invest in
NS and survival probability. In Phase 1, the survival probability of a firm with
NS-investment is low. This is because there is either no NS technology (or an
ineffective technology), and few firms have invested in NS. Hacker attacks pose
significant threats to network security. The marginal increase in & when an
additional non-NS firm invests in NS is larger in the early stage than in the late
stage due to the properties of NS externality, f'(m)>0 and f"(m)<0.This result
is consistent with the weaker protection model in (Lelarge, 2009). This externality
has a positive effect on the incentive of a firm to invest in NS, which in turn
increases the incentives for non-NS firms to invest in NS because a greater share of
total market profits is then available to them if they survive. This implies that an NS
investment has the characteristic of a first mover advantage. Therefore, the

willingness (W) to invest in NS increases along with the survival probability (&)
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with NS-investment.

In Phase 2, NS technology sophisticatedly develops the ability to counter most
hacker attacks, and the survival probability of a firm with NS-investment increases.
The relationship between the willingness to invest in NS and the survival
probability with NS-investment reverses. The effectiveness of NS against online
threats is not obvious, but the externality effect is large enough to encourage firms
to choose to become free riders in NS. This spillover effect of externality thus
drives down the incentive to make an NS investment. In short, when the externality
effect is sufficiently large, the incentive to make an NS investment decreases, and
firms are more likely to become free-riders. In this phase, the negative effect of NS
investment (i.e., the externality effect) offsets the positive effect (i.e., surviving in
the market). Therefore, relevant authorities should encourage firms to invest in NS
by such measures as, for example, periodically publishing the status of current

network threats and establishing NS regulations for on-line firms.?

Finally, in Phase 3, NS technology is mature enough to counter most threats,
and the survival probability of a firm with NS-investment continuously increases. In
this phase, NS investments can raise the probability that a firm will survive in the
market, and thus the uncertainties associated with NS-investments become lower.
Therefore, non-NS firms have a greater incentive to invest in NS since the survival
probability of such investments is high, as is the related externality. Similarly,
willingness to invest in NS increases along with the survival probability associated
with NS-investment. These results are supported by Lelarge’s (2009) epidemic risk
model, in which firms’ expected losses due to NS investments decrease due to the
externalities of other firms’ NS investments whenever network security is well

developed.

A firm’s willingness to invest in NS varies with the level of the survival

probability with NS. When n,/m > & , a positive relationship between the survival

2 Similarly, thelSO/IEC 27001 was published by the International Organization for Standardization and

the International Electrotechnical Commission.
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probability with NS-investment and willingness holds. This condition implies that
the actual survival ratio (i.e., the realized effectiveness of NS) is higher than the
prior survival probability with NS-investment (i.e., the prior expected effectiveness).
This would then increase the incentive for firms to invest in NS. Contrarily, the

relationship reverses when the condition reverses.

Likewise, it can also be shown that the relationship between a firm’s
willingness to invest in NS and the survival probability without NS investment has
a similar shape to that shown in Figure 1. In the model, the NS externality effects of
NS firms and non-NS firms imply the isotonicity of the two survival probabilities

with and without NS investment thus leading to the following corollary:

Corollary 1. When the probability of survival without NS is in the low range and
when it is in the high range, the incentive of a firm to invest in NS increases with
the non-NS survival probability. However, when the probability of survival without
NS is in the medium range, the incentive of a firm to invest in NS decreases with

the non-NS survival probability.

There is a positive influence of network externality on the incentive to invest in
NS when the survival probability is at a relatively low or high level, independent of
firm NS investment decisions. In addition, firm survival probability depends on the
interaction between attacks and security, and thus developing a secure network
environment that enables a higher survival probability against security incidents
would be preferable. With a higher survival probability, the uncertainties related to
NS-investment can be reduced, and NS technologies can be viewed as mature. This
can be achieved by lowering the cost of NS implementation and by diffusing NS
technology (Attewell, 1992; Walsh, 2003). However, when the survival probability
is at the medium level, the influence of network externality on the incentive to
invest in NS is negative, and the incentive to invest in NS is reduced for a firm if it
anticipates that others will make these investments instead. This finding is in
accordance with the results of Lelarge (2009), which showed that the decision made

by all firms to remain unprotected may be a Nash equilibrium.
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3.3 Interaction Strategy

The next proposition describes the impact of the number of NS firms on

willingness to invest in NS.

Proposition 2. A firm’s incentive to invest in NS increases with the number of NS
firms whenever the ratio of prior non-survival probability with NS investment to
that without NS investment is more than the ratio of the actual non-survival rate
with NS investment to that without NS investment. Otherwise, a negative

relationship holds.

Proof: Take the derivative of a firm’s willingness to invest in NS with respect to the

number of NS firms. Then

W _w Inl-&)-In(l-B) + 2 L W o - =
dm e Tl 5 1 m-n+1
1 1 i
(n—m—l n-m-2 n—m—nzﬂ
n, n-m-1 n-m-n,-1
Note that L + ; +e L = 1 :Z(Ej_ > (l) is
n-m-1 n-m-2 n-m-n, Sn-m-i =\ i\

k
the difference of two Harmonic series S(k)zZGj where k=n-m-1 and n-m-n,-1.
i1\

Hence, the derivative is

w R BO-EOHER-E0)

This leads to the Harmonic series S(k) =~ In(k)+0.5772156649. Then

3200

= [In(m)+0.5772156649 -[ In(m-n,)+0.5772156649 |

(1)
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and

O ORI~

=N =\ (n-m-n,-1)

The derivative in (1) can be rewritten as:

dw (1-a) m n-m-1
=In == +In —In

dm 1-5) m-n n-m-n,-1
nd-2) m(n-m-n,-1)

@-5)  m-n(n-m-1)

Therefore, the relationship of the derivative’s sign would be as follows:

W o ifand onlyif =), 1=(n/m)

dm @-5) 1-(n,/n-m-1) @ [

Note that, on the right side of the inequality, the ratio of non-survival
probability with NS investment to the one without NS investment is equivalent to
the odds of NS investment. Thus, the equation in (2) implies that the willingness to
invest in NS increases as the number of NS firms increases if and only if the prior
ratio of non-survival probability with NS investment to non-NS investment is more
than the actual prior ratio of non-survival probability with NS investment to non-NS
investment.Proposition 2 can also be further interpreted as follows: The positive
relationship between firm willingness to invest in NS and the number of NS firms
holds whenever the prior probability of survival with NS (i.e., &) is less than its
actual survival rate (n,/m), and the prior probability of survival without NS (i.e.,
/3) is higher than its actual survival rate (n,/n-m-1). When the NS technology is
more effective,the announcing probability of survival and the survival rate for firms
without NS is worse off than the expected one. The result could be explained by the
fact that the suppliers of network security must consolidate their NS technological

effectiveness to make it be worth firm investment in NS.

In addition, the researchis also interesting in regard to the effect of the number

of surviving firms among NS or non- firms. Therefore, the relationship between a
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firm’s incentive to invest in NS and the number of surviving firms with and without

NS is summarized in the following:

Proposition 3. The incentive to invest in NS decreases with the number of
surviving NS firms when the probability of survival with NS is less than half.
However, once the survival probability with NS-investment is greater than half, the

relationship is still negative when In(&/1—&)<1/(1+n, +n,). Otherwise, the

incentive to invest in NS increases with the number of surviving NS firms.

Proof: Take the derivative of the incentive to invest in NS with respect to the

number of NS surviving firms. Then

W a<0.5

d_”1<0 L a>0.5and In aN < .
1-a) (1+n,+n,)

dﬂ>0 if a>0.5and In a~ > :

an, 1-a) (1+n,+n,)

It is shown that the relationship between the incentive to invest in NS and the

number of surviving NS firms is negative if the probability of survival with NS is
less than half. However, when the effectiveness of NS is sufficiently large, a>0.5,

the relationship depends on the relative survival ratio and the inverse of the number

of surviving firms.

The reason for this can be explained by the fact that when NS technology is
mature enough to counter most threats, the natural logarithm of the relative survival
ratio for an NS firm is more than the inverse of all surviving firms. In this
circumstance, NS investments can raise the probability that a firm will survive in
the market, and thus the uncertainties associated with such investments become
lower. Therefore, non-NS firms have greater incentive to invest in NS since the
survival probability related to such spending is high, as is the related externality.
Similarly, the willingness to invest in NS increases along with the survival

probability associated with NS investment. These results are supported by Lelarge’s
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(2009) epidemic risk model, in which firms’ expected losses due to NS investments
decrease due to the externalities of other firms’ NS investments whenever network

security is well developed.

However, when the number of surviving NS firms continuously increases, the
odds ratio of the probability of survival of an NS firm is less than the inverse of all
surviving firms. Moreover, when the effectiveness of NS is not clear, but the effects
of externalities are adequately large, then this will encourage firms to become free
riders with regard to security. The negative effects of NS investment (i.e., the effects

of externalities) can thus offset the positive effects (i.e., survival in the market).

Likewise, it can also be shown that the relationship between a firm’s incentive
to invest in NS and the number of surviving non-NS firms, n,, corresponds to the

probability of survival without NS, leading to the following corollary:

Corollary 2. The incentive of a firm to invest in NS decreases along with the

number of surviving non-NS firms when g<05 or when S>05 and
In(ﬁ/(l—ﬁ))<1/(1+nl+n2).

If the survival probability without NS-investment is not over half, the incentive
of a firm to invest in NS will decrease along with the number of surviving non-NS
firms. However, once the survival probability without NS-investment is greater than
half, the incentive of a firm to invest in NS will increase along with the number of
surviving non-NS firms except in the case where the natural logarithm of the odds

ratio for a non-NS firm is less than the inverse of the number of surviving firms.

Proof: Take the derivative of the incentive to invest in NS with respect to the

number of non-NS surviving firms. Then
3<0.5
dw , 4 .
—<0if . Vi 1
dn, £>0.5and In —<
@-5) (1+n,+n,)
dw 3

W ot g>05andin—2 > 1
dn, @-4) (1+n,+n,)
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Proposition 3 and Corollary 2 state that the odds ratio is a key strategic
parameter for NS and non-NS firms under the probability of survival with/without
NS being larger than half. In addition, when the probability of survival with
(without) NS is less than half, the number of surviving NS (non-NS) firms certainly

has a negative effect on the incentive to invest in NS.
3.4 Market Size

The market size not only has influences on the level network effect, but also
has intuitive influence on the market share through competition (Shankar &Bayus
2003; Desmet&Parente 2010). To the best of our knowledge, the competition
between the prior probability of survival and actual survival rate is the first rigorous
computation of this macro function from the parameters of a micro-model in the
context of security. It allows an understanding of how the incentive to invest in NS
Is affected by effective security technology. The next proposition describes the
relationship between a firm’s incentive to invest in NS and market size. Here, there
Is an optimal market size, and this is influenced by the prior survival probability of

non-NS firms.

Proposition 4: If the prior survival probability of non-NS firms is less than their
actual survival rate, then market size has a positive effect on the incentive to invest
in NS, and if not, it then has a negative influence. There is thus an optimal market
size in a competitive market. Moreover, the relationship between the survival

probability without NS and the market size is negative.

Proof: Take the derivative of a firm’s willingness to invest in NS with respect to the

market size. Then

dﬂ:W{In(l—,B)+[ ! + 1 ++;ﬂ
dn

n-m-1 n-m-2 n-m-n,

Ny n-m-1 n-m-n,-1
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The derivative in (1) can be rewritten as:
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Therefore, the relationship for the derivative’s sign would be as follows:
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The second derivatives are
R
dn dn dn
where [+] = In(l—ﬁ)—ln(n(_n;Tn_zl_)l)}

The second part of the second term, d [-]/dn is negative. If the two parts of the

first term have the same sign, and the value of the first term is smaller than that of
the second, then the graph of the incentive to invest in NS in response to the number

of firms in the market is concave. Therefore, the second-order condition is satisfied
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Figure 2.The willingnessto invest in NS with respect to n.

survival rate, new entrants wouldn’t be likely to decrease the actual survival rate of
any of these firms,unless all entrants invest in NS. With other things being equal,
the non-NS firms are worse off. The need to compete with new entrants who did not
invest in NS will increase the incentive to invest in NS among other firms. However,
the prior survival probability of non-NS firms is larger than the actual survival rate,
and a higher prior survival probability of non-NS firms will make these companies
more willing to rely on luck for protection as more new entrants enter the market. If
the number of firms exceeds the optimal amount, the incentive to invest in NS will
fall, and this could be interpreted as firms deciding to share the risk as competition
increases in the market. Once there are fewer firms in the market, then this may
increase the probability of a specific firm being attacked and thus increase the

incentive to invest in NS. The derivative of the optimal number function with
respect to the probability of survival without NS is dn*/dj=-n,/3? <0. This

implies the probability of survival without NS negatively influences the optimal
market size. Specifically, the higher negligibility of network security to the firms is,
the less competitive this market becomes, leading to imperfect competition. In
contrast, when network security is mandatory to firms, the market will become

perfectly competitive.
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Chapter Four

Conclusions, Discussion, and Future Research

Investments in network security are indispensable, although generally
expensive, for all firms that sell products in both physical stores and online.
Network externality in this research refers to one firm’s choices made by other firms’

influence resulting from investments in security.
4.1 Summary

In this research, the incentive of a firm to invest in network security is first
formulated. According to maximization of the market share benefit, a firm’s
incentive for investment in network security is derived from the expected profits of
that firm. Next, by algebraic calculation, the relationship between the influences,
such as the prior probability of survival or the number of NS-investing firms,
onmarket size will be explicit. Finally, the conclusions of this work and its
managerial implications are offered to companies and relevant institutions, with the

purpose being to promote a better NS environment.
4.2 Conclusions

This researchwas aimed at assessing the importance of network externalities
and exploring how to secure a network through an incentive mechanism. However,
such investments are generally expensive. Firms adopt network security to assure
their anticipative profit, and so it is necessary to examine these investment

strategies.

In sum, the risk is high since it is difficult for a firm without NS to survive when
an attack takes place when few firms have invested in NS. The incentive for
NS-investment increases along with survival probability due to a bigger share of

profits. In such cases, security investments have the characteristic of first-move
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advantage,but the incentive of NS-investment also increases when the survival
probability with NS-investment is high. When the technology effectiveness of NS
against the threats is indeterminate, the relationship between the survival probability
and willingness becomes negative because the spillover effect of NS externality
decreases the incentive for NS investment. The consequences could be a response to
a result indicating the effects of network externalities are too significant under
conditions with the same surviving firms and number of firms with NS investment,
then some firms will choose to be free-riders. This finding is in accordance with the
results in Lelarge (2009), which show that the decision made by all firms to remain
unprotected may be a Nash equilibrium. Hence, moderate facilitations should be
made by relevant authorities to encourage firm investment in NS. For example, they
could periodically publish the status of current network threats and construct

essential NS regulations for on-line firms.

The results indicate that the number of NS-investing firms has a positive
influence on the incentive for investment in NS when the ratio of prior non-survival
probability with NS-investment to that without NS-investment is more than the ratio
of the actual non-survival rate of firms with NS-investment to those without
NS-investment. Moreover, some ratiocination can be obtained from the model
analysis results. First, if the externality to the firms with NS-investment is actually
stronger than it is for those without, then a firm will have more incentive to invest
in NS. Once the network externality of firms without NS-investment is more
significant than it is for those with NS-investment, then firms who did invest in NS
will begin to leave the group of firms with NS-investment. The consequences could
be a response to results in phase 2 from proposition 1. Second, if the prior survival
probability with NS-investment is over-rated, or the prior survival probability
without NS-investment is overshot,in truth, the relationship tends to be negative.
However, if the prior survival probability with and without NS-investment is
over-rated, the relationship tends to be positive. Third, the willingness for

NS-investment will diminish with more sharing by surviving firms in the market.

With regard to the number of surviving firms both with and without NS, the
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incentive to invest will decrease when the NS risk is shared by more surviving firms.
However, once the probability of survival with NS investment is greater than half,
the incentive to invest will increase except when the natural logarithm of the
relative survival ratio is less than the inverse of all surviving firms. This may be
because network threats are transferred from firms that invest in NS to those that do
not. The relationship between the optimal level of investment and the level of
potential profit found in this work is consistent with the finding of Cavusoglu et al.
(2004b) suggesting that the more dependent a firm is on a network, the more
significant the consequences of an attack will be on its financial health. The results
suggest that the authorities in charge of NS should encourage firms not only to

invest in NS, but also in R&D related to NS technology.

It is important to consider the level of competition in the market. If the prior
probability of survival of non-NS firms is less than their survival rate, then a greater
market size will have a positive impact on the incentive to engage in NS
investments. If the prior survival probability of non-NS firms is less than their
survival rate, new market entrants will decrease the likely survival rate of non-NS
firms unless all of them invest in NS. In order to compete with new entrants, firms
that previously did not invest in NS will have a greater incentive to do so. Once
there is more than the optimal number of firms in a market, the incentive to engage
in an NS investment will be less. One reason for this may be that when the prior
probability of survival of non-NS firms is greater than the actual survival rate, the
higher prior probability of survival of non-NS firms will lead more firms to rely on

luck with regard to NS as more companies enter the market.

4.3Discussion

Based on the results of this research, a positive influence exists between
network externality and the incentive to invest in NS. A possible explanation for this
might be the higher expected marginal benefit from NS-investment in the earlier

stage. The reason could be viewed as first-mover advantages (Ross Anderson, 2001;
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Ross Anderson, 2002; Shostack, 2005 ) and could increase the incentive for
NS-investment to improve survival probability in order to increase profit sharing.
This highlights the importance of innovation in NS technology and in management
for on-line firms. Another possible explanation for this is that the uncertainty of
NS-investment is low in the earlier stage. This is similar to economies of scale in
NS-investment, regardless of whether it is due to the cost of implementation or the
diffusion of security technologies (Attewell, 1992; Walsh, 2003). This means that
the quality of NS technologies is good.

However, network externalities could still have negative effects in some
situations that are caused by firms believing in luck. The incentive to invest in NS is
possibly diminished if a firm anticipates other firms will invest in protective
network security measures. This finding is in agreement with those of Lelarge, 2009,
who showed that the decisions by all agents of firms to remain unprotected may be
a Nash equilibrium. However, in contrast to the prisoner’s dilemma problem, there
may also be a Nash equilibrium where some or all firms will have high incentive to
protect network security. The challenge is to provide an incentive-compatible
mechanism to convince each of the firms’ security manager agents that it is in their

best interest to invest in security (Kunreuther & Heal, 2003).

Hence, the overall effect of network externality on the NS investment
incentivesdepends on the trade-off between the effects on NS firms and non-NS
firms. If the negative effect is more significant than the positive effect, then firms
who did invest in NS will begin to leave the group of NS-investing firms. The
consequences will be in accordance with ab outcome in whichsome firms choose to
be free-riders (Kunreuther & Heal, 2003) and further correlate with the strong

protection of the epidemic risk model (Lelarge, 2009).

The contribution of this study is that it incorporates endogenous network
externality in firm decisions to make NS investments, and it investigates how
network externality influences the optimal strategy of competing online firms to

invest in NS in the face of security threats. Many studies on NS investment
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(Anderson, 2001; Bojanc&Jerman-Blazi¢, 2008a, 2008b; H. Cavusoglu et al.,
2004b) have ignored the existence of network externality although it is an essential
characteristic of NS. Further, some studies that do consider network externality
simply have assumed a constant potential loss related to a successful attack, and
thus the effectiveness of NS technology cannot be measured (Bolot&Lelarge, 2009;
Lelarge, 2009; Lelarge&Bolot, 2008; Yue et al., 2007), while others have
completely ignored the strategic interactions among agents in the decision to make

NS investments (Jiang et al., 2008a).

The results derived in this research provide some managerial policy implications.
In the research, the prior effectiveness of NS technology and the number of NS
firms are found to positively affect the incentive of firms to invest in NS. In a
security breach incident, firms do not have any legal responsibility except for the
violation of the personal information act. Hence, the penalties on firmsfor such
personal information violations should be increased, so they are forced to
endogenize the possible losses due to security breaches and to increase investment
in NS. On thepositive side, the NS investment of firms should be further
encouraged by governments via various channels including subsidies and tax
deductions. Next, generous governmental subsidies and tax deductions can also be
granted to the vendors of anti-virus products and services. By doing so, the
profitability within the market would potentially attract more vendors to enter the
market, and the competitiveness would cause vendors to invest more resources in
research and development. Thus, the effectiveness of NS technology is promoted,

and the incentive of firms to invest in NS increases.

4.4 Future Research

The critical e-commerce success factors vary with the scale of enterprises due
to different levels of difficultyrelated toreaching targeted consumers (Chappell &
Feindt, 1999). In this research, a conceptual and operational model that

simultaneously considers network externalities and demonstrates the influences on
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incentive was presented. This research was intended to investigate how an optimal
NS strategy is affected by network externalities. Since preventive NS is adopted by
firms to assure increased profit in the long-term, simultaneous analysis is necessary
to examine the network externality for each circumstance which changes with the
numberof firms investing in NS. This type of analysis provides insight into how
e-commerce market participants manage NS strategy and what the role of NS

investments is under conditions of both uncertainty and externality.

There are a few possible directions for future research. In the current research,
the number of firms in the market is exogenously fixed, but more firms in the
market imply a more intense level of competitiveness, which in turn reduces the
profitability of firm survival. Therefore, it would be of interest to relax the
assumption of a fixed number of firms in the market and investigate whether market
competitiveness negatively influences the incentive to invest in NS. In this research,
the interaction of firm investment of NE in a one-shot game under network
externality was the goal of the analysis. In other words, hackers are not viewed as
players in this game. Namely, hacker behavior is exogenously assumed. The threat
of hackers is illustrated by the vulnerability of the system that is the opposite of the
self-protection rate of the security system against attacks and security incidents. To
model hackers as evolving and learning players in the model can serve as a
direction of future research to measure the impact of hacker behavior on firm

network security.

Finally, it would also be of interest to empirically examine the factors which
influence online firms’ actual NS investment behavior, as this has received little
attention in the literature. Cavusoglu, Mishra, and Raghunathan (2004a) empirically
demonstrated the significant impact of security breaches on the market values of
breached firms in the US and found that these firms lost an average of 2.1% of their
market value (equivalent to US$1.65 billion per breach) within two days of the
announcement. Tanaka, Matsuura, and Sudoh (2005) also derived a concave
relationship between the security investments of e-local governments in Japan and

network vulnerability. In a future empirical study, the data for firm profits and NS
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investments could be retrieved from the annual reports and the surveys released
from the related market research institutes, such as the Market Intelligence Center
(MIC) and the Computer Security Institute (CSI). The percentage of detected
security incidents over actual network traffic and the weighted number of viruses
announced by anti-virus venders, such as Avira Antivir, Symantec and Trend, could
be used as proxies for the prior effectiveness of NS technology and threat

probability, respectively.
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